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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
123. 59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der Per nit 19
106. 38. 241. 105 Chi na 147.237.72. 156 aman.idf.il |[ClL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
220.181. 124. 113 Chi na 147.237.77. 216 dover.idf.il |C1000071: HTTP. User Agent Sogou+web+spi der Per it
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

of service attenpt

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il [Xenu Link S euth User Agent 6
212.227.55.94 |147.237. 76. 202 |Ger many e.haag.idf.i|ET SCAN Potential SSH Scan 1
. |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Gonnections, Potential
89. 248. 160. 198 |147.237.76.42 |Netherlands refuah.idf.il 1
Scan or Brute Force
79.177.196.85 |147.237.77. 216l srael dover.idf.il [portscan: TGP D stributed Portscan 1
220.225.2.174 |147.237.77.243|Indi a nobi  e.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 77. 61 [Chi na e.cogat.idf.i|ET SCAN NVAP -sS w ndow 1024 1
- ET SCAN Behavi oral Wwusual Iy fast inbound Tel net Gonnections, Potential
89.248. 160. 198 [147.237. 72. 217 [Net her | ands eidf.il 1
Scan or Brute Force
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al
66.249. 64. 117  [147.237.72.166 |Whited Sates [aka.idf.il - 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address [Ste Signature Action ‘Count
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |34
31.168. 0. 253 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 27
217.132.99.86 |Israel 147. 237.76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. . 24
Inval i d Retransm ssion Packet dropped.
93. 104. 215. 125 |Ger many 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |monitor |16
93. 104. 215. 125 |Ger many 147.237.72. 167 |i shuri maka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 12
31.168.0.253 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence (ﬂ'}”ﬁtrm;ﬁ?&gm moni tor |11
46.19.85.217 |Israel 147.237.77. 226 [} chanatz. aka. 1df 1pa4 TCP sequence Inval i d ACK number moni tor |10
80. 246. 136. 64 |l srael 147. 237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 9
Inval id Retransm ssion Packet dr opped.
186. 28. 86. 192 [Col onbi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 86. 183 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
93. 104. 215. 125 |Ger nany 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |8
46.19.86.123 |Israel 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Invalid AGK nunber monitor |6
89. 46. 183. 201 glcis;ii:;an Territory 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.53.32.190 |isral 147. 237.77. 243 |mobi l e, i f . i Streamng Engi ne: TCP Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dr opped.
46.19.86.142 |Israel 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> RST noni t or
192. 115. 30. 42 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
95.90. 251. 127 |Ger many 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence wﬁtﬁ;‘?ﬁ?c;gth monitor |5
192. 115. 30. 42 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 115. 30. 42 [l srael 147.237.77. 216 |dover.idf i SYN At tack SYN -> SYN-ACK -> RST monitor |5
79.181. 243. 40 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
95. 90. 251. 127 |Cer many 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 5
93. 104. 215. 125 |Ger many 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |4
79. 180. 160. 234 |l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 4
5.22.134.100 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber monitor |4
46.19.85.0 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
84.108. 215. 189 (I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192. 115. 30. 42 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |3
2.53.35.3 I srael 147.237. 77. 243 |robi | e. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
89. 46. 183. 201 sza;lcis;iigcija” Territony; 47 237.77. 176 |mat pash. i of . i drop First packet isn't SWN drop 3
213.61. 67. 157 [Cer many 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
80.128.84.17  |Ger many 147.237.72.166 |aka. i df .i | Bad TCP sequence monitor |2
185.32.179. 15 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber alert 2
79.179.39.120 |[Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST monitor |2
95.80.214.11 |Czech Republic 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |2
185.32.179. 15 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber monitor |2
80. 246. 136. 238 |l srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 2
192.115. 30. 42 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
95.80.214.11 |Czech Republic  |147.237.72.166 |aka.idf.il Bad TCP sequence ﬂﬁtﬁ;gxgﬂgth moni tor |2
185. 32.179. 15 |[lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid sequence nunber noni t or
46.19.86.142 |israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACGK nunber alert
84.95.49.254  |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtﬁ;‘?ﬁ?c;gth moni tor |2
79. 180. 160. 234 |I srael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence (ﬂ'}”ﬁtrm;ﬁ?&gm moni tor  [2
185.32.179. 15 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |aert 2
46.19.86.142  |[Israel 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber monitor |2
192. 115. 30. 42 [l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
176.13.15. 113 |[lIsrael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST monitor |2
77.138.64.24 |France 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
109. 66. 54. 84 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185.32.179. 15 |lsrael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 213. 146 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
2.53.48. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
79.176.82. 15 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 10
46.120.122. 219 |[Israel 147.237.77.216|dover.idf .i | Mil tipl e Uhaut hori zed URL Access from 46. 120. 122. 219 Bl ock 5
89.138.173. 104 |Israel 147. 237.72. 156 |anan. i df . i | m“;r?s;.' izgfd_ iLIF/erfj‘i:(i:iﬁets?)ur ces! i mages/ f avi con f avi con. png Bl ock 2
212.182. 119. 147|Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
82.166. 102. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 79. 68 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20041220a. ht m B ock 1
176. 13. 2. 227 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wa aka. i df.il/hi nuch B ock 1
73.22.155. 10 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/newsite/english/ B ock 1
66.249. 64.131 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
37.142.4.142  |israel 147.237.72. 166 |aka. i df . i | m“;kh: i dﬁdl ;\'ﬁ;hn‘;%i 333 gj\tsh;::rl cati onser i ce, asd get aut huser B ock 1
66. 249. 79. 73 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock
46.120.122. 219 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/nmivtza B ock 1
2.53.32.190 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
207.46.13.86  |Wiited Sates |147.237.77.170 |maarachot . i df . i | x;“;chh%rti_izz;j_ iLIF/Lt ::pTZISZs/tgoener o/ gererl . a5 Bl ock 1
77.127.95.31 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66.249.64.185 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
40.77.167.1 Wited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237.76. 86/ robot s. t xt Bl ock 1
67.19.79. 218 Lhited Sates [147.237.72.156|anan.idf .il Uhaut hori zed URL Access to /robots. txt B ock 1
66.249.64.12  |israel 147. 237.72. 166 |aka. i df . i | ?45; r2i3b7tft7ezd. ggf;?zﬂszﬁdorﬁ 2‘;;7351033 or um asp B ock 1
212.126.108.52 |[Iraqg 147.237.77.216|dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
77.139.172.34 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwu aka. i df.il/main/smalinismali maspx |B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1397-he/ at al . aspx B ock 1
46.19. 86. 123 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f  |B ock 1
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wa aka. i df . il/brot hers/skira/defaul t.asp |B ock 1
67.19.79. 218 Lhited Sates |147.237.72.166|aka.idf.i | Lhaut hori zed URL Access to /robots. txt B ock 1
66.249.64.74 [ israel 147.237. 7. 216 |dover . i df .i|  [;hathorized L Aocess to adover . aspx Bl ock 1
2.53.184.107 | sr ael 147.237.77.74 |lawidf. il mult 2\?\:: gl?.di Il}'qc_orfgc(;leesfcéfe/ doc_ngr/ doc_ngr. asp B ock !
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1398- he/ at al . aspx B ock 1
46.19.86.212 | sr ael 147.237.72. 166 aka. i df . i ] mU;E:’il (?fe.di I'\frtrgon(j glixf;/fn(i)ryun/ n yunpr ocessquest i onnai r eend. aspx Bl ock !
157.55.39.202 |[Wiited Sates |147.237.72.166|aka.idf. il Wnaut hori zed LRL Access to . B ock 1
wwv aka. i df.i1/iturindasp/ di spl ayal | sol i ders. asp
68.180. 228. 171 [United Sates [147.237.77. 176 [nat pash. i df . i | mar:;;‘; pe M /Oigjr;ﬂ?;?gggﬂnaisgx Bl ock 1
66.249.64.117 |israel 147.237.72. 166 |aka. i df . i | &f&ﬁﬁ&%’fgf& - Protocol vidlation None 1
31.168. 0. 253 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
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