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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
195. 175. 62. 110 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 137
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|lnetwork flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site Sgnature Devi ce Action |Oount |
106. 38.241. 105  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 8
106. 38.241.105 |Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 7
106. 38.241.105 |China 147.237.77. 74 lawidf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 4
106. 38.241. 105 |Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 3
69. 30. 234. 186 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 2
69. 30. 234. 186 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2
106. 38.241.105  |Chi na 147.237.76. 86 navy.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
106. 38.241.105 |Chi na 147.237.0. 34 tikshuv.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
106. 38.241.105 |Chi na 147.237.77.176 |matpash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
69. 30. 234. 186 Lhited Sates 147.237.76.147 |chi nuch. aka. i df.i| [C1000074: HTTP. najestic bot Per mit 2
89.234.157.254 |France 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
89.139.169. 61 |147.237.76.30 |[Israel hi nush. i df . i | ET DB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
46.227.67.158 |147.237.0.34 [Sweden tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 122. 201. 108|147. 237.0. 19  [Turkey madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
177.200.192. 51 |147.237.77.74 |Brazil lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
117.135.131. 60 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76.34 [Netherlands yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |[147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 [147.237.76. 177 |krai ne ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
77.127.59.130 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148.193 |[147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 122. 201. 108|147.237.0. 16  |Turkey ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
177.200.192. 51 |147.237.77.74 |Bazil lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.52. 71 147.237.76.30 |[Netherl ands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |[147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.50 [147.237.76. 177 |Wkrai ne ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Site ‘Signature
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6210
5.5.5.247 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3160
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 726
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 501
195.175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 287
Sreaning Engi ne: TCP SYN i
195.175. 62. 110 |Turkey 147.237.77. 216 dover i i1 | engat ?ansni ssi on zLEQLZZ'EE?dSbﬁf;;iiQS;“Tﬁr;S e |OroP 206
195. 175. 62. 110 |[Turkey 147.237.77. 216 |dover.idf.il S I’-ea-m ng Engi ne: . TG.D SN drop 156
Mbdi fi ed Retransm ssion
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il |SYN At ack noni t or 105
80. 246. 130. 137 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence SYNretransmt wth different wndowscale |nonitor |83
Streamng Engi ne: TGP SYN '
195. 175. 62. 110 [Turkey 147.237.77. 216 [dover. i i1 |° L nget ?ansnri i on ;'gf(?&fgg;’jd ge:i"[;; nsg':]"l‘aspacket wia |Oro 82
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 78
195. 175. 62. 110 |[Turkey 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 43
109. 64. 159. 195 | srael 147, 237.76. 200 e tan. aka i of || @M NG Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 42
Ret r ansni ssi on dr opped.
85.64.212.2 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il |dr op drop 24
77.138.52.97 France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
141.0.12. 25 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
195.175.62. 110 |Turkey 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence Sracret ransmt with different wndow o ;oo |19
79.182.84.27  |israel 147.237.77. 243 |rvi e i o1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnission. Packet drop 18
Ret r ansni ssi on dr opped.
77.138.52.97 France 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
2.53.32. 190 I'srael 147.237.77. 243 ot e o1 | SAM NG Engine: TCP Invalid invalid segnent retransnission. Packet drop 12
Ret r ansni ssi on dr opped.
46.19. 86. 54 I'srael 147.237.77. 216 |dover.icf.il [Bad TCP sequence SZ;ZOCK retransmt with different wndowl oy o |12
192. 249. 66. 247 |lhited Sates [147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
197. 221. 241. 55 |Zi nbabwe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
156. 204. 206. 138 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
77.138.52. 97 France 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |9
45. 35. 64. 142 Lhited Sates [147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
195. 175. 62. 110 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 8
93.83.18.6 Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
185. 3.147. 163 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
89. 139. 153. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
87.69. 6. 52 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
37.142.10.211 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
89. 139. 153. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
207. 46. 13. 85 Lhited Sates [147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 6
157.55. 39. 29 Lhited Sates [147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 6
176.13.16.107 | srael 147.237.77. 243 |rvi e i a1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
77.127.240. 135 |[Israel 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 6
2.53.158.139  |Israel 147237, 77. 243 |mobile. i o1 [} @M NG Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 6
Ret r ansni ssi on dr opped.
157.55.39.131 |Uhited Sates [147.237. 77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
77.127.240. 135 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
151. 224. 238. 247 LK?ir::gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
80. 246. 133. 157 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
84.195. 163. 123 |Bel gi um 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
84.195. 163. 123 |Bel gi um 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
89. 138. 174. 122 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 183
2.53.48. 63 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 23
37.26.149.192 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 9
80.128.84.17  |Germany 147.237.72. 166 |aka. i df . i | thaut hori zed Met hod PCST f or . B ock 5
viewv aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
2.55.132. 157 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 5
2.53.32.190 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 4
79.182.84. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 250. 247.60 [Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 3
141. 226.217. 111|lI srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
2.53.62.254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.158. 139 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
37.26.146.222 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
66.249. 64.105 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 64. 105 B ock 2
141. 226. 217. 111 ]I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storagel/files/2/ B ock 2
68.180. 228. 171 |United Sates |147.237.77.176 [nat pash. i df . i | Faraneter Type M olati on Pagefumi n Bock |1
waw cogat . i df . i | /2127- he/ cogat . aspx
. . Unknown HTTP Request Method uvc=1%C37; in URL
46.19. 86. 77 I srael 147.237.76.86 |navy.idf.il " at uvs=57d9baab0501a445000 Bl ock 1
. . D stributed Uhauthorized URL Access on
109. 67. 103.55 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ reset . css B ock 1
. . Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $ct| 79 in
5.29.77. 239 I srael 147.237.72.166 |aka. i df . i | v aka, i o i |/ nai v sachar / pays] i ps. aspx None 1
66. 249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/miluim B ock 1
46.19. 85. 61 I srael 147.237.77.216|dover. i df .i | Unknown HTTP Request Method sdch in URL B ock 1
185. 27. 105. 134 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.106. 156 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for v aka. i df.il/ml ui B ock 1
46.120. 248. 177 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ gyius Bl ock 1
141. 226. 217. 111 ]I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 141. 226.217. 111 B ock 1
5.29. 144. 58 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
66.249. 64. 128 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
46.19.86. 77 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request request version B ock
195.175. 62. 110 |[Turkey 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
77.237.138. 202 g;%ri . 147.237.77.233|atal . i df . i | Unhaut hori zed LRL Access to / B ock 1
’ . . D stributed Unaut hori zed Method for Known URL on
66. 102. 9. 24 Whited Sates [147.237.72.166|aka.idf.il aka i o . i 1/ nai v hore/ def aul t. aspx B ock 1
80. 246. 130. 137 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
- . Unhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ si p st orage/ i | es/ 2/ 63002, swi B ock 1
. . Il11egal HITP \ersion
46.19.86.77 I srael 147.237.76.86 [navy.idf. il " pk_i d. 27. 434e=c4ca8f 9cf 2¢b4509. 1473886894, 0. 1473886894, . |0 °K !
. - Mil tiple Lhtraceabl e SSL Sessions from198. 161. 119. 4 (Prot ocol
198.161.119.4 |Canada 147.237.77. 216 |dover. i df . il viol ation (SSL GON LI ENT FELLO)) None 1
-kosher-kravi . i df '
95.86.121. 155 I srael 147.237.0.16 | Wnaut hori zed URL Access to o Bl ock 1
il wawe ny- kosher -kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx
. . O stributed Whaut hori zed URL Access on
2.55.56. 249 I sr ael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
79.178.98.252 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
81.18.213.246 |Pol and 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249.93.205 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
198.161.119. 4 |Canada 147.237.77. 216 |dover. i df . i | (SSL OONN LI ENT HELLO) None 1
46. 19. 86. 77 I srael 147.237.76.86 |[navy.idf.il Mal formed URL __at uvs=57d9baab0501a445000; B ock 1
107.77.75.16  |Uited Sates |147.237.72.166|aka.idf.il Wnaut hor i zed Method PCST for B ock 1
virwy aka. i df . i 1/gi yus/ nai n/ def aul t. asp
79.179. 6. 132 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 105  Israel 147.237.72. 166 [aka. i df . i | v aka, i df i1/ . vel | - knowny asset | i nks. | son Bl ock 1
46. 19. 85. 61 I srael 147.237.77. 216 |dover. i df . il Mal formed URL B ock
157.55.39.235 |[wnited Sates |147.237.72.156|anan.idf.il Uhaut hori zed LRL Access to wwwv aman.idf.il/... B ock
81.111. 166. 42 LKJ?'r:gegom 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . il/ishurim B ock 1

09-14-2016-23:04:01 to 09-15-2016-00:04:01




