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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 253. 157. 123 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 372
5.149.107.7 Irag 147.237.77.216 dover.idf.il | CVP- Fr ag- Needed- St orm drop 43
168. 235. 197. 180 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp dr op 6
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
165. 230. 49. 118 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
211.1.156.90 Japan 147.237.77.176 nat pash. i df.il JLMPurple Gon Limt Htp drop 1
194.29.178. 14 Pol and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 180 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
211.1.156. 90 Japan 147.237.77.176 nat pash. i df . i | JLM Purpl e Gon Limt_Tcp drop 1
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
178.137. 164. 15 krai ne 147.237.77.216 |dover.idf.il| |15323: HTTP. User-Agent (MRSPUTN K) B ock 2
220. 181. 124. 109 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

109. 67. 60. 52 147.237.72. 166 |I srael aka idf.il ET SCAN NVAP -sA (2) 6
193. 201. 225. 73 [147.237.8.27 |Wkraine e.madimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.158 |147.237. 76. 199 [Sweden e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
146. 148. 126. 60 |147.237.77.235|hited Sates |sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.142.245.58 |147.237.77. 216l srael dover . idf.il portscan: TGP D stributed Portscan 1
109. 253. 215. 238|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.52. 71 147.237.0.35 [Netherl ands akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |147.237.76.38 |lkraine eeneitav.id.il |ET SCAN NVAP -sS w ndow 3072 1
77.127.62.136  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
61.240. 144. 65 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
200. 58. 214. 138 |147. 237. 72. 166 |Col onbi a aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.240.144.65 |147.237. 72. 156 |Chi na aman.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
193. 201. 225. 73 |147.237.8.27 |Wkraine e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237. 76. 201 |Sweden e.ata.idf.il ET SCAN NVAP -sS wi ndow 1024 1
101 110, 151. 230|147 237, 0.33 | ol orbi a o~ ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.227.67.158 |147.237.76. 176 |Sweden test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
23.251.139.125 [147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.52. 71 147.237.0.19 [Netherl ands medimatal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |[147.237.76.38 |lkraine eenitav.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
67.211.219.120 |147.237.77.212|lhited Sates [e. dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
202. 65. 138. 2 147.237.76. 44 |india erefuah.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 [147.237.76. 197 |Chi na ehinush.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
200. 58. 214. 138 [147. 237. 72. 166 |Col onbi a akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.158 |147.237.76. 202 [Sweden e haagidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
168. 235. 197. 180 g“;tt:: 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> Ti neout monitor |66
79.180.87.179 [ srael 147.237.77. 233 |atal .i df i Bad TOP sequence Szzée”ansm't wth different window | onivor |26
46. 19. 85. 179 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |25
46.19. 85. 179 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 23
66.102. 9. 147 g];::: 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
66. 102. 9. 145 LSthlatt:sd 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
87.69.52.222  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |14
66. 102. 9. 149 LSthlatt:sd 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
87. 69. 52. 222 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |14
109. 253. 158. 144/l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid AGK nunber aert 13
46.19. 85. 179 I srael 147.237.77. 234 |nal ag.idf . i Bad TCP sequence Invalid ACK nunber monitor |13
109. 253. 158. 144/l srael 147. 237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |13
109. 253. 158. 144/l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid AGK nunber moni tor |13
109. 253. 158. 144l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber monitor |13
46.19. 85. 179 I 'srael 147.237.77. 234 |nal ag.idf . il Bad TCP sequence Invalid AGK nunber alert 12
185.120. 124.85 |l srael 147.237.77. 216 |dover.idf.il S r?a.m ng Engi ne: . TG.D SN ;ﬁf(sa:\ieggégde.d gerfiong rE(Nalvl\aspacket drop 11
Mbdi fied Retransm ssion dat a.
109. 253. 158. 144/l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |11
46.19. 86. 74 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |10
46.19.85.101  |israel 147.237.77. 226 | "} chanatz. aka.1df 1paq TCP sequence Inval i d ACK nunber monitor (8
46. 19. 85. 105 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 105 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber alert
84.111.119.11 |Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or
87.68. 6. 112 I srael 147. 237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TCP Inval i dlinvalid segnent retransmission. Packet |, o, 6
Ret ransmi ssi on dr opped.
109. 64. 155. 191 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 6
46.19. 86. 94 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id AGK nunber monitor |6
46.19. 86. 19 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 23 | srael 147.237.76.31 |[nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 239 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber mnitor |5
87.69.163.129 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 50 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
217.132.31.220 |Israel 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |5
46.19. 86. 12 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 50 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86. 74 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 4
79.178.110. 210 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46.120.91.233 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
185. 120. 124. 85 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
46.19. 85. 54 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
85.65.127.77  |israel 147.237.76. 200 |ei tan. aka. i of . Streaning Engi ne: TCP Inval i dlinvalid segnent retransnissi on. Packet drop 4
Ret ransni ssi on dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
79.180.87.179 |israel 147.237.76.200 |eitan. aka i of . Streaming Engi ne: TCP Inval i dlinvalid segnent retransnissi on. Packet drop 4
Ret ransni ssi on dr opped.
46.19. 86. 94 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 86. 12 | srael 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
79.183. 84. 227 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 85. 239 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber aert 3
109. 64. 155. 191 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 3
23.251. 139. 125 ;“;tt:s 147.237.77. 234 |nal ag.i df . i1 ?e;?ri:lt n?_i E:?' T;f o-l;?::;nent ;?Doje?jg:zg;eﬁc‘g gaC:::‘i d’:‘;r;pe L [dro 3
87.69.163.129 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert
41.32.179.81 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 64. 183. 188 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Aonormal |y Long Request from 109. 64. 183. 188 B ock 2137
79. 180. 202. 248 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Abnormal |y Long Request B ock 1065
213.57.139.132 [israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 71
176. 13. 232. 227 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 64
89.138. 174. 116 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 46
46.19. 86. 184 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 18
109. 253. 146. 91 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 11
46.117.128.85 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 7
185.27.106.89 |Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 3
77.139.196. 161 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.139. 196. 161 |B ock 3
46.19. 86. 110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Distributed Unaut horized Method for Known URL on
87.165.123.88 |Ger many 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 2
wwny, chanat z. aka. i d _ o
77.138.149. 213 |Fance 147.237.77. 226 £l Unaut hori zed URL Access to wwu chanat z. aka. i df . i1/404. aspx B ock 2
. . O stributed Unaut hori zed Met hod for Known URL on
77.139. 83. 81 France 147.237.72.166 |aka. i df . i | v aka, i df i |/ i 1/ gi yus/ m yun/ ni yunl obby. aspx B ock 2
87.69.175.150 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Illegal Byte Gode Character in URL B ock 2
79.180.87.179 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.98.245  [France 147.237.72.166 |aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugt af ki di m aspx Bl ock !
. . Unaut hori zed Met hod PCBT for
77.139. 196. 161 |France 147.237.72. 166 |aka. i df . i | v aka, i df i1/ mai o/ gi yus/ m yun/ mi yunasnacht a. aspx B ock 1
66. 102. 9. 2 Whited Sates [147. 237.72. 166 |aka. i df . i | Distributed Uhauthori zed Mt hod for Known LR. on Bl ock 1
vy aka. i df . i |/ nai n/ hone/ def aul t. aspx
2.53.128. 221 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
207.46.13.136 |lhited Sates [147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/scripts. asnx/getjs Bl ock 1
79.177.132. 139 |Israel 147.237. 72. 156 |anan. i df . i | Distributed haut hori zed LR Access on B ock 1
v anan. i df . il /https:/ww anan. idf.il/
66.102.9.8 Lhited Sates |147.237.72.166|aka. i df . il Ml ti pl e Unaut hori zed Method for Known URL from 66.102.9. 8 Bl ock 1
141. 226. 218. 119|I srael 147.237. 72. 166 |aka. i df . i | thknown Parareter __V EVETATEENORYPTED in None 1
wwy aka. i df . i |/ mai n/ sachar/ request paysl i pexpl anat i on. aspx
2.53.130. 89 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 2. 53.130. 89 B ock 1
87.69.163.129 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.179.250.54  |Pol and 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
. . Paraneter Type Mol ation FreeText in
79.178.26.219 |[Israel 147.237.77.74 |lawidf.il v | aw i df . |/ 421- he/ pat zar . aspx B ock 1
66.249. 64. 128 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
2.53.130. 89 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vww aka.idf.il/main/giyus/forns.asp  |B ock
77.139.111.100 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for www aka.idf.il/mil uind B ock
213.151.35.212 |israel 147.237.72. 166 |aka. i df . i | Wnauthori zed Method POST for . B ock 1
wa aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx
46.121.232.122 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock
2.53.45, 221 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock
109. 64. 183. 188 |Israel 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request query string B ock 1
79.178.26.219 |israel 147.237.77.74 |lawidf.il Paraneter Type Mol ation Mst er SHeader 15uckeader Sear ch$txt Search gy 1
in ww lawidf.il/421-hel pat zar . aspx
77.138.44.18  |France 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed Mthod for Known LR on B ock 1
wa aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx
176.13.246.22 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [Bl ock 1
46.19. 86. 74 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
. . Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch
87.71.46.15 I srael 147.237.77.74 [lawidf. il in ww | awidf.il/163-7224-he/ pat zar . aspx Bl ock !
66. 102. 6. 210 Lhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
217.132.53.75 [israel 147.237.72. 166 |aka. i df .i | Paraneter Read iy Molation in R None 1
wav aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
2.53.56. 213 I srael 147. 237.77. 216 |dover . i df . i | thaut hori zed LRL Access to Bl ock 1

v i df.i1/tenpl at es/tenpl at econt rol s/ generi c/
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