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Signature

109. 66. 4. 48 | srael 147.237.77. 216 dover.idf.il B ack Li st drop 8
68. 0. 200. 128 Wited Sates 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot |, 8
109. 66. 4. 48 | srael 147.237.77. 226 ww chanmat z. aka. i df.il |B ack List drop 5
139. 78. 141. 243 Lhited Sates 147. 237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
143.85.70. 18 Lhited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 ) 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
94. 76. 8. 228 Bahrai n 147.237.0. 35 akavs. i df.il JLMPurple Gon Linit_Tcp drop 1
217.132.115. 154 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
94.76. 8. 228 Bahrai n 147.237.0. 17 Im”’" kosher-kravi i df.1 |y \1 by oie con Limit Tep drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
46.4.32.75 Ger many 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot Per mit 2
220. 181. 124. 109 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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Attacker Address

Target Address

At acker
Gountry

Signature

94.76.8.228 147.237.0.16 |Bahrain ny-kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 1024 3
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180.97.106. 37  |147.237.76. 177 |Chi na ncore.idf.il . . - 1
port denial of service attenpt
, o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
142.4.108.129 |147.237.0.33 |thited Sates |idf.il . ) 1
Potential Scan or Infection
116.71.128.85 |147. 237. 76. 200 |Paki stan eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76. 199 [Net her | ands e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.8.228 147.237.0.17 |Bahrain mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
85. 65. 32. 11 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
189. 161. 173. 106|147. 237.0. 19  [Mexi co nadi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
23.91.75.231 147.237.0.19 |lhited Sates |nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 103. 198. 32 |147.237.0.200 |Turkey mu. i df il ET SCAN Potential SSH Scan 1
, . |SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97.106. 161 |147.237.0.17 |China m ny- kosher -kravi .idf.il . . - 1
port denial of service attenpt
163.172.129. 15 |147.237. 72. 14 E;Ir:;cci]om dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
118. 103. 142. 140|147. 237. 76. 200 |Bhut an eitan aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
116.71.128.85 |147. 237. 76. 196 |Paki stan e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
94.76.8.228 147.237.0.35 |Bahrain akaws. i df . il ET SCAN Potential VNC Scan 5800- 5820 1
46.227.67.158 |147.237.77.74 |Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 103. 198. 32 |147. 237. 77. 216 |Tur key dover.idf.il ET SCAN Potential SSH Scan 1
185.103. 198. 32 |147.237.0.34 |Turkey tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
109. 253. 144. 205 sr ael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 30
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 30 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 23
87.69.134.141 | srael 147.237.77. 233 |atal i df il Bad TCP sequence mdﬁrsa:;rtt wth different monitor |16
46. 19. 85. 230 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 13
84.108.62.154 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |13
46. 19. 85. 230 I sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |11
185.32.179.98 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber aert 11
196. 145. 152. 231 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
185.32.179.98 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |10
37.26.148.210 | srael 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 9
Ret ransni ssi on Packet dr opped.
46.19. 85. 241 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 220 | sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |9
37.19.116.164 |[lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST alert 9
37.19.116.164 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |9
185. 120. 126. 33 |l srael 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 9
Ret r ansni ssi on Packet dr opped.
46.121.136.82 |Israel 147.237.76.200 |eitan. aka. i of . Streamng Engi ne: TCP Inval id invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
87. 69. 32. 204 | sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 220 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert
87.69.32.204 |Israel 147. 237, 72. 166 [aka. i f .i Bad TCP sequence SAGc rerrensm Wi monitor |8
68. 0. 200. 128 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
37.26. 146. 149 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
109. 253. 206. 245 I sr ael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |7
143. 85.70. 18 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |7
79.180.152.86 |l srael 147.237. 77. 216 |dover.idf i1 SYN Attack SYN -> SYN-ACK -> RST nonitor |6
87.69. 52. 217 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |6
66.249.75.179 |Wited Sates |147.237.0.19 |nadimatal.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
109.65.7.206  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 230 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
207.46.13.115 |Wnited Sates |147. 237. 77. 243 [nobile i df .1 Streamng Engine: TCP Inval id invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
37.26.147.207 |israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
46.19. 86. 20 I srael 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.207 |israel 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |6
46. 19. 85. 230 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
46.19. 85. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 5
79.178.30.184 |israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |5
46.19. 85. 34 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
37.26.149.168 | srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬂﬁﬁggﬁ?&gth monitor |5
46. 19. 85. 22 | sr ael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
109. 253. 206. 245]l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 4
109. 253. 206. 245|1 srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |4
212.143.142.56 |Israel 147. 237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
109. 253. 206. 245 sr ael 147.237.72. 166 |aka. i df .| Bad TCP sequence md;it/r:cnasj'it wth different monitor |4
5.102.195. 172 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SN drop 4
77.125. 3. 222 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.146.134 |israel 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber aert 3
46. 19. 85. 58 | sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |3
79.181. 58. 207 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
109. 64. 182. 178 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
37.26.146.182 |israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
50. 87.144. 145 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3




09-14-2016-20:04:05 to 09-14-2016-21:04:05

|Top Attackers In V\AF|

A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 124 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 130
109. 253. 213. 146|| srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 15
77.139.154. 161 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/ishurind mai n/ B ock 10
79.176. 109. 162 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock 8
77.139.64. 144  |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 64. 144 B ock 7
31.154. 81. 34 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
109. 67. 24. 64 I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 6
109. 67. 24. 64 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2/ B ock 4
. . . Unaut hori zed Met hod PCST for
36.37.170.126 |Canbodia  [147.237.72. 166 |aka. i df.il Wi aka, i df i1/ il Ui it enpl at es/ i nner . asp B ock 4
192.118.10.10 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 192.118. 10. 10 Bl ock 3
46.19. 86. 184 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
31.154. 81. 10 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
94.230.92.197 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
37.26.148.210 [Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.53.185. 246 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
176.13. 250. 115 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
37.26.148.210 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
79.181. 165. 238 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 2
109. 253. 206. 245|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
. . Unaut hori zed Met hod PCBT for
77.138.96. 4 France 147.237.72.166 |aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugt af ki di m aspx Bl ock 2
. . D stributed Unhauthori zed URL Access on
46.19. 85. 241 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 1
Lhited - . Unhaut hori zed URL Access to
207.46.13. 136 Sates 147.237.72.156 n.idf.il v anan. i df . i |/ nodi i n/ resour ces/ i nages/ nasl ul i | ef t arrowdi sabl ed. gi f Bl ock !
197.32. 136. 143 |Egypt 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/admin Bl ock 1
85.65. 0. 213 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter VI EASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
. . Unaut hori zed Met hod PCST for
77.138.241. 243 |France 147.237.72. 166 |aka. i df . i | vaww aka. i df i1 /il Ui it enpl at es/ home. asp B ock 1
189. 218. 121. 121|Mexi co 147.237.72. 166 |aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Content - Type B ock
46.19. 86. 242 I srael 147.237.77. 176 |mat pash. i df . i | Unknown HTTP Request Met hod 32g0vj otya45 in URL B ock
104. 58. 22. 154 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/mai n/ giyus/ ki osk B ock 1
201.173.80.85 |Mexico 147.237.76.42 |refuah.idf.il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
DO stributed Whaut hori zed URL Access on wan aka. i df.il/main/giyus/ m
31.13.100.115 [ireland 147.237.72. 166 [aka. i df . i | 5N . XX DX 'D-5Y Yanl DAmd am A IORUN K AT XL T Bl ock 1
nn
189. 219. 94. 87  |Mexi co 147.237.77.234|hal ag.i df . i | Mil ti pl e Redundant HTTP Headers in header Content - Type B ock 1
187.185. 113. 44 |Mexi co 147.237.72. 156 |anan. i df . i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock
. . Unhaut hori zed URL Access to
66.249.64.131 I srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
46. 19. 86. 20 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
212.117. 154. 2421 srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/ gyus B ock 1
31.210.186.176 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/ishuriniexanpcert/ Bl ock 1
201. 166. 236. 191|Mexi co 147.237.76. 147 |chi nuch. aka. i df .i| |Miltipl e Redundant HTTP Headers in header Content- Type Bl ock 1
85. 65. 98. 228 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
189. 218. 121. 121|Mexi co 147.237.72.167 )i shuri maka. i df .i| |Mitipl e Redundant HTTP Headers in header Content - Type B ock 1
177.239.62.96 |Mexico 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
46.116. 57. 32 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/main/ guyus B ock 1
109. 65.129. 60 I srael 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for Bock |1
wan aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. aspx
Lhited - . Unhaut hori zed URL Access to
40.77.167. 64 Sates 147.237.72. 156 |anan. i df . i | - Jidf.i1/sip storagelfil es/ 4 66414, | pg B ock 1
201. 173. 178. 227|Mexi co 147.237.77.235|sviva.i df . i | Mil tipl e Redundant HTTP Headers in header Content - Type Bl ock 1
. . Unaut hori zed LRL Access to waw aka. i df.il/nain/giyus/ M I N
31.13.100.117 |ireland 147.237.72. 166 [aka. i df . i | AMbNM . NINA TN DY YN DD I A [N TR Bl ock 1
, mobi le.neitav.idf.i , ,
189. 219. 159. 202|Mexi co 147.237.76. 39 | Mil tiple Redundant HITP Headers in header ontent-Type B ock 1
79 183. 13. 39 | s a6l 147.237. 72. 166 |aka. i df . i | 'Unknovxn Par anet er gtl 00sct | 00$cphMa| n$cphSachar $enpl oyrment St at us None 1
in ww aka. i df.il/nai n/ sachar/ paysl i ps. aspx
189. 214. 64. 247 |Mexi co 147.237.76.30 |hi nush.idf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
212.199.95.73 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mvde None 1
85. 250. 98. 46 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df. i/ hi nush B ock 1
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