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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
141. 22.213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
141.212.113.178 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Cech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
94. 76. 8. 228 Bahrai n 147.237.0.16 ny- kosher-kravi .idf.il JLM Purpl e Gon Limt_Tcp drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 156 anan. i df il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128.42.142. 41 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 213. 138 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

deni al of service attenpt

46.19. 85. 172 147.237.0.34 |israel tikshuv.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 60
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 37  |147. 237. 72. 166 |Chi na akaidf.il . . - 1
deni al of service attenpt
162.213.1.246 [147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
113. 240. 250. 154(147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
, L ET PQLICY I ncomng Basic Auth Base64 HITP Password det ect ed
208. 80. 155. 255 |147.237.72. 166 |Wited Sates |[aka.idf.il 1
unencr ypt ed
94.76. 8. 228 147.237.0.35 |Bahrain akavs.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 162 |147.237. 77. 216 |Chi na dover.idf.il . . - 1
deni al of service attenpt
94.76.8.228 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
. . L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 162 [147.237.0.34 |China tikshuv.idf.il . . - 1
deni al of service attenpt
66.249. 93. 91 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
. . o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 161 |147.237.76.39 |Chi na nobi | e. nei tav. i df .il ) . - 1
deni al of service attenpt
40.121.139.43 |147.237.76.198|United Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 37  |147.237. 76. 176 |Chi na test.ncore.idf.il ) . - 1
deni al of service attenpt
. N L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97.106. 37  |147. 237. 72. 167 |Chi na i shurimaka.idf.il . . - 1
deni al of service attenpt
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 37  |147. 237. 72. 156 |Chi na anan. i of . i | ) . - 1
deni al of service attenpt
116.7.243.198 |147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.8.28 |Netherlands e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. . |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 162 |147. 237. 77. 226 |Chi na v chanat z. aka. i df . i | ) . - 1
deni al of service attenpt
94.76. 8. 228 147.237.0.35 |Bahrain akaws. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
. o SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 162 |147.237.77.61 |China e.cogat . idf.il ) . - 1
deni al of service attenpt
94.76.8.228 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
, _ L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 162 |147.237.0.19 |China nadi matal .idf.il . . - 1
deni al of service attenpt
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
180.97. 106. 37  [147.237. 77. 235 |Chi na sviva idf.il . . - 1
deni al of service attenpt
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 37 147.237.76.42 |China refuah.idf.il - 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
46.19. 85. 172 | srael 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 25
107. 167.106. 173 gq;ttee: 147.237. 77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 19
46.19. 85. 124 | srael 147.237.0.34 |tikshuv.idf.il 3 rea'm ng Engl I’le.i TCP Invalid segnent retransmssion. Packet dropped. |drop 14
Inval i d Retransni ssion
109. 64.52.183  |Israel 147.237.77.74 |lawidf.il drop First packet isn't SN drop 12
46.19. 86. 175 | srael 147.237.76.42 |refuah.idf.il |SYN Al tack SYN -> SYN-ACK -> RST noni t or 12
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
143.85.70.18 |11 147.237.77. 216 [dover.icf.i1  |Bad TCP sequence Inval i d AGK nurber moni tor (10
46. 19. 86. 210 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
77.92.230. 94 Georgi a 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 9
46. 19. 85. 125 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber nonitor |9
46. 19. 85. 125 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 8
176.13.9.9 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
46. 19. 86. 182 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 7
46. 19. 86. 182 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |7
143.85. 70. 18 LSthlatt:sd 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 7
46. 19. 86. 90 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 86. 54 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |6
46. 19. 86. 90 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |6
213.57.138.215 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence SYNPAXK retransmit with different wndowscale |monitor |6
46.19. 85. 56 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |6
2.53.20. 115 | srael 147.237.76.200 |eitan. aka.idf .| 3 rea_m ng Eng nef: TOD Invalid segnent retransmssion. Packet dropped. |drop 6
Inval i d Retransm ssion
46. 19. 86. 54 | srael 147.237.76.31 |nakchal .idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 6
37.26.149. 174 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 86. 54 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
46.19. 85. 172 | srael 147.237.0.34 |tikshuv.idf.il Streamng Engi ne: TP -Lrlag:er?teggztn; |Wnc;| tattjzgc])?\nf/\agoétnrtie;pédho ;Ztaas)e. refer |drop 5
Wgent Data Enforcenment |, sk3s869.
109. 67. 208. 151 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 5
46.19. 85. 4 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 86. 90 I 'srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5
46.19. 85. 172 I srael 147.237.0.34 [tikshuv.idf.il [SYN At t ack SYN -> SYN ACK -> Ti meout monitor |5
46. 19. 86. 90 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 85. 172 | srael 147.237.0.34 |tikshuv.idf.il Streamng Engi ne: TP IIG;erslteg(;T:tnat |Wndt| T:attjzginr/\agoétnrtie[r)pédho ;aetaz)e. refer |alert 5
Wgent Data Enforcement |, sk3s869.
185. 27.106. 202 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
85.130. 224. 63  |lsrael 147.237.72. 166 |aka.i df .i| Bad TCP sequence SYNWAK retransmit with different w ndow scal e |rmonit or
148. 251. 126. 37 |Ger many 147.237.77. 243 |nobi | e.i df . i | 3 rea'm ng Engl ne_: TCP Invalid segnent retransmssion. Packet dropped. |drop 4
Inval i d Retransni ssion
49.32.72.105 I ndi a 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |4
131. 253. 27. 33 Wi ted 147.237.76. 200 |ei tan. aka. i df . i 3 reqm ng Engi ne,: TCP Invalid segnent retransmssion. Packet dropped. |drop 4
Sates Inval i d Retransn ssion
46.19. 85. 219 | srael 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
5.22.134.238 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
176. 13. 231. 158 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
176.13.7.88 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber aert 4
72.27.207.175 |Janai ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SYNWACK retransnit with different wndow scale [nonitor |4
109. 67. 208. 151 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4
176.13.7.88 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
217.132.88.7 | srael 147.237.77. 243 |nobi le.idf . il 3 rea_m ng Eng ne.: TCP Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransm ssi on
85. 250. 103. 123 |l srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 253. 204. 79 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
37. 26. 146. 241 | srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or
82. 166. 94. 40 | srael 147.237.77. 243 |nobi le.idf . il 3 ream ng Eng n?: TOD Invalid segnent retransmssion. Packet dropped. |drop 3
Inval id Retransm ssi on
79.181.17.172 |lsrael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
109. 253. 202. 197|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 206
2.53. 186. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CQode B ock 168
46.19. 86. 194 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 21
91.135.111.85 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LR B ock
2.53.9.38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CQode B ock
37.26.149.216 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
188. 161. 61. 235 gjceusgi':('ja” Territoryl 47, 237. 77. 216 |dover . i df . i | Unhaut hori zed URL Access to vaw i df .il/894-ar B ock 2
217.132.157.18 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
37.26.148.199 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
79.176.109. 162 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
176.13.235.40 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
Ostributed Paraneter Read Qnly Mol ation
87.70.241.134 |[Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ i yunpr ocessquest i onnai re. as |None 1
px par anet er
212.76.97. 25 I srael 147.237.77. 216 |dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed Met hod PCST for
77.139.69. 124  |France 147.237.72. 166 |aka. i df . i | vanw aka, i df . i |/ mai n/ gi yus/ m yun/ mi yunder ugshi kul i m aspx B ock 1
. . . . Untraceabl e S3. Sessions: Protocol viol ation
180. 97.106. 37  |China 147.237.77.235|sviva.idf .il (SSL_OONN LI ENT HELLO None 1
- - Unaut hori zed URL Access to
66.249.64.181 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
109. 64. 155. 103 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.176. 115. 50 I srael 147.237.72. 166 |aka. i df . i | wan aka, i df . i |/ mai v sachar / mas. aspx None 1
. . Ml ti pl e Uhaut horized Method for Known URL from
77.138.209. 150 |France 147.237.72. 166 |aka. i df . i | 7. 138. 209. 150 B ock 1
. W, chamat z. aka. i [uitraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 162 |Chi na 147.237.77. 226 df il (SSL_CONN QLI ENT_HELLO) None 1
. . . Lhtraceabl e S3. Sessions: Protocol violation
180. 97.106. 37  |China 147.237.72. 156 |anan. i df . i | (SSL_OONN LI ENT HELLO) None 1
89.237.114.13 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Request Content Type text/ping B ock 1
213.57.184. 138 |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None 1

waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

77.139.118. 126 |France 147.237.72. 166 |aka. i df . i | Whaut hor i zed Method POST f or . B ock 1
ww aka. i df . i | / mai n/ sachar/ vi enpaysl i p. aspx

. . . . .1 |SSL Whtraceabl e Gnnection - Protocol violation
180. 97. 106. 161 |Chi na 147.237.76.39 |nobile.neitav.idf.il (SSL_OONN QLI ENT FELLO) None 1

Uhaut hori zed URL Access to

66. 249. 64. 183 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ ti znor et/ gal | ery/ showpi ct ur e. asp B ock 1
2.55.32.115 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
109. 66. 162. 182 |Israel 147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to Bock |1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
Paraneter Read Qhly Molation in

79.181.26.174 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. as |None 1
px
77.138.209. 150 |France 147.237.72.166 |aka. i df . i | thaut hor i zed et hod PCST for B ock 1

wan aka. i df . i |/ nai n/ hone/ def aul t . aspx

. . . Untraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 37  |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
Dstributed Paraneter Read Qnly Mol ation
46.117.170.43 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. as [None 1
px par angt er

Unaut hori zed Met hod PCST for

91.78.161.71  [Russian Federation [147.237.76.147 [chinuch. aka.idf.il | = "= % 25 4 i1/ 894- hef chi nuch. aspx None 1
77.139.235. 201 |France 147.237.72.166 |aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df .il/chamat z B ock 1
. . . . Lht raceabl e S3. Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.0.19 |nadimatal .idf.il (SSL OONN LI ENT FELLO) None 1
66.249. 64. 183 |lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw i df.il/navy/htmi/profs. asp Bl ock 1
. . D stributed Uhaut hori zed URL Access on
82.80.219.129 |[lIsrael 147.237.72.166 |aka. i df . i | o aka, i df i1/ i o/ sachar/ undefi ned B ock 1
77.138.243.23 |France 147.237.72.156 |anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock
192.118.10.10 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut horized URL Access from 192.118.10. 10 B ock
. . . . . Lhtraceabl e S3. Sessions: Protocol violation
180.97.106.37 |Chi na 147.237.72.167|i shuri maka. i df . il (SSL CONN CLI ENT FELLO) None 1
66.102. 9. 26 Wited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for B ock 1
aka.idf.il/mai n/ hone/ def aul t. aspx
2.53.21.113 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
217. 194. 199. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
77.232.15.90  |Russian Federation |147.237.72.166|aka.idf.il Unhaut hori zed Method PGST for B ock 1

waw aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed Met hod PCST for
74.222.84.3 Gaynan | sl ands 147.237.72. 166 |aka. i df . i | voww aka, i o i /i v har edi nd s Ul i i st aspx B ock 1

Uht raceabl e S3. Sessions: Protocol violation

180. 97. 106. 162 |Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
157.55.39.135 |lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
84.108.70.33  |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to B ock 1

wawn aka. i df . i |/ mai n/ sachar/ undef i ned

il Dstri bu_t ed _Lhaut_hor i_zed Met hod for Known URL on
wan aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
Unaut hori zed Met hod HEAD for

208. 80. 155. 255 |Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o . 1/t uri i asp/ ci spl ayonesol di er . asp B ock 1

77.139. 8. 169 France 147.237.72. 166 |aka. i df . B ock 1
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