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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.55.184. 36 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 45
79.176. 82. 235 | srael 147.237.72. 166 aka.idf.il B ack List drop 21
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
141. 22. 213. 34 Ger many 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 2
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22.213. 34 CGer nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
131.247.2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
41. 35. 16. 58 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
108. 59. 8. 70 Wited Sates 147.237.77.234 hal ag. i df.il |Cl000074: HITP. majestic bot Permit 1
109. 236. 90. 209 Net her | ands 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

2.53.5.108 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
220. 231. 195. 122|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
217.70.19.83  |147.237.76. 147 23::;'}0'1 chi nuch. aka. i df .1 Tehila - Perl LW with fake user agent 1
190. 255. 246. 198(147. 237.0. 34  |Col onbi tikshuv.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1

. . . . . 0. onbl a . . . .
Gonnections, Potential Scan or Brute Force

163.172. 129. 15 |147.237.0.17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
112. 217. 150. 112|147. 237. 0. 34 okfrea’ RepbliC {4 v i i1 ET SCAN Potential SSH Scan 1
79.182.61.238  [147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
52.166. 130. 115 |[147.237.77.235|lnited Sates  |[svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.116. 41. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
220.231. 195. 122147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
220.231. 195. 122|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
194. 90. 116. 211 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
179. 43. 141. 198 |147.237.0.16 [Sntzerland ny-kosher-kravi .idf.il  |ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 217. 150. 112|147. 237. 0. 17 g?rea, REPUDI I € |\ ny- kosher-kravi . i f.i1 |ET SCAN Potential SSH Scan 1
79.181. 194, 232 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
52.166.130. 115 [147.237.77.212|Whited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

217.132.99.86 |lsrael 147.237.76.200 |eitan. aka.idf.il Invalid Retransmission Packet dr opped. drop 28
87. 68. 30. 254 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SWN drop 21
79.177.168. 111 |Israel 147.237.77. 234 |nal ag. i o . i Bad TCP sequence mdgitvr:::]rit wehdfferent | onitor |18
50.24.30.72  |Wited Sates 147. 237. 76. 200 |6 tan. aka.i of . i Streamng Engi ne: TP Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dr opped.
D Stream ng Engi ne: TCP Invalid segnent retransnission.
46. 19. 86. 225 | srael 147.237.76.86 |navy.idf.il Invalid Igét ; f?nsnil ssi on Packet drec?pped. drop 12
46. 19. 85. 242 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 10
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 10
46.19. 85. 242 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |10
46. 19. 85. 132 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |10
46. 19. 85. 10 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |9
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 10 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
176.13.7.88 | srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
109. 67. 129. 56 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 7
112.210. 52. 158 |Pnili ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.53.182.176 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
37.26.147.138 |l srael 147.237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
77.127.23.111  [israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdr(svr;n;"lt wthdiftferent | onitor |6
176.13.231. 158 |l srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ;ﬂ'\f;oefnrmg;;?c;gth moni tor |6
81.218.66.107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.53. 61. 57 I'srael 147.237.77. 243 |nobi l e i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
46.43. 114. 244 _';Z'rfis:io?;"”&cupi o [147-287.77. 216 |dover.idf i1 drop First packet isn't SN drop 6
46.19.85.149  |[israel 147.237.77. 226 [\ chamatz.aka.idf a4 TOP sequence Invalid ACK nurber monitor |5
46.19. 86. 111 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13.5. 219 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
46.19. 86. 111 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
37.26.146.254 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence nonitor |4
46.19. 86. 111 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 4
176. 13. 231. 158 |l srael 147.237.72.166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 4
109. 186. 75. 173 |l srael 147.237.72. 166 |aka. i dof i SYN At ack SYN -> SYN-ACK -> RST nonitor |4
79.180. 100. 177 |l srael 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 4
46.19. 86. 111 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
66.249.93.24  |Israel 147.237.77. 121 |e. navy. i of . Geo- | ocati on enf or cenent Sﬁ?olggikf”  nbound drop 4
217.132.121. 190|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
50.252.152. 33 |Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
5.22.134.252 | srael 147.237. 72. 156 |anan.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.146.254 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence alert 4
31.154.49.229 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
109. 253. 192, 197 i srael 147.237.72. 167 | shurimaka idr i1 | €amng Engi ne: TCP Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dr opped.
2.53.172.154  |israel 147.237.77. 243 |nubi l e i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. |q ., 3
Inval i d Retransnission Packet dr opped.
109. 67. 129. 56 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
46.19. 85. 81 I srael 147. 237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
95. 35. 26. 215 | srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
84.109. 160. 151 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
46. 19. 85. 235 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
176. 13. 231. 158 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 3
37.26.149.157 |israel 147.237.77. 243 |robi L e. i df . | Stream ng Engi ne: TCP Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
46.19.85.194  |israel 147.237.77. 243 |nobi l e.i df .i1 Streamng Engi ne: TP Invalid segment retransmssion. f 3
Inval id Retransm ssion Packet dropped.
109. 67.129.56 I srael 147.237.72. 166 |aka.i df . Bad TCP sequence wﬁtrﬁf;ﬁ?&fth monitor |3
98.231.98.228 |Lhited Sates 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.53. 145, 247 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 217
85.250. 78.250 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 69
185.32.179.92 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 18
109. 253. 201. 181 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
192.115.252.2  |israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 10
192.115.252.2 |israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 192. 115. 252. 2 B ock 9
46.121.115. 171 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Unaut hori zed Method for Known URL from46.121.115.171 |B ock 9
85. 250. 247.60 |l srael 147.237.72. 156 |anan. i df . i | DO stributed Suspicious Response CQode B ock 7
82.81.97. 250 I srael 147.237.76.31 |nakchal .idf.il Distributed Wnauthorized HTTP Met hod B ock 6
176. 13. 238. 244 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
176. 13. 3. 147 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 6
31.168.89.217 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/bamachane/ B ock 6
46.117. 95. 65 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.61.57 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
46.19. 86. 167 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 23 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.61.57 | srael 147.237.77. 243 |nobi l e. i df . i | Em;t Ir;t;“éfeﬁ I%Z‘:tegg:;fggplﬁe;ﬁf{ihﬂ' ddoounent </ 1071 Bock |2
46. 19. 86. 30 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
109. 65.129. 60 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 109. 65. 129. 60 B ock 2
2.53. 63. 148 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
5.29. 242. 233 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 2
77.138.128.113 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for v aka.idf.il/mai n/ hone/ def aul t. aspx |B ock 2
87.69. 199. 8 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
46. 19. 86. 229 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
109. 66. 122. 184 |Israel 147. 237. 76. 147 [chi nuch. aka. i df .i|  |UWhauthorized URL Access to wwwu chi nuch. aka. i df.il/404. htm Bl ock 2
77.138.200.10 |Fance 147.237.77. 226 \(;YW\iLlChanat z. aka. | Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 2
2.53.153. 245 I srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in URL from2. 53.153. 245 Bl ock 1
207.46.13.168 |lnited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
79.180. 96. 227 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/ B ock 1
68. 180. 228. 228 |lhited Sates|147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/banachane Bl ock 1
176. 13.228. 148 |l srael 147.237.77. 216 |dover . i df . i | SSL Whtraceabl e Gonnection - Unhknown SSL Sessi on None 1
109. 67. 25. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
84.108. 214. 127 | srael 147.237.72. 166 |aka. i df . i | m”;griidf‘? I%&?ﬁﬁsﬂfﬁgm asp Bl ock 1
37.26.148.153 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
Unknown Par anet er
77.139.125.16 |France 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat e$hi ddenUpdat |None 1
eQuestion in ww aka.idf.il/main/giyus/faqg. aspx
147.235.236.1 |Israel 147.237.72. 166 |aka. i df . i | mn;’k":lﬁr?wtn;r n/ag‘;;t Zi/gcri ot r esour e, axd None 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
109.65.26. 124 |Israel 147. 237.72. 156 |anan. i df . i | m ;T:r‘itiegf Llhla}”;tr:cgs'zli‘;wu:‘mﬁcf?sl o B ock 1
2.53.172. 154 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
80. 246.130. 84 I srael 147.237.77. 226 mfhamﬂ 7kl mul:z:aiid allg._ifi?(iesls/ tteonpl at es/ honepage/ honepage. aspx Bl ock !
77.127.23.111  |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
176.13.231.18 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
109. 67.129.56 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetol der $erai | Updat e i n None 1
wan aka. i df . i |/ nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx
37.26.149.235 |Israel 147.237.77.243|nobi | e. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
79.177.168. 111 |Israel 147.237.77. 234 |hal ag. i df .i | o ;'35‘“73‘12;’27?;23;';‘2?151%/';‘;‘??1? ﬂ;i . Bock |1
157. 55. 39. 30 Lhited Sates|147.237. 77. 243 |nobi | e.i df . i | O stributed Suspicious Response Gode B ock 1
66.249. 64. 181 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
2.55.171.247  |israel 147. 237.77. 243 |nobi | e. i df . i | nLﬂ;“It eh?rc;fzf’? , geggf;sem;esn tohi | ddocunent s/ 1071 B ock 1
77.138.47.201 |France 147.237.72. 166 |aka. i df . i | mu;grii jﬁdi ”ﬁ;i‘?s S':}frn; i aspx Bl ock 1
109. 67.129.56 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
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