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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
79.182.59. 73 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
94.188. 158. 125 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
109. 66. 104. 144 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
31. 168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ack List dr op 3
197. 34. 68. 68 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
109. 253. 219. 59 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger nany 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 69 Swi t zer| and 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141, 231. 195 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.97.74. 14 Canada 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
109. 67. 169. 177 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
208. 110. 84. 69 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl forward 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-14-2016-16:04:01 to 09-14-2016-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

162. 210. 196. 130 Lhited Sates 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
2.53.35.23 147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
91. 201. 236. 158 [147.237.76. 199 |lkrai ne e. nakchal . i df il ET SCAN NVAP -sS w ndow 4096 1
222.186. 130. 201|147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
84.94.203.42  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
217.132. 4. 68 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
78.39.133.4 147.237.77. 216 'F;gu”i)”'i"’;‘;mc dover i df i ET SCAN Potential SSH Scan 1
212.227.55.94 |147.237.77. 234 |Ger nany hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 64.113  [147.237.72. 166 |Uni ted Sates aka.idf.il SERVER APACHE Apache od ssl non- S8 connection to SSL |,
port denial of service attenpt
179.33.37.138 [147.237.0.35 |Col onbi a akavs.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
37. 46. 39. 104 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
172. 245. 173. 142(147. 237. 76. 176 |Lnited Sates test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.154. 49. 17 147.237.77. 216 (I srael dover.idf.il portscan: TQP DO stributed Portscan 1
163.172.129.15 [147.237.0.19 |ULnhited Kingdom |nadimatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 39. 221. 200 147.237. 77. 216 |Net her | ands dover.idf.il portscan: TCP D stributed Portscan 1
118. 103. 142. 140(147. 237. 77. 216 |Bhut an dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.28.171. 125 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 60. 153. 178 |147.237.76. 34 |Russi an Federation |yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 130. 201|147. 237.0.33 |Chi na idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 76. 199 |Wkrai ne e. nakchal . i df il ET SCAN NVAP -sS wi ndow 3072 1
220.225.2.174 |147.237.8.46 |[India e. chinuch. i df .il ET SCAN NVAP -sS w ndow 1024 1
79.176.71. 24 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
213.57.195. 132 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
78.39.133. 4 147. 237.77. 170 :é?gi)”'z'i’fm maar achot . i df . | ET SCAN Potential SSH Scan 1
185.3.147.210 |147.237.77.216|Israel dover.idf.il portscan: TGP DO stributed Portscan 1
46. 19. 85. 47 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
173. 66. 85.233  |147.237.77.216|Wited Sates dover.idf.il WEB- FRONTPACGE / _vti _bin/ access 1
37.26.148.182 |147.237.77. 216l srael dover.idf.il portscan: TGP DO stributed Portscan 1
164.138.118. 84 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 195. 40 147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
118. 103. 142. 140|147. 237. 77. 216 |Bhut an dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5. 29. 209. 32 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
118. 103. 142. 140(147. 237. 77. 216 |Bhut an dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
46. 116. 106. 52 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
Sreamng Engine: TP Invalid i i ssi
185. 120. 126. 18 |Israel 147.237.0.19  |nadi matal .idf.il 9 =g nval i d segnent retransmssi on. drop 45
Ret ransm ssi on Packet dropped.
46.19. 85. 114 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 32
Sreamng Engine: TCP Invalid i i ssi
77.125.43.71  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g nval i d segnent retransmssi on. dr op 30
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
31.154.19.5 I srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
46.19. 85. 114 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 16
185. 7. 100. 98 France 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber alert 16
185. 7. 100. 98 France 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 16
Sreamng Engine: TCP Invalid i i ssi
2. 55. 60. 4 I'srael 147. 237.77. 243 |obi l e. i . i 9 =g nvalid segnent retransmssi on. dr op 15
Ret ransm ssi on Packet dropped.
46. 19. 85. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 15
46.19.85.18  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINCAQK retransmt with different foonior |15
w ndow scal e
R SYNVACK retransmt wth different .
87.69.52. 119 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 14
87.69.52. 119 I srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 14
87.69. 52. 119 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 13
Sreanming Engine: TGP Invalid i i ssi
80. 246. 138. 158 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
185. 7. 100. 98 France 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval id AGK nunber moni t or 10
46. 19. 85. 18 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
109. 67. 6. 238 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 10
185. 7. 100. 98 France 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 10
2.53.131. 151 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
46.19.85.18 I srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SAXK retransmt wth different ooiior s
w ndow scal e
109. 67. 6. 238 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
46. 19. 85. 164 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 8
46.19. 85. 114 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 164 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
Sreanming Engine: TGP Invalid i i ssi
2.53.145.247  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
46.19. 85. 47 I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence I'nval i d ACK nunber noni t or
212.117. 150. 183|l srael 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Invalid sequence nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 27 I'sr ael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
77.125.16.120 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
109. 67.124.179 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
176.13.240.95 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
212.179.21.194 |israel 147.237.76. 177 |ncore.i f . i Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
5. 39. 221. 200 Netherlands  |147.237.77.216 |dover.idf.il Bad TCP sequence noni t or 6
46. 19. 85. 47 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence I'nval i d AGK nunber alert 6
37.26.149.130 |Israel 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
109. 67. 6. 238 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 5
185.32. 179. 204 |Israel 147.237.72. 166 |aka. i of . i Bad TOP sequence SIHAK retransmt with different 1o |s
w ndow scal e
109. 67. 6. 238 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
109. 67. 6. 238 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 5
5. 39. 221. 200 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.53.25.11 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
79.178.177. 223 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
213.57.185. 112 [l srael 147.237.72. 166 |aka. i of .i | 9 =g Invalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
2.53.25.11 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 4
46.19.86. 17 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SAXK retransmt with different Hooiior |
w ndow scal e
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.53.25.11 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
109. 253. 134, 227|I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
2.53.25.11 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
46. 19. 86. 23 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 363
176.13.240.10 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 110
109. 253. 201. 181 ]I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 100
176. 13. 225. 103 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 91
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 37
46.19.86.4 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 35
37.26.149.141 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 24
109. 253. 243. 166|| srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 22
80.246.138.80 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 16
46.121.115.171 |israel 147.237.72. 166 |aka. i df . i | Tél.tl'zq.igaf;zo” zed Method for Known UR. from Bock |13
37.26.149.130 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 13
176.13.249.95 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 10
79.177.145. 133 |[lIsrael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
185. 120. 126. 18 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
37.26.149.165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
2.53.12. 21 I sr el 147.237.72.166 |aka. i df . i | m”atklm. idﬁdl /'\fa:j rr':/’gacf:ﬁ\; Zfl\paysl . asp Bock  [3
176.13.250. 94  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.53.33.87 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
80. 246. 138. 158 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 3
31.168.89.217 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/banachane/ B ock 3
176.13.251. 134 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.53. 145. 247 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
2.55.60.4 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
109. 253. 130. 54 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3

Pal esti ni an Unaut hori zed URL Access to
188. 161. 20. 241 |Territory, 147.237.77. 176 |nat pash. i df . i | W, cogat . i df . i |/t enpl at es/ homepage/ www. yout ube. comi v/ 3g51 |B ock 2

Cceupi ed ei 5nuhg
46.19. 86. 27 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 86. 229 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
89.139.195.87 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
80. 246. 138. 187 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19.86.223  |israel 147.237.0.19 [nadimatal .idf.il  [2ST1DAed ?ﬁ"ﬁ;i :ygsep)\(" g;ra;&”er‘)”m U Bock |2
80.246.139.22 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None
79.181.117.129 [israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
2.55.174.90 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

Unknown Par anet er wh48617274 in

31.154.19.5 I srael 147.237.76.200(ei tan. aka. i df . il wwy ei tan. aka. i df .i|/shared/clientscripts/ui/i18n/jquery-ui-il18n.j |None 1

s
. . . Unknown Par aret er wh48617274 in
31.154.19.5 I srael 147.237.76.200|ei tan. aka. i df . i | vewy e tan. aka, i df . i 1/ shar ed/ cl | ent scri pts/j query. pl ugi ns/ sl i der j s None 1
. . Unaut hori zed Met hod HEAD f or

148. 251. 179. 145|Ger nany 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
aka.idf.il Dstri bu_t ed _Lhaut_hori zed Method for Known URL on
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx

Unknown Par anet er

109. 65. 106. 216 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphivai n$TochenPl acekbl der $passwor dUpdat e$t xt Pas [None 1
swor dRepeat in waw aka. i df . il /nain/giyus/faqg. aspx

Paraneter Type Mol ation

66.102.9. 2 Lhited States 147.237.72. 166 B ock 1

31.154. 41. 17 I srael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i |/ 718- hel pat zar . aspx

213.57.142.76 |[Israel 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1

77.139.56.173 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw arman. i df.il/favicon.ico B ock 1
Unknown Par anet er wb48617274 in

31.154.19.5 I srael 147.237.76.200|ei tan. aka. i df . i | W ei tan. aka. i df .i1/shared/ clientscripts/jquery/jquery. nyromodal  [None 1
-1.6.2.js

31.154.19.5 | srael 147.237.76.200|ei tan. aka. i df . i | Wnknoun Par aneter wbag617274 in None 1

wwv e tan. aka. i df.il/shared/clientscripts/clientscripts.js

wwy, chamat z. aka. i

84.94.85.173 | srael 147.237.77. 226 df il Mil tiple Unauthorized URL Access from 84. 94. 85.173 B ock 1
. . . Unknown Par arret er wb48617274 in

81.154.19.5 I srael 147.237.76.200 [ei tan. aka. i df . i viwy ei tan. aka. i df.il/shared/clientscripts/ui/ui.datepicker.js None !

192. 114. 2. 36 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx |B ock 1

79.177.215. 224 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
. . - Unknown Par anet er wh48617274 in

31.154.19.5 I srael 147.237.76.200|ei tan. aka. i df . i | vw e tan. aka. i of .1 1/ shar ed/ cl | ent scri pts/ query/ expand. | s None 1

176.13.10. 138 |l srael 147.237.0.19 |nadimatal .idf.il Paraneter Type Mol ation ReturnU! in nadi matal.idf.il/login aspx |B ock 1

66.249. 64.105 | srael 147.237.72. 166 |aka. i df . i | Wnaut hori zed UR. Access to B ock 1

wn aka. i df . i |/ appl e- app- si t e-associ at i on
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