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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
109. 226. 48. 155 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 11
31.168. 240. 21 | srael 147.237.72. 166 aka idf.il B ack List dr op 3
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.8.126. 111 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 F nl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Ste |Signature |Count |
46. 19. 85. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
2.53. 36. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 60. 153. 178 147.237.77. 74 Russi an Federat i on lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
93.173. 41. 156 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 114. 212 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
216.72.35.181 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
79. 180. 100. 160 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
213.57.88. 74 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
78.39.133.4 147.237.8. 14 Iran, Islamc Republic of e.orchot.idf.il ET SCAN Potential SSH Scan 1
212.179. 223. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.127.84. 115 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
185. 27. 106. 240 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
31.168. 3. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 226. 23. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
5.29.7.71 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
109. 64. 91. 119 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147.237.8.50 Russi an Federation etikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
87.70. 42. 94 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
79. 183. 56. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.184. 119. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
78.39.133.4 147. 237. 76. 200 Iran, Islamc Republic of eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
212.235. 27. 109 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.139. 135. 236 147.237.77. 216 France dover.idf.il portscan: TCP Distributed Portscan 1
212.143. 120. 106 147.237.76. 31 I srael nakchal . i df .i WEB- FRONTPACE / _vti _bin/ access 1
162. 243. 218. 193 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.29.123. 101 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 66. 161. 46 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
62. 0. 200. 129 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 94
212.199. 154. 194|l srael 147.237. 72. 167 |i shuri maka. i of . i [dr op Frst packet isn't SYN drop 42
46.121.199. 181 |israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdﬁr;”;”gt wth different moni tor |27
2.53.28.11 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 15
62.0.212. 169 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 13
62.0.244. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46.19. 85. 174 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
46.19. 85. 174 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
176.13.10.202  |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence v?':dgitvrfcrzrtt wth different monitor |10
31.168. 23. 59 I srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
62.0.244. 129 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 9
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
212.199. 154. 194|l srael 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 69 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
62.0.197. 69 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 8
46. 19. 85. 25 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 7
46. 19. 85. 169 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 162 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.53.153. 59 I'srael 147. 237.72. 166 |aka. i of . i1 Bad TCP sequence mﬁsﬁ reansm't wthdifferent | onitor |6
62.0.219. 129 | srael 147.237.72. 167 |i shurimaka.i df . i |dr op Frst packet isn't SYN drop 6
109. 253. 203. 122i srael 147,237, 77, 243 |mbi e .11 |1 €3M NG Engine: TGP Tnvalid imvalid segnent retransmssion, drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 169 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert
62.0.212.120 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
176. 13. 250. 235 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
62.90.169.11  |israel 147.237.77. 243 |rwbi e i1y | €AMNg Engine: TCP Invalid - invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
212.199. 34. 114 |Israel 147.237.77. 216 |dover . i df i | drop First packet isn't SWN drop
82. 80. 196. 44 | srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
37.26.148.166 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence %ﬁ;ﬁ?ﬂsm wthditterent | onitor |5
109. 253. 130. 205|I srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 5
46.19. 85. 112 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
62. 0. 206. 1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
185. 20. 5. 157 LK?ir::gom 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
46.19. 85. 112 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
195. 60. 235. 57 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
2.55.49.78 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
185. 20. 5. 157 zi;gegom 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsrczreansm wehdifferent |oonitor |3
46.19. 85. 76 I 'srael 147.237.0.34 [tikshw.icf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
80. 246. 139. 226 I srael 147.237.72. 166 |aka. i df . Bad TCP sequence Vmﬁ;c: ;ansm't wehdifferent |opnitor |3
37.26.146.133 [ srael 147.237.72. 166 |aka. i df .| Bad TOP sequence mﬁ?fsﬁ reansn"t wehdifferent |oonitor |3
46.19. 86. 69 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
194.90. 119. 162 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
2.53.19. 235 I 'srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval id ACK nunber noni t or
185. 20. 5. 157 LKJ?ir:gegom 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
87.70.18.78 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 69 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2
80. 246. 139. 234 |lIsrael 147.237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber aert 2
46.19. 85. 214 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
80.74.103. 142 | srael 147.237.77. 243 | mwi 1 e i i1 | €A ng Eng ne: TP Invalid  invalid segnent retransnission. drop 2
Ret ransni ssi on Packet dropped.
2.53.28.11 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.148.99 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 69
176.13.15. 218 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
80.246.138.36 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
109. 253. 142. 137|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 46
2.53.56. 18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
176. 13. 16. 58 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
212. 143. 120. 106|l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 9
212.143.120. 106l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut horized URL Access from 212. 143. 120. 106 B ock 6
46.19. 86. 36 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
212. 143. 120. 106 |l srael 147.237.76.31 |nakchal .idf.il Mil tipl e signatures from212.143. 120. 106 B ock 4
2.53.166. 78 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.235.40 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 241 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.60. 191 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.178.117.1 I srael 147.237.72. 166 [aka. i df . i | Post Request - Mssing Content Type from79.178.117.1 B ock 3
37.26.149.191 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
- - Unhaut hori zed URL Access to
79.178.117.1 I srael 147.237.72. 166 |aka. i df . i | aka. i of i/ mai v g yus/ at hent i cat i onservi ce. asnx Bl ock 2
2.53.137. 147 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
37.26.148.242 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
79.181.117.129 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 226. 48. 155 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
. - Unaut hori zed Method CET for
79.178.117.1 I srael 147.237.72.166 [aka. i df . i | aka.idf.il/nai n/giyus/authenticationservice. asnx/ aut henti cat e Bl ock !
. . D stributed Lhaut hori zed URL Access on
46.121.199. 181 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
109. 253. 210. 190|I srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
82.226.43.150 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/gi yus/ kadat z/ B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228. 251 [United Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
109. 253. 136. 131 (I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
2.55.7.150 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Unauthorized Method for Known URL on
62. 20. 143. 40 Sweden 147.237.72.166|aka. i df . i | wiw aka. i df . i | / mai 1/ hone/ def aul t . aspx Bl ock 1
212. 143. 120. 106|l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to vwwv nakhal . i df.il/sip_storagel/files/ B ock 1
www. ch z.aka.i i
37.26.149.195 |Israel 147. 237. 77, 226 | "W Chamat 2. aka. i dunaut hori zed URL Access to B ock 1
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
136. 243. 16. 208 |Ger nany 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ml uind/ B ock 1
Unknown Par anet er
84.108.136.71 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$t xt Emai | i n None 1
v aka. i df . i |/ mai n/ gi yus/ f ag. aspx
77.138.24. 40 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for v aka. i df . i|/mai n/drushi m Bl ock 1
194. 72. 238. 241 z‘;;gom 147.237.77.216|dover . i df . i Unaut hori zed Method HEAD for / Bl ock 1
. . D stributed Unauthori zed URL Access on
5.29.129. 235 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ st yl el shar ed/ t ext . css B ock 1
. P Unaut hori zed Met hod PCBT for
109. 253. 137. 96 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx Bl ock 1
79.179.117. 181 |Israel 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock
66.102.9. 22 Lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/main/ hone/ def aul t. aspx B ock
. . D stributed Lhaut hori zed URL Access on
212.179.21.194 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . D stributed Unauthori zed URL Access on
37.142.237.224 |israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
176.13.10. 202 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1245-he/ at al . aspx B ock 1
87.70.57.206  |israel 147.237.72. 166 |aka. i df . i | Illegal Byte (ode Character in URL /nain/kapatz//res#O12 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
79.178.117. 1 I srael 147.237.72. 166 |aka. i df . i | Post Request - Mssing Content Type B ock
46.19. 86. 177 I srael 147.237.77. 216 |dover . i df .i | Dstributed M fornmed UR B ock
109. 253. 142. 46 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Uhaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i magevi de |Bl ock 1
ogal | eryl obby. | s
213.57.138.116 |[Israel 147.237.72.167i shurimaka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mode None 1
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
89. 138. 108. 127 |Israel 147. 237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on Bl ock 1

v i df il /https: /wawwidf.il/
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