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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
37.238.138. 252 Iraq 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 1179
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 39
109. 65. 125. 134 | srael 147.237.77. 216 dover.idf.il B ack List dr op 6
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 9 Australia 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 3
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.117. 226. 180 Canada 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.19. 86. 161 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.111 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.4.32.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|
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66.249.76.127 |147.237.77.74 |Wited States [lawidf.il ET SCAN NVAP -sA (2) 55
82.80.166. 173  [147.237.76.86 |lsrael navy. i df.il ET SCAN NVAP -sA (2) 2
82.80.193.240 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
77.139. 168. 208 |147.237.77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
77.124.3. 123 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 209 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.238.138.252 [147.237.77.216|irag dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192, 117. 142. 166|147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 65. 107. 77 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 49. 2 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.124.55. 62 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 111 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.154.87.245 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
191. 109. 43. 252 [147.237.77. 226 |Col onbi a v chanat z. aka. i df . il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
94. 159. 254. 106 |147. 237. 77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 67. 216. 104 |l srael 147. 237.76. 200 |ei tan. aka. i df . il Ret r ansm ssi on Packet dr opped. drop 41
62.0.237.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 25
2.53.15.135 I sr ael 147.237.77. 23 |mmbit i1 | 2M NG Engine: TP Invalid —invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
62.0.232. 1 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 21
100. 92. 245. 169 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 20
46. 19. 86. 38 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
199. 203.179. 99 |(Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
37.26.149.170 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 85. 239 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 15
62. 0. 225. 254 | srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 11
62. 0. 203. 129 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
194.177.16.3 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 11
62.0.224. 1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
46. 19. 86. 93 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 86. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 9
46. 19. 86. 93 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
106. 120. 188. 69 |Chi na 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
80.246.130.8  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |8
82.80.196.44  |Israel 147. 237. 72. 156 |anan. i of . Bad TCP sequence mﬁsg rea”S”“ wthdifferent | oitor |7
46.19.86.245  |Israel 147. 237, 76. 200 |ei tan aka i i1 | S NG Engine: TP Invalid —invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 114 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
2.55.18. 195 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19.86.243  |Israel 147.237. 72. 166 |aka.i df . Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifferent | onitor |6
109. 253. 229. 1391 sr ael 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
188. 120. 154. 143|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
37.26.146.220 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62. 0. 225. 254 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
46. 19. 86. 243 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
37.26.149.245 [ srael 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg reansm wehdifferent | onitor |5
80. 246. 138. 34 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
80.246.137.70 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 4
46.19. 85. 74 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
194.90.25.122 [israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dr opped.
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 137. 220 |lIsrael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 153 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
185. 3. 147. 84 I srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246.138.34  |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
46. 19. 85. 239 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
176.13.8.91 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 153 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
81.218.116.129 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 114 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
2.55. 60. 214 I srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence mﬁsﬁlf‘sm wthdifterent |oonitor |3
46.19.86.162  |Israel 147.237. 7. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
80. 178.170. 231 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
82. 80. 196. 44 I srael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 218. 217|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 90
46.19.86. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
2.53.181.0 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
176. 13. 246. 146 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 23
109. 67. 216. 104 |I srael 147.237.76.200 |ei tan. aka. i df .i | mu;hto;'n.zggaﬁf .Affftsgnéloat s/ honepage! honepade, SSpX Bock |10
77.139.168.208 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 7
192.115.252.2 |Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 6
195. 160. 242. 40 |l srael 147.237.77. 170 [maarachot . i df . i | |Dstributed Unaut horized HTTP Met hod B ock 4
89.138.169.40 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
195. 160. 242. 40 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Uhauthorized URL Access to maarachot.idf.il/sip_storagel/files/ 4/ B ock 3
46. 19. 85. 50 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192.115.252.2 |lIsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to vww nakhal .idf.il/sip storage/files/2/ B ock 3
176.13.20.177 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
80. 246. 138. 156 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
5. 29. 204. 108 I srael 147.237.76.31 |nakchal .idf.il D stributed Unauthorized HTTP Met hod B ock 2
82.80. 196. 44 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
77.139.191. 157 |France 147.237.72. 166 |aka. i df . i | m;li(:_”it;q Iwiﬁ ';?L;‘Z)z?z;\m hod for Known LRL on Bock |2
77.124.3.123 | srael 147.237.76.31 |nakchal .idf.il Paraneter Type M ol ation search in ww nakhal . i df.il/1122- he/ nakhal . aspx Bl ock 2
80.246.137.87 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.66.177 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df .il/1133-19667- he/ i df gdover . aspx) B ock 1
109. 67. 216. 104 |l srael 147.237.76.200(ei tan. aka. i df . i | |Unknown Paraneter |ang in waw eitan. aka. i df.il/1103-en/ ei t an. aspx None 1
37.26.146.215 |[Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
192. 117. 105. 117|l sr ael 147.237.77. 216 |dover . i df . i | Mal formed HTTP Header Line 3 B ock 1
77.139. 168. 208 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df . il/mai n/ kapat z/ Bl ock 1
54.196. 104. 181 gq;:eeg 147.237.72. 156 [anan. i df . i | Unaut hori zed Method HEAD for 147.237.72. 156/ Bl ock 1
157. 55. 39. 56 g‘;tt:: 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy.idf.il/main/smalinifag. aspx B ock 1
89. 139. 164. 174 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1

Unknown HTTP Request Met hod

[[#2][HTI# 1 [#2A1[[#0 ] [[#UTI[#01 1 [[#2] ] Ul [#3] ] [[#3]] E5%A" *[[#7]] *[[#2
192.117. 105. 117|I srael 147.237.77. 216 |dover . i df .i | 51140 [#15] ] uade AGR., QuD{’ « ¥a[ [#15] 1[[#3]1[[#30]11 in URL q[[#25]]vI'D Bl ock 1
[[#21] ] X- R [#24] ] }[[w#12]]] ‘xac] 1 024 [/]1 914 []181# [1] O# [t]] 6#{ [ sZ) e
[[#19]] [[#0]] ce[#0] 1 S[[#01]/[[#0]]

80.230.229.19 [Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Cpen Mde None 1
192. 117. 105. 117]I srael 147.237.77.216|dover.idf .i | Ill1egal Byte Gode Character in Header Nane Oke B ock 1
185. 27. 106. 239 |l srael 147.237.77.216|dover . i df . i | PHP Attenpt Bl ock 1
68.180. 228. 171 g‘;:ﬁd 147.237.77. 176 |mat pash. i df . i | Par anet er Type M ol ati on PageNumin waw cogat . i df . il/1927-he/ cogat.aspx  [Bl ock 1
204. 79. 180. 63 g;:: 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/niluinitenpl at es/ hone. asp B ock 1
. ] D stributed Lhauthorized URL Access on
109. 253. 198. 106 I sr ael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
46.19. 85. 12 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
; : Nl forned URL of [#25] ] [[V'rou21}]] 424 [ K] e[[21#4]] ™ ax
192. 117. 105. 117|l sr ael 147.237.77. 216 |dover . i df . i | » . Bl ock 1
apzs[ [#6] ] t[[#O] 1 [[#18] I"[ [#19] /[ [#20] ][ [#191] [[#0]] cB[#O] 1 S[[#0]]1/[[#0]]
81.218.241.25 |[Israel 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wwu i df .il/inages/ shared/ hone. png B ock 1
77.139. 168. 208 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/kapat z/ accept ed. aspx Bl ock 1
192.115.252.2  |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unauthori zed URL Access from 192. 115. 252. 2 Bl ock 1
66.249.64.101 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
159. 203. 91. 110 g"att:: 147.237.72. 156 |anan. i df . i | Uhaut hori zed Method HEAD for list.ips.gov.il/ B ock 1
109. 67. 181. 214 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to waw | ogistics.atal.idf.il/sizel00x0/si p_storage |B ock
5. 29. 204. 108 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from5. 29. 204. 108 B ock
193.5.216.100 |[Swtzerland [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock
Illegal Byte Qode Character in Mthod
192. 117. 105. 117 |1 sr ael 147.237.77.216|dover . i df . i | [[#221 1 [[#3] 1[I 1 [[#2 1 [[#O11[[#4]1[[#0]1[[#2]] U [#3]1[[#3]]1 E5%’ *[[#7]]1*[[#2|H ock 1
5] 8[[#15]] piJe AGR , QuD{" « Y& [#15] ] [[#3]1[[#30]]1
. . D stributed Lhauthorized URL Access on
80.246.130.8  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
185. 27. 106. 239 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
68. 180. 229. 223 gq;:eeg 147.237.77. 216 |dover.i df .i | Paranet er Type M ol ation PageNumin ww i df.il/1362- he/ dover . aspx Bl ock 1
204.79. 180. 218 | e 147.237.72. 166 |aka. i df . i | Distributed Uhauthori zed Method for Known LR on Bock |1
Sates wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
NLLL Character in Header Nanme at
192. 117. 105. 117]I srael 147.237.77. 216 |dover . i df .i | 0O[ [ #11] 1 [ [#15] 1 [ #11] ] Y@ . 17 «[ [ #31] ] s+Hv[ [ #26] ]~ Ke F[ [ #25] ] 3- sHEW® [BI ock 1

J[#31]]YS 4O
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