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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
37.26. 147. 147 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2621
2.55.179. 144 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 23
2.53.164.0 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
2.53.183.113 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sntzerl and 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |S gnature |Devi ce Action |Oount |
147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

37.19.115. 4 147.237.77. 170 I srael maar achot . i df . i | Xenu Link Seuth User Agent 2
108.59. 253. 71 |147.237.77.216|Wnited Sates [dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48.195 [147.237.77.74 |Nether|ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
82. 80. 16. 26 147.237.77. 216 |1 srael dover.idf.il portscan: TCP O stributed Portscan 1
79.180. 181. 111 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.187. 149 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 3. 147. 246 |147.237.77. 216 || srael dover.idf.il portscan: TCP DO stri buted Portscan 1
52.166. 249. 197 [147. 237. 76. 202 |ULhited Sates |e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 226 Ei“'rf:gom ww chanat z. aka. i df . i1 |[ET SCAN NVAP -sS wi ndow 1024 1
46.19.86.177  [147.237.77. 2161 srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 |147. 237. 77. 176 z'rfggom nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
Korea, Republic . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
122. 128. 209. 89 [147. 237. 77. 121 e.navy.idf.il ) 1
of Y Potential Scan or Brute Force
2.53.131.249 |147.237.77.216|Israel dover . idf.il portscan: TCP DO stributed Portscan 1
94.102. 48.195 |[147.237.77. 176 |Net her| ands nat pash. i df . ET SCAN NVAP -sS w ndow 1024 1
84.94.209.30 |147.237.72. 166l srael aka idf.il portscan: TCP O stributed Portscan 1
79.181.37.53  |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
79.178. 110. 143 |147. 237. 77. 216 || srael dover. i df.il portscan: TCP O stributed Portscan 1
62. 219. 233. 148 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 |147. 237. 77. 235 z'rfggom svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.121.77.31  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172.129. 15 |147. 237. 77. 176 l};?'rfgegom nat pash. i df .i ET SCAN Potential VWNC Scan 5900- 5920 1
37.26.147.197 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
163. 172. 129. 15 |147. 237. 76. 199 E'r:;gom e. nakchal .i df . ET SCAN NVAP -sS wi ndow 1024 1
5.29.221.100 |147.237.77.216|lsrael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
192.115.83.5 | srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 47
192. 115.83.5 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber alert 37
185. 32.179. 148 |l srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 32
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf. il dr op First packet isn't SWN drop 27
62. 0. 200. 245 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 22
62.90.193. 162 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 14
2.53.161.61 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 13
109. 253. 197. 43 |l srael 147.237.72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 12
82.81.216.31  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent | onitor |12
212.143.118.26 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;”gt Wth different moni tor |11
80. 246. 130. 137 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |10
46.19.85.7 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
46. 19. 86. 160 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
31.168. 23. 59 | srael 147.237.72. 166 |aka. i df .il dr op SAMrul e drop
109. 253. 229. 127l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop
195. 160. 242. 40 |I srael 147.237.76.42 |refuah.idf.il  |Bad TOP sequence ﬁ%ﬁ?ﬂ? wth different dert 7
82.81.216.31 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 7
195. 160. 242. 40 |I srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence V?':J;ﬁﬁj”lt wth different moni tor |7
82.80.198.164 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent 1 onitor |6
79.182.32.167 | srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence V?':J;ﬁﬁj”lt wth different monitor |6
109. 253. 131. 1971 sr ael 147, 237. 76. 200 e tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 125 | srael 147.237.72. 167 |i shuri maka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
62.0.232.1 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop
46.19.86.125 |Israel 147.237.72. 167 |i shurimaka.i of .i|Bad TCP sequence mﬁs\fsgrjﬂsm wehdifferent 1 onitor |6
37.26.148.204 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
2.54.192. 95 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 6
80. 246. 138. 164 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 177 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 6
79.178.63.197 |israel 147. 237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
2.54.192. 95 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent 1 onitor |6
46.19. 86. 177 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.73 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
80. 246. 138. 164 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber alert 5
46. 19. 86. 160 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
62. 90. 193. 162 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 5
176.13. 243. 240 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |5
46.19. 86. 177 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 73 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 5
80. 246. 138. 164 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 243. 240 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
185.32.179. 148 |Israel 147.237.72.167|i shurimaka. i df .i|Bad TCP sequence mﬁsgf‘sm wehdifferent 1 onitor |5
82. 80. 198. 164 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
109. 253. 199. 144 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
141. 226. 162. 209|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 4
46. 19. 86. 91 | srael 147.237.77.74 [lawidf.il drop First packet isn't SN drop 4
82. 81. 216. 31 I srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 4
84.111.139. 163 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
192.115.90.26 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 202
46.19. 86. 126 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
46.19. 86. 198 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
5.29.204. 108 I srael 147.237.76.31 |nakchal .idf.il |[Ostributed Unauthorized HITP Met hod B ock 5
2.53.151. 142 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.29. 204. 108 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 3
89.138.169.40 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 3
2.53. 161. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.139. 33. 88 France 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
213.8.71.26 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut horized URL Access from213.8.71.26 Bl ock 2
37.26.148.201 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
77.138.178. 241 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for vww aka. i df.il/mil uini B ock 2
212.25.126.82 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 2
80.179.223.31 |Israel 147.237.77. 176 |nat pash. i df .i| |Ostributed Wnhauthorized HTTP Mt hod B ock 2
2.53.21.117 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80.179.223.31 |Israel 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Wnaut horized URL Access from 80.179.223. 31 Bl ock 2
176.13.232.71 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 2
77.139. 168. 208 |France 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 2
139. 162. 13. 205 |Si ngapore 147.237.77.235|sviva. i df . i | %&gﬁﬂfﬁfﬁﬁf& Protocol violation None 1
66.102.9. 26 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for aka.idf.il/main/ hone/ def aul t. aspx B ock

106. 186. 113. 132|Japan 147.237.76.86 |navy.idf.il Mil tiple NULL Character in Method from 106. 186. 113. 132 B ock

46. 19. 85. 80 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for www aka. i df.il/nai n/sachar/fag. aspx B ock 1
213.8.10.14  |Israel 147.237.76.42 [refuah.idf.il  [Taare e Bhe I\'Lfo' & /' fglg_tt']g/orﬁ;‘;f’:;xacem' der 13t Last Nane i n Bl ock 1
80. 246. 130. 137 I srael 147.237.76.42 [refuah.idf.il |70 e haufori zed éﬁaﬁczzf; on B ock 1
176. 13. 249. 161 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180. 228. 251 |United Sates |147.237.76.31 |nakchal .idf.il maﬁi@%? .Yl?lfé;gnhgagiﬁgi.gspx Bl ock 1
132. 68. 204. 108 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.i|/mai n/ giyus/ general . aspx  [Bl ock 1
84.95.251.240 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.180.55.205 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df i/ main/ Bl ock 1
204.79.180.166 [Lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp B ock 1
157.55.39.196 |Uiited Sates |147.237.72.166|aka. i df .i | A or 280 R eSS 1O it donnl oads. webs. com Bl ock 1
66. 249. 64. 124  |Israel 147.237.72. 166 |aka. i df . i | mn;’rg IZ"’f"?T‘ng: mc)?;rlr:r:/l;%?;iézi;e\ u0026pageNum u003d3 i n None 1
106. 186. 113. 132|Japan 147.237.76.86 |navy.idf.il NLLL Character in Method Bl ock 1
46.19.86. 1 I srael 147.237.72. 166 |aka. i df . i | m”;k": szrﬁ@e;a?;/;x]iﬁaﬁsfmm in None 1
2.53. 155. 45 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock

80. 246. 133. 213 [l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock
77.125.92.236  Israel 147.237.77. 216 |dover . i df . i | e e e hel dover. aspx Bl ock 1
46.121.253.55 |[Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter x in ww aka.idf.il/main/sachar/ payslips. aspx None 1
132.70. 66. 9 I srael 147.237.77. 170 [maar achot . i df . i | [D stributed Unaut hori zed HTTP Met hod Bl ock 1
79.182.32.167 |Israel 147.237.76.42 [refuah.idf.il |23 ;;S_”t?gﬂ;;“;hgsiﬁ;dedb’?‘e:;f_f‘sss on Bl ock 1
210. 174. 30. 231 |Japan 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCST for aka.idf.il/giyus/ Bl ock 1
176. 13. 20. 15 I srael 147.237.72.166|aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 1
66.249.65.142 I srael 147.237. 72. 156 [anan. i df . i | chaut hor zed (FL Agcess 10, appl - app- i  6- 45500 at | on Bl ock 1
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 66. 48. 102 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 127.0.0. 1/ cal | back. j son B ock 1
80.246.137.70 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
194.90.66.9  [Israel 147.237.76.42 [refuah.idf.il  |J50 a0 haufori zed éﬁaﬁczzf; on B ock 1
54.81.158.232 |Wited Sates [147.237.72.156 |anan.idf.il Unaut hori zed Met hod HEAD for 147.237.72. 156/ B ock 1
132.70.66.9 | srael 147.237.77. 170 |maar achot . i df . i | |Whaut hori zed URL Access to maarachot.idf.il/pdf/files/2/ Bl ock 1
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