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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
80. 82. 70. 24 Net her | ands 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sii t zer| and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP dr op 1
85. 64. 146. 68 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
130. 217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.77.176 nat pash.idf.il |bl ock-sp-trafl forward 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
51. 254, 143. 238 France 147.237.77.216 |dover.idf.il C1000074: HITP:. naj estic bot Per mit 2
66.240.236.119  |Wited Sates 147.237.0. 16 ny- kosher-kravi .idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
66.249. 64. 144  |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 49
62.90. 131 234|147 237 77 233 |1 st ael atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Nkiller2 6
DDos attack
84.93.84.77 147.237.77. 176 |Uni ted Ki ngdom |nat pash.idf.il Tehila - Perl LW wth fake user agent 2
50.84.213.146 |147.237.76. 147 |Lhited Sates chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 4096 1
189. 161. 173. 106(147. 237.8.46  |Mexi co e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188.0.236.165 |147.237.0.16 &:}3&‘;‘2 o ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
161 18, 148. 114 |147. 237. 77 23400l onbi & el ag, i i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 64. 180. 208 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.109.179.47 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
58.218. 200. 137 [147.237.0.16 [China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
188.0.236.165 |147.237.0.35 &:}3&‘;‘2 o akave. i df i ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 [147.237.77. 233 |Uni ted Ki ngdom |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 7.243.198 |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 [147.237.77. 170 |Net her| ands nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry ‘Target Address |Ste Signature Action ‘Count
172.56.21.84 |Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
172.56.20.184 |lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
172.56.20.184 |Wnited Qates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different oo |15
w ndow scal e
. . SYNretransmt wth different .
89. 138. 119. 121 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 13
172.56.21.84 |Wnited Qates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different oo |12
w ndow scal e
147. 236. 38. 135 |l srael 147.237.72. 166 |aka.idf . il drop SMrul e drop 11
172.56.20.184 |lhited Sates |[147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
172.56.20.184 |Wnited Sates |147.237.76. 147 |chinuch. aka.idf.il|Bad TCP sequence SIAK retransmt with different | pnitor |10
w ndow scal e
Sreaning Engine: TP Invalid i i ssi
77.139.153.53 |France 147.237.72. 166 |aka i f . i1 9 =g Inval i d segnent retransnission. drop 9
Ret r ansm ssi on Packet dropped.
81.218.101.66 |Israel 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 8
46.19.85.176 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
80. 246. 137. 106 |I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 176 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19. 85. 63 I srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
176. 13. 232. 162 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.176  [Israel 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber aert 5
172.56.20.184 |[Lhited Sates |[147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 176 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
: . . SYNtAK retransmit with different .
172.56.20.184 |Wited Sates [147.237.77.233(atal.idf.il Bad TCP sequence wi ndow scal e noni t or 5
87.69.36.210 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
185. 20. 5. 157 LKJ?'r:gegom 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.19.86.202 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26. 146. 143 |l srael 147.237.0.19 [nadimatal.idf.il [drop First packet isn't SYN drop 3
192.169.7.223 |lLhited Sates |147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 3
176. 13.249. 99 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
185.20.5.157 |Jited 147. 237.72. 166 |aka. i f . | Bad TCP sequence SINAX retransmt with different |, o |3
Ki ngdom W ndow scal e
Sreaning Engine: TAP Invalid i i ssi
172.58.110. 134 |Wited Qates |147.237.77. 216 |dover. i of il 9 =g Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
88. 202. 218. 230 z";;gom 147. 237. 72. 166 |aka i of . i | SYN Att ack SYN -> SYN-ACK -> RST al ert 3
37.26. 146. 143 |l srael 147.237.0.19 |nadimata .idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 57 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or
172.58.110. 134 |Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
88. 202. 218. 230 z‘;;gom 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
87.69.79. 16 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 3
. . SYNtAK retransmit with different .
87.69. 79. 16 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
70. 26. 167. 199 |Canada 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
185. 20. 5. 157 LKJ?'r:gegom 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
80.82.70.24 Net herl ands ~ |147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
46.19.85.250 |Israel 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST moni t or 2
46.19. 85. 57 I srael 147. 237. 77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber alert 2
84.229. 4. 207 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
109. 64. 169. 81 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
46. 19. 86. 13 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 2
80. 246. 140. 221 |I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.138.162 |Israel 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 2
46.19. 86. 26 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
172.58.110. 134 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence noni t or 2
Sreaming BEngine: TCP Invalid i i ssi
157.55.39.19 |Wiited Sates |147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.
193. 28. 155. 101 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
176. 13. 240. 202 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
87.70. 22. 168 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 155
2.53. 161. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 70
. - Ml ti pl e Uhaut hori zed Method for Known URL from
181. 197. 170. 162|Panama 147.237.72. 166 |aka. i df . i | 181. 197 170. 162 B ock 9
185.32.179.81 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 195. 209]l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 82. 70. 24 Net her | ands 147.237.77. 216 |dover.idf.i |l Mil tiple NLLL Character in Method from 80. 82. 70. 24 B ock 3
37.26.146.143 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 82.70. 24 Net her | ands 147. 237.77. 216 |dover. i df . i | Mitiple Illegal Byte (e Character in Method from B ock 2
80. 82. 70. 24
93. 158. 152. 52 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 93. 158. 152. 52 B ock 2
www. chamat z. aka. i df ) o
109. 253. 136. 108|l srael 147.237.77. 226 i Unaut hori zed URL Access to waww chanat z. aka. i df.il/404. aspx |B ock 2
200. 111. 107.58 |cile 147.237.0.16 |ny-kosher-kravi . idf.il|unhauthorized LR Access to 147.237.0. 16/i ndex. php B ock 1
. . Unaut hori zed URL Access to
89.138.119. 121 [lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
. . Unhaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ brot her s/ ski ral def aul t. asp B ock 1
157.55.39.135 |[lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
: . . Unknown Paraneter 136c¢d360 in
207. 46.13. 22 Wited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v home/ def aul t . aspx None 1
. . Unaut hori zed URL Access to
62.90.131.234 |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
80. 82. 70. 24 Net her | ands 147.237.77.216|dover.idf .l NULL Character in Method B ock 1
213.57.70.6 I srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
Russi an . . Unaut hori zed URL Access to
93. 158. 152. 52 e ot i on 147.237.77. 216 |dover.i df.il vz i df i | / 1133- 8103- he/ dover . aspx. Bl ock 1
66.102.9.26  |lnited Sates  |147.237.72. 166 |aka.i df . i | Whaut hori zed Method PCBT for B ock 1
aka.idf.il/nai n/ hone/ def aul t. aspx
181. 197. 170. 162|Pananma 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ kapat z/ B ock 1
. . Unaut hori zed URL Access to
87.68.42.34 | srael 147.237.72. 166 |aka. i df . i | ww aka, i df i1/ nai v/ sachar / undef i ned B ock 1
. . D stributed Uhauthorized URL Access on
2.53.177.181 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shared/ reset . css Bl ock 1
. . Unaut hori zed URL Access to
213.57.215.69 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ st yl el shar ed/ t ext . css B ock 1
79.181.207.22 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 1
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