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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
31. 154. 98. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 13
193. 166. 167. 4 F nl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
129.97.74. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In ID|

At acker .
Attacker Address |Target Address ount ry Signature
. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139.162. 13. 205 |147.237.8.45 |S ngapore eetanidf.il . . - 1
deni al of service attenpt
113. 240. 250. 154|147. 237.0. 33  |Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.72.14 |Netherl ands dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 77. 179 |Chi na enazi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
31. 168. 0. 253 147, 237. 72. 156 |I srael anan. i of . i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
192.116. 94. 110 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
79.183.83.215 |Israel 147.237.72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
91. 73. 80. 159 ;:i'”taeldesprab 147.237.77. 176 |mat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 215 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
176. 13. 247. 169 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
207.46.13.115 |Uited Sates |147.237.77. 243 |nubile.idf il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
109. 66. 60. 197 [ srael 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. |y 3
Ret r ansm ssi on Packet dropped.
46.117.225.60 |[Israel 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
141. 226. 217. 65 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
68.180.228.58 |lited Sates |147.237.76.200 |eitan. aka idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
Lhi ted . . . . Geo- 1 ocat i on i nbound
128.232.110.28 | . ngdom 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenment enf or cenent drop 2
46.117.225.60 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINGACK retransmt with moni tor |2
different wndow scal e
46.117.225.60 |[lsrael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> Tinmeout |[alert
31.154.98. 244  |lsrael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
§9.248.174.4  [Netherlands  [147.237.0.17 |V kosher-kravi 1d 14r op SAMrule drop 1
184.105.139. 84 |Wited Sates |[147.237.8.28 e nobileks.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
89.248.174. 4 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df .i | drop SAMrul e drop 1
80. 82. 70. 24 Net her | ands 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 1
188. 120. 154. 116l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141. 226. 217. 241 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
107. 161. 14. 35 |Canada 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
89.248.174. 4 Net her | ands 147.237.72. 166 |aka. i df . i | drop SMrul e drop 1
74.82.47.10 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 208|thited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.116.71.170 |Uhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
89.248.174. 4 Net her | ands 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
84.108. 154.16 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188. 120. 154. 116l srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
50. 116. 3. 158 Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
172.245. 173. 142|thited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237. 72. 167 |i shurimaka. i df .i | dr op SAMrul e drop 1
74.82.47.60 Lhited Sates |147.237.76.31 |nakchal.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
185. 20. 5. 157 z";;gom 147. 237. 72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
46.116.31.184 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
137.226.113.7 |Ger many 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174.4  [Netherlands  [147.237.77. 226" chanatz. aka. i 14 o SAVrule drop 1
85.64.230.184 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
50. 116. 3. 158 Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
172. 245, 173. 142|Wited Sates  |147. 237. 77. 226 :”’“N chamat z. aka. idf . 1 |qyN At t ack SYN -> SYN-ACK -> RST monitor |1
23.121.34.174 |Wited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 1
125. 88. 204. 110 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237.76.30 |hinush.idf.il drop SAMrul e drop 1
79.176.57.5 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
185.20.5.157  [Jted 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |1
Ki ngdom di fferent w ndow scal e
137.226.113.7 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237.77.233 |atal .idf.il drop SAMrul e drop 1
89. 248. 167. 131 |Net her| ands 147.237.77. 176 |matpash.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
195.13.217.221 |Latvia 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

2.53.179. 223 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 67

37.26.148.136 |Israel 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il /v tikshuv.idf.il B ock 3

46.19. 86. 230 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3

46.117.122.81 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3

185, 32.179. 187 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3

200.111.107.58 |Qiile 147.237.0.19 |madimatal . idf.i|Unauthorized URL Access to 147.237.0.19/i ndex. php B ock 1

66. 240. 219. 146 |Wited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1

89.248.167. 131 |Nether| ands 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to 147.237.77.176/ robots. txt B ock 1
. . Unaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | vowv aka. i o . 1/ turi i asp/ di spl ayonesol di er . asp Bl ock 1

200. 111. 107.58 |Qiile 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to 147.237.72. 156/ i ndex. php B ock 1
. . Unaut hori zed URL Access to

66.249.64.181 |lIsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ i znoret / gal | ery/ showpi ct ur e. asp B ock 1
. . Unaut hori zed Met hod HEAD for

148. 251. 176. 212|Ger nany 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra def aul t . asp Bl ock 1

200.111.107.58 [Giile 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ i ndex. php B ock 1

68.180.229.223 |nited Sates [147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin v i df .il/1379-he/ dover. aspx |B ock 1

157.55.39.202 |lhited Sates |147.237.72.166aka. i df.i | Mil tipl e Unauthorized URL Access from 157.55. 39. 202 B ock 1

207.46.13.168 [Lnited Sates  [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1

77.138.253.85 |France 147.237.76.31 |nakchal .idf.j| [authorized LR Access to B ock 1

wawn nakhal . i df.il/inages/ shared/ err page. png
37.26.146.253 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx B ock 1
: . . Unaut hori zed Met hod PGST for
66.102.9.5 Lhited Sates |147.237.72.166|aka. i df.i | vown aka. | df i |/ mai v i yus/ bookl et s. aspx Bl ock 1
. . . Unaut hori zed URL Access to
223.240. 139. 239Chi na 147.237.77. 216 (dover . i df . i | wan i df . i |/ 1497-en/ dover . aspx/ t r ackback/ B ock 1
77.139.152.136 |France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
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