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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 29. 178. 14 Pol and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
192. 33. 90. 68 Sii t zerl and 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
151. 80. 44. 115 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
185. 38. 14. 215 Net her | ands 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste Signature

85.174.75.7 147.237.0. 33 Russian Federation  [idf.il ET SCAN Potential SSH Scan 2
52.166. 249. 197 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 198 147.237.76.197 |Satzerland e. hinush.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.77.227 |Wkraine e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
85.174.75.7 147. 237. 8. 50 Russi an Federation |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
85.174.75.7 147.237.8. 28 Russi an Federation |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
85.174.75.7 147.237.8. 24 Russian Federation |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
66.249. 76. 73 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
52. 166. 249. 197 147.237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 161. 173. 106  |147.237.0.19 Mexi co nadi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.168. 0. 253 147.237.72.156 |l srael aman. i df .i | ET SCAN NVAP -sA (2) 1
172.245.173. 142  |147.237.77.227 |Uited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.77.227 |Wkraine e. hanaz. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85.174.75.7 147. 237.8. 45 Russi an Federation |e.eitan.idf.il ET SCAN Potential SSH Scan 1
85.174.75.7 147.237.8.27 Russi an Federation |e.nadimatal.idf.il ET SCAN Potential SSH Scan 1
85.174.75.7 147. 237. 0. 200 Russian Federation  |mdu.idf.il ET SCAN Potential SSH Scan 1
67.211.219. 120 147.237.76.176 |lLhited Sates test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
52. 166. 249. 197 147. 237.76. 39 Lhited Sates nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
45.55.136.166 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
213.151. 32. 163 |l srael 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Invalid - invalid segnent retramsmssion. | 8
Ret r ansni ssi on Packet dr opped.
209.122.195. 69 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
87.228.144.32 |Qyprus 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
49.151.29. 140  |Phili ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
93. 172. 246. 38 | srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
87. 68. 26. 222 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
209. 66. 119. 150 |Whited Sates 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
87.68.26.222 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mﬁsg reansm wthdifferent | onitor |2
46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
176. 228. 167. 23 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
91.225. 162. 149 |Ukrai ne 147.237.76.201 |e. atal .idf il Geo- | ocati on enf or cenent Sﬁfo'r ggi'ﬂ?” I nbound drop 2
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
2.53. 33.68 | srael 147.237.72.166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
93. 172. 246. 38 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 2
87.228. 144. 32 Cyprus 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
141.8.132.78 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
85. 140. 0. 23 Russi an 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 1
Federation
168. 1. 128. 61 Lhited Sates [147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
31.210.187.68 |[Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber moni t or 1
137.226.113.7 |Germany 147.237.8.24 |e.lifestyle.idf.il |Geo- | ocati on enf or cement S:?O: gziinfn I nbound drop 1
194. 153. 113. 13 |Ger nany 147. 237. 72. 156 |anan. i of .| Bad TCP sequence mdr;,t\,rsaézngt W th different monitor |1
172.245.173. 142|lhited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
50.116.3.158  |Wited Sates |147.237.8.14 |e.orchot.idf.il |Geo-1ocation enfor cement Sﬁ?olr Sgihto n i nbound drop 1
141.8.132. 78 :ZZ::FI on 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
128.232. 110. 28 |United Kingdom|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237.76.30 |hinush.idf.il drop SAMrul e drop 1
184. 105. 247. 235|lhited Sates 147.237.77.179|e.nazi .idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
172.245.173. 142|lLhited Sates 147.237.77.176 [nat pash.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7  |Ger many 147.237.76.34 |yohal an.idf.il drop drop 1
98. 231. 98. 228 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
87.228.144.32 |Cyprus 147.237.76.42 |refuah.idf.il Bad TCP sequence mﬁsg rea”S”“ wthdifferent | ivor |1
172.245.173. 142|lhited Sates 147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
69. 116. 196. 213 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 212.122. 113|lLhited Sates 147.237.77.234 |hal ag.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 |United Ki ngdom|147.237.77.170 |n@arachot.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
89.248.174. 4 Net her | ands 147.237.77.234 |hal ag.i df . il drop SAMrul e drop 1
184. 105. 247. 243|lLhited Sates 147.237.72.167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
172.245.173. 142|lhited Sates 147.237.77.179|e.nazi .idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
139.162. 37. 147 |Wited Sates [147.237.76.198|e.yohal an.icf.il |Geo-1 ocati on enf or cenent gﬁ?olrggi'nf n i nbound drop 1
106. 186. 113. 169|Japan 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
88.57.44.81 Italy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
76.127.12. 174 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141. 212.122. 114|lLhited Sates 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 |Unhited Kingdom|147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
185. 27. 106. 241 |l srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
87.228.144.32 |Qyprus 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 1
172.245.173. 142|lhited Sates 147.237. 77. 227 |e. hanaz. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker Devi ce

‘Oount

‘Target Address |Site Sgnature

Gountry Action

157.55.39.202 |Uhited Sates [147.237.77.226 :NIWN chanat z. aka. i df . Lhaut hori zed URL Access to wwy chamat z. aka. i df . i | / 404. aspx B ock 1
99.253.201. 44 |canada 147.237.72. 166 |aka. i df . i | m“;}?gi';e_c: I'ﬁﬁ?ﬁgfiﬁ; ;z;ash/ sheel on. asp B ock 1
194. 153. 113. 13 |Ger many 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
115.28.28.62 [China 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock

204.79.180.13 [Lhited Sates [147.237.72. 166 |aka. i df . il ;’::‘Jltdfho:'l /Zr‘:]dl u'}bn;?ggug/f o asp B ock 1
115.28.28.62 |China 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwv i df.il/wp-1ogin. php B ock 1
68.180.229. 223 [thited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . il/dover/site/ nai npage. asp |B ock 1
157.55.39.19 |lhited Sates |[147.237.72.166|aka.idf.il Unhknown Paraneter catid in aka.idf.il/nain/snalinisnali maspx [None 1
84.229.68.6 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
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