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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 84 Czech Republic 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Swi tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sni tzerl and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 82 Czech Republic 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1




09-14-2016-04:04:08 to 09-14-2016-05:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ‘Target Addr ess

|Site

|Sgnature

Devi ce Action |Oount |

Permit

51.255. 194. 3 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot
51.255. 194. 3 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
94.102. 49. 193 Net her | ands 147.237.0.16 ny- kosher-kravi.idf.il [13840: TLS enSSL Heartbeat Packet B ock 1
106. 120. 188. 145 [Chi na 147.237.77.74 |lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
84.93.84.77 147.237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LW with fake user agent 4
50. 116. 123. 135 147.237.72. 156 Lited Sates anan. i df.il ET SCAN Potential SSH Scan 1
217. 165. 65. 195 147.237.77. 216 Lhited Arab Enirates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 245. 173. 142 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
217. 165. 65. 195 147.237.77. 216 Lhited Arab Enirates dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
179. 43. 141. 198 147.237.72. 14 St zerl and dover.idf.il(old) |ET SCAN Potential SSH Scan 1
163.172. 129. 15 147. 237. 76. 200 Lhi ted Ki ngdom eitan. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
176. 13. 226. 137 |l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop
2.55. 54,233 I 'srael 147.237. 77. 216 [dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or
i Geo-l ocati on
128. 232. 110. 28 | ted 147.237.77. 121 |e. navy. i df .| Geo-1 ocati on i nbound enf or cerent drop 2
Ki ngdom enf or cenent
Lhited o Geo- 1 ocati on o
128. 232.110. 28 |, 147.237.0.200 |mu.idf.il Geo- | ocat i on i nbound enf or cenent drop 2
Ki ngdom enf or cenent
89.248.174. 4 Net her | ands 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
180. 97.106.37 |Chi na 147.237.77. 234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141. 212.122. 109|lLhited Sates 147.237.0. 35 akaws. i df . il dr op drop 1
. o Geo-l ocati on o
137.116.71. 170 |lhited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
89.248.174. 4 Net her | ands 147.237.77.235|sviva.idf.il dr op SAMrul e drop 1
. - Geo-l ocation o
180. 97. 106. 162 |Chi na 147.237.77. 178 |e.matpash.i df .i | Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
74.82. 47. 60 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
172. 245.173. 142|United Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Geo-l ocati on
141.212.122. 102|lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
128. 232. 110. 28 LKTI;;(cijom 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout moni t or 1
89.248.174. 4 Net her | ands 147.237.76. 200 |eitan. aka.idf.il dr op SAMrul e drop 1
Geo-l ocation
180. 97. 106. 161 |Chi na 147.237. 76. 199 |e. nakchal .i df il Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
: - Geo-l ocation o
141.212.122. 109|lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocation i nbound enf or cerent drop 1
enf or cenent
. D Geo-l ocation o
139.162. 37. 147 |Whited Sates |147.237.0.200 |rdu.idf.il Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
94.102.49.193 |Netherl ands 147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Geo-l ocation
180. 97. 106. 162 |Chi na 147.237.77. 212 |e.dover.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
89.248.174. 4 Net her | ands 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop
172.245.173. 142|Uhited Sates [147.237.77.212|e. dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122. 105|Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Lhi ted e
128.232.110. 28 |, ngdom 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
. L Geo-l ocation o
216.218. 206. 106|Lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
89.248.174. 4 Net her | ands 147.237. 77. 170 |n@ar achot . i df . i | drop SAMrul e drop
180. 97. 106. 161 |Chi na 147.237.77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
71.6.216.51 Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
. - Geo-l ocation o
141.212.122. 110|lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocat i on i nbound enf or cerent drop 1
enf or cenent
. . D Geo-l ocation o
141.212.122.97 |lhited Sates [147.237.8.24 e lifestyle.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
] s i nstant nessenger pattern found, .
104. 209. 188. 207|Uhited Sates [147.237.77.216 |dover.idf.il I nstant Messengers appl i cati on: Skype noni t or 1
184.105.139.95 |lhited Sates [147.237.0.35 akaws. idf.il dr op drop 1
89.248.174. 4 Net her | ands 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 1
172. 245.173. 142|Uited Sates [147.237.77. 226 |ww chamat z. aka. i df . il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141. 212.122. 106|Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.174. 4 Net her | ands 147.237.77. 226 |ww chanat z. aka. i df .i | |dr op SAMrul e drop 1
. - Geo-l ocation o
180. 97. 106. 162 |Chi na 147.237.72. 217 |e.idf .il Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
Geo-l ocation
71.6.216.51 Lhited Sates |147.237.76.202|e. hal ag.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
141. 212.122. 118|United Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . D Geo-l ocation o
141.212.122.98 |lhited Sates [147.237.8.24 e lifestyle.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
184. 105. 139. 104|Lhited Sates [147.237.0.17 "i’lny’kOSher'kra""'df SYN At t ack SYN -> SYN-ACK -> RST monitor |1
89.248.174. 4 Net her | ands 147.237.72. 167 |i shurimaka. i df . i | drop SAMrul e drop 1
141. 212.122. 108|lLhited Sates |147.237.0.35 akaws. i df . il dr op drop 1
Geo-l ocation
137.116.71. 170 |lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cerent drop 1
enf or cenent
89.248.174. 4 Net her | ands 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 1
180. 97. 106. 162 |Chi na 147.237.77. 176 |nat pash. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
71. 6. 216. 58 Lhited Sates 147.237.77. 233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
141,212,122, 119|United Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
i : . Geo- 1 ocati on o
141.212.122. 101 |lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cerent drop 1
enf or cenent
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|Top Attackers In V\AF|

At acker

ountry Target Address |Site Sgnature
14.122. 106. 160 [Chi na 147.237.77. 176 [nat pash. i df . i | Mil tipl e Lnaut hori zed URL Access from 14.122. 106. 160 B ock 16
14, 122. 106. 160 |Chi na 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 6
. - . Paranet er Type M ol ati on PageNumin o
68.180.228. 171 |Uhited Sates  |147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 2110- he/ cogat . aspx ock 1
5.148.73.101 |United Ki ngdom|147.237.77.216|dover.idf.il Illegal Byte Gode Character in LR /engl i sh/#012 B ock 1
) . . Par aneter Type M ol ati on PageNumin
68.180. 229. 223 [Lhited Sates  |147.237.77.216|dover. i df .i | v i df i 1/ 1393- en/ dover . aspx Bl ock 1
109. 65. 30. 44 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to v idf.il/aman Bl ock 1
. . Unaut hori zed Met hod HEAD for
144.76. 16. 162 |Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
14. 122. 106. 160 [Chi na 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/index. asp B ock 1
. nobi | e. nei tav. i df. i , .
200.111.107.58 |Chile 147.237. 76. 39 Unaut hori zed URL Access to 147.237.76. 39/ i ndex. php ock 1
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