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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Pal estinian Territory,

Target

Address

‘Signature

185. 12, 185. 119 Qccup ed 147.237.77.216 dover.idf.il HTTP- M SG Acunet i x- Ur | dest - r eset 5
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128.10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 Brazil 147.237.72. 156 anan. i df . il network flood | Pv4 | QWP dr op 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Cer many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
131. 247.2.241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shurimaka.idf.i|network flood | Pv4 | QWP drop 1
202. 4. 4.147 Phi |i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
129.110. 125. 52 Lhited Sates 147.237.72. 167 i shurimaka.idf.i|network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
202. 4. 2.148 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (ol d)|network flood | Pv4 | QWP drop 1
41.251. 89. 27 Nbr occo 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 1
141. 22.213. 34 CGer many 147.237.72. 167 i shurimaka.idf.i|network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess ‘Site |S gnature Devi ce Action |Oount ‘
78. 160. 93. 53 Tur key 147.237.72.166 |aka.i df.i|C1000018: HTTP. access to adnministrator/index. php -> Quarantine Per mit 1
78. 160. 93. 53 Tur key 147.237.72.166 |aka. i df.i1{C1000016: HITP. adninistrator in UR Per nit 1




09-14-2016-03:04:00 to 09-14-2016-04:04:00

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

84.93.84.77 147.237.77. 216 LKJ?ir:;gom dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249. 64. 113  |147.237.72. 166 |Wited Sates |aka.idf.il MAPAO_E_ Apache med_ss| non-SS. connection to SSL port 1

deni al of service attenpt

65. 60. 36. 203 147.237.76.30 |thited Sates |hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.72. 156 [Lhited Sates [aman.idf.il ET CRP Dshiel d B ock Listed Source 1
103.207.36.31 [147.237.76. 201 |M et nam eata.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249.64. 141 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
66.249. 64. 105 |147.237.72.166|Wited Sates [aka.idf.il ET SCAN NVAP -sA (2) 1
31.168. 0. 253 147.237. 72. 156 |I srael anan. i df i ET SCAN NVAP -sA (2) 1
193. 201. 225. 149(147. 237. 77. 19 |krai ne lanforumidf.il|ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 251. 89. 27 Mor occo 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 85
41. 251. 89. 27 Mor occo 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61
105. 158. 20. 11  |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 56
105. 158. 16. 210 |Morocco 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 42
213.151.50.67 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
41.143.86.124 |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 34
105. 158. 16. 210 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
41. 143.86. 124  |Morocco 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
105. 157.16.13  |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
31. 168. 88. 248 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 12
105. 158.20. 11  [Morocco 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
5. 39. 221. 200 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
105. 157. 16. 13  |Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 19. 86. 255 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 255 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
85. 250, 125. 172 I srael 147.237.77. 243 |mubi le.i o . i1 Streamng Engine: TCP Invalid invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dr opped.
176.13.244.61 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
192.114. 91. 214 [israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
71.6.216.53 Lhited Sates [147.237.76.176|test.ncore.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 1
168. 1. 128. 76 Lhited Sates |[147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71. 6. 216. 45 Lhited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7 |Germany 147.237.76.202|e.hal ag.i df .il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
50. 116. 3. 158 Lhited Sates |[147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185. 20. 5. 157 LK?ir::gom 147.237.72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 1
71.6.216.55 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 112|Uhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
71.6.216. 48 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
69. 157.2. 173 Canada 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
128. 232.110. 28 LKTir:;gom 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 1
71. 6. 216. 60 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147.237.0. 19 madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.216.54 Lhited Sates [147.237.0.33 idf.il dr op drop 1
172.56. 15. 146 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.216. 45 Lhited Sates |147.237.76.196|e. svivaidf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound enf or cenent |dr op 1
141.212.122.97 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
187.6.78. 186 Brazil 147.237.77. 212 |e. dover.idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
71.6.216.55 Lhited Sates |[147.237.76.38 |e.eneitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176. 13. 244. 61 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
71.6.216.52 Lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212.122. 113|lhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
128. 232. 110. 28 LK?ir::gom 147.237.76.200eitan. aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 1
71. 6. 146. 185 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
79.181. 120. 230 |Israel 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.216.54 Lhited Sates |147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
172. 56. 38. 173 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.216. 46 Lhited Sates |[147.237.76.197 |e.hinush.idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf or cenent |drop 1
141.212.122.98 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Site ‘S gnature Action ‘Oount
65.175.136.80 |Lhited Sates 147.237.72.166|aka. i df . i | |Untraceabl e SSL Sessions: Qpen Mde None 2
185. 12. 185, 119 aajcf;ii::ja” Territory, 147.237. 77. 216 |dover . i df . i[haut hori zed URL Access to waw i df.i1/1038-ar/ Bl ock 1
66.249.64.181 |[Israel 147.237.72. 166 |aka. i df . i | |Unhaut horized URL Access to 147.237.72. 166/ robots. t xt B ock 1
192. 115. 100. 190l srael 147.237.72.166|aka. i df . i | |Waut hori zed Met hod HEAD for www aka.idf.il/iturimasp/wars. asp |B ock 1
79.176.35.167 |[Israel 147.237.77. 216 |dover . i df . i|{SSL Wntraceabl e Connection - Cpen Mde None 1
103. 27.126. 210 |Hong Kong 147.237.77. 216 |dover . i df . i|PHP Att enpt B ock 1
103. 27. 126. 210 |Hong Kong 147.237.77. 216 |dover . i df . i|uhaut hori zed URL Access to www i df.il/wp-1ogin. php B ock 1
66.249. 64. 113 |Israel 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬁ&%’fgf& - Protocol violation None 1
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