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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
52.28.32. 164 Ger nany 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Linmit_Tcp drop 1
200. 19. 159. 34 B azi 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
52.28.32. 164 Ger nany 147.237.76. 200 eitan. aka.idf.il JLM Purple Gon Linit_Tcp drop 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
52.28. 32. 164 Ger many 147.237. 76. 147 chinuch. aka.idf.il JLMPurple Gon Limt_Htps drop 1
52.28. 32. 164 Ger nany 147.237.76. 201 e atal.idf.il JLMPurple Con Linit Tcp drop 1
52.28. 32. 164 Cer many 147.237.76. 148 gogcenter.aka.idf.il |JLMPurple Gon Limt Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 10
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count\
91.121.143.113  [147.237.72.166 |Fance aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
190. 83.139.178  |147.237.76.86 |Trinidad and Tobago |navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
177.200.192.51  |147.237.77.235 |Bazil svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
177.200.192.51  [147.237.77.235 |Razil svivaidf.il ET SCAN NVAP -f -sS 1
104. 154. 249. 134 [147.237.72.14 |Lnited Sates dover.idf.il(old) ET SCAN NMAP -sS wi ndow 1024 1
103. 207. 36. 84 147.237.77.205 |V etnam prisha. idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.158  |147.237.77.226 |Wkraine ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.158  [147.237.77.226 |lkraine win chanat z. aka. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 85. 158 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 |147.237.76.201 |Wkraine eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 38.249. 205  [147.237.77.234 |Pol and hal ag. i df.il ET SCAN NMAP -sS wi ndow 1024 1
177.200.192.51  |147.237.77.235 |Bazil svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
163.172.129.15  [147.237.0.17 Uhi ted Ki ngdom mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
103. 207. 36. 84 147.237.77.205 |V et nam prishaidf.il ET SCAN NMAP -sS wi ndow 2048 1
103. 207. 36. 84 147.237.77.205 |V etnam prisha.idf.il ET SCAN NVAP -f -sS 1
91.201.236.158  |147.237.77.226 |Wkraine v chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
46. 19. 85. 112 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 26
46. 19. 85. 112 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invali d ACK nunber alert 13
Pal esti ni an e -
188. 161. 49. 48 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 10
Pal esti ni an . . -
188. 161. 49. 48 Territory, CGeeupi ed 147.237.77.176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 8
46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |8
172.58.110. 163 |Uhited Sates 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |7
109. 64. 104. 87  |Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 4
109. 253. 201. 37 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
46. 19. 85. 76 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
46.19. 86. 78 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 86. 78 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |3
37.26.147.238 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |2
80. 246. 136. 222 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
128.232.110.28 |Wnited Kingdom  |147.237.76.202|e.hal ag.idf. il Geo- | ocati on enf or cement gﬁ? O:ggﬁ:n? n i nbound drop 2
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 2
S reaning Engi ne: TCP i i sSi
199.30.25.105 |Whited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
24.235.110.90 |Canada 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 2
128.232.110.28 |United Kingdom  |147.237.77. 178 |e. nat pash.idf .il Geo- | ocati on enf or cenent Sg?olrggi'n?” i nbound drop 2
. . . SYNtAXK retransmt with .
185. 20. 5. 157 Uni ted Ki ngdom 147.237.72. 166 |aka.idf . il Bad TCP sequence di fferent w ndow scal e noni t or 2
176. 13. 239. 163 |l srael 147.237.72. 166 |aka.i df .i | dr op Frst packet isn't SYN drop 2
128.232.110.28 |Wnited Kingdom |147.237.8.24 |elifestyle.idf.il  |Geo-location enforcenent |0 !ocation inbound drop 2
enf or cenent
37.26.147.238 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence alert
5.102.242. 26 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
128.232.110.28 |Wnited Kingdom  [147.237.8.50 |e tikshuv.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 2
enf or cenent
46.19. 85. 185 I srael 147. 237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |2
104. 63. 88. 74 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
71.6.216.59 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
71.6.216. 42 Lhited Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
137.116.71. 170 |Wited Sates 147.237.77. 121 |e. navy. i df . | Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
50. 116. 3. 158 Lhited Sates 147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
116. 228. 86. 166 |Chi na 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
180. 97. 106. 162 |Chi na 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
77.237.138.202 |czech Republic 147.237.77. 226 "f"l"“ha”atz' aka.1df 1 gck HTTP Non Conpliant  |Response out of state monitor |1
180.97.106.37 |Chi na 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |1
24.114.65.143 |Canada 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or
71.6.216. 51 Lhited Sates 147.237. 77. 226 WI"‘I”“ chamat z. aka. 1 df | oyN At t ack SYN -> SYN-ACK -> RST monitor |1
141. 212.122. 107 |United Sates 147.237.76.34 |yohal an.idf.il drop drop 1
71.6.216. 36 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
128.232.110.28 |United Ki ngdom 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
185. 20. 5. 157 United Ki ngdom 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |alert 1
. . . . Geo- 1 ocat i on i nbound
180. 97. 106. 161 |Chi na 147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
37.26.147.238 |lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1
71.6.216. 59 Lited Sates 147. 237. 77. 178 |e. nat pash. i df . i | Geo-1 ocation enforcenent  |0! ocation inbound drop 1
enf or cenent
172. 245.173. 142|United Sates 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |1
137.226.113.7 |Germany 147.237.8.28 |e.mbile-ks.idf.il  |Geo-1ocation enforcement |S0!ocation inbound drop 1
enf or cenent
71.6.216. 47 Lhited Sates 147.237.76.30 |[himush.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
52.28.32. 164 CGer nany 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 1
116. 228. 86. 166 |Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
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130. 180. 217. 136 |Ukrai ne 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 4
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed URL Access to
66.249. 64. 105 [l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 73 I srael 147.237.77.74 [lawidf.il v mag i o i |/ iobi | ef tenpl at es/ get il ef getfi | e. aspx Bl ock 1
: . . Unaut hori zed Met hod PCST for
168. 235. 205. 77 |lhited Sates [147.237.72.166|aka.idf.il i aka. i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.128 [Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp Bl ock 1
77.237.138. 202 ggj‘;ﬂc 147.237.77. 176 |mat pash. i df . i | Unaut hor i zed Method HEAD for / Bl ock 1
176.13.17.210 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 166 |l srael 147.237.77.243|nobi l e. i df . i | Dstributed Suspicious Response Code B ock 1
Czech www. chamat z. aka. i df )
77.237.138. 202 ) 147.237.77. 226 . Uhaut hori zed URL Access to / Bl ock 1
Republ i ¢ il
37.26.147.238 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.64.181 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp Bl ock 1
. . Uhaut hori zed URL Access to
109. 253. 243. 173]I srael 147.237.76. 42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
wwmy. chamat z. aka. i df ) o
66. 249. 64. 85 | srael 147.237.77. 226 i Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
66.249.66. 177 |israel 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation FageNimin B ock 1
www i df . i | /1086- he/ dover . aspx
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