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|Top Attackers | n DDoS- Def ence |
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Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
198. 82. 160. 238 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
211. 1. 156. 90 Japan 147. 237.72. 156 anan. i df.il JLMPurple Con Linit Htp drop 1
195. 209. 126. 50 Russi an Federation 147. 237. 76. 147 chi nuch. aka.i df.il JLM Purple Gon Linit_Tcp drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
219. 138. 216. 129 Chi na 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
195. 209. 126. 50 Russi an Federation 147.237. 76. 148 gocenter.aka.idf.il |JLMPurple Gon Linmit Tcp drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
194. 29.178. 13 Pol and 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |

198. 20. 69. 74 Lhited Sates 147.237.76.200 |eitan.aka.idf.il| |2226: Backdoor: TCP Wndow S ze 55808 Troj an B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Ste |Signature |Count\
31. 168. 0. 253 147.237. 72. 156 |I srael aman. i df .i | ET SCAN NVAP -sA (2) 2
94.102.48.195 [147.237.77.19 |[Netherlands I awforumidf il ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36. 203 147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
52.166. 249. 197 (147.237.76.44 |Lited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190253 144.9 1147 237 0.33  |col onbi & il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
189. 161. 173. 106|147. 237. 72. 217 |Mexi co eidf.il ET SCAN NMVAP -sS wi ndow 3072 1
177.200.192. 51 [147.237.77.178 |Brazil e. matpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
163.172.129. 15 |147.237.0.35 |United Ki ngdom |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36. 203 147.237.0.34 |wnited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
65. 60. 36. 203 147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.158 |147.237.8.24 [Sweden elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
23.91.75.231 147.237.76.44 |wnited Sates erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 161. 173. 106|147. 237. 72. 217 [Mexi co eidf.il ET SCAN NMAP -sS wi ndow 4096 1
188.0.236. 165  |147. 237. 77. 179 g{'ﬁ;‘i’i’ o e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177.200. 192. 51 |147.237.77.178|Brazil e. mat pash. i df i ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
80. 246. 133. 202 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence ?C(; ge”ansm't with different wndow | onivor |70
84.111.83.200 |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence i’;;e”ansm't Wth different wndow |ooyiior |27
46. 19. 85. 213 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19. 85. 213 I 'srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |8
46. 19. 86. 227 | srael 147.237.0. 34 tikshuv.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
176. 13. 16. 74 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
1.144.96.162  |Astraia 147. 237, 76. 200 |ei tan. aka.ich. i1 || €A™ NG Engine: TCP nvalid segnent retransmssion. Packet |, 6
Inval i d Retransni ssion dr opped.
46.19. 85. 213 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert
37.26. 148. 145 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
2.53.144. 179 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
. o Streaning Engi ne: TGP SYN Dat a recei ved bef ore SYN- AXK was
184.23.19.143 |lhited Sates 147.237.77. 216 |dover.idf.il L. .. acknow edged. Stripping all packet drop 6
Mbdi fied Retransm ssion data.
79.183.42.122 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |6
2.53.144.179 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
46.19. 86. 119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
79.183.42.122  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 5
79.183.42.122 |[Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
79.183.42.122  |[Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid sequence nunber nonitor |5
109. 67. 42. 48 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
87.69.171. 154 |lsrael 147.237.72. 166 |aka.i df .il S eam ng Engine: TP I'nvalid checksum Packet dropped. drop 4
Inval i d Checksum
109. 253. 132. 140|l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Pal esti ni an
46. 244.72. 69 Territory, 147.237. 77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 4
Qccupi ed
Pal esti ni an
46.244.72. 69 Territory, 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Qccupi ed
176.13.17.78 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 4
46.120. 122. 219 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op SAMrul e drop 4
46. 19. 86. 119 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 213 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 4
185.20.5.157  |United Kingdom |[147.237.72. 166 [aka.idf.il Bad TCP sequence mgfv(sg reansmt w th different monitor |3
46. 19. 85. 238 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber aert 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
2.53.144. 179 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
37.26.147.177 |israel 147.237.72.167 |ishwrimaka i df .i|Bad TOP sequence mﬁsg rea”smt wehdifferent — Jopnitor |3
46. 19. 85. 238 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
186. 129. 187. 118|Argenti na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
185. 20. 5. 157 United Kingdom |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
176.13.4.254  |israel 147.237.77. 243 |nbi 1 e i1 || ©AMNg Engine: TCP Invalid segnent retransmssion. Packet | 3
Invali d Retransnission dr opped.
185. 20. 5. 157 United Kingdom |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN- ACK -> Ti neout noni t or 3
184.23.19.143 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
72.194.67. 214 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185. 3.147.109 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 2
46.120.122. 219 |[lIsrael 147.237.72. 166 |aka. i df .i drop SAMrul e drop 2
178.134.63.55 |Georgia 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
77.127.41. 121 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
87.69.79.16 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |2
184.23.19.143 |lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 2
109. 253. 212. 217|lI srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |2
Pal esti ni an
46.244.86.122 |Territory, 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
Qccupi ed
87.69.79. 16 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁﬁsg rea”s"“ wehdifferent — Joonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
110.89.17.236 |Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 110. 89. 17. 236 B ock 17
77.124.22.124  |Israel 147.237.72. 156 |anman. i df . i | D stributed Suspici ous Response Code B ock 13
109. 253. 193. 172|I srael 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 6
110. 89.17.236 |China 147.237.77.216|dover. i df . i | PHP Attenpt Bl ock 6
80. 246. 136. 106 |l srael 147.237.72. 156 |anman. i df . i | D stributed Suspici ous Response Code B ock 3
176.13.227.73 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 3
176. 13. 4. 254 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 176. 13. 4. 254 Bl ock 2
. . . Unaut hori zed URL Access to
176. 13. 4. 254 I srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1709 Bl ock 2
109. 67. 204. 144 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock
114.97.198.63 [China 147.237.77. 176 |mat pash. i df . i | Ml tiple Unauthorized URL Access from 114.97.198. 63 Bl ock
] . . D stributed Whaut hori zed Method for Known URL on
66.147.244.101 [Wited Sates |147.237.72.166 |aka.idf.il vown aka. i o . i 1/ nai v gj yus/ general . aspx Bl ock 2
106. 184. 21. 179 |Japan 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCBT for aka.idf.il/giyus/ Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.229. 223 |lhited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1397- en/ dover . aspx Bl ock 1
5.102. 206. 92 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
180. 76. 15. 141  |Chi na 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt |B ock 1
110. 89.17.236 |China 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/index. asp B ock 1
220.181.51. 105 |china 147. 237. 72. 156 |anan. i df . i | Distributed thaut hori zed URL Access on B ock 1
wwv anan. i df . i | /robots. txt
46.116.199. 195 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock
37.26.148.224 |[israel 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock
. . Lhaut hori zed URL Access to
185. 27. 106. 247 |l srael 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 1 | es/ 8/ 1528. png Bl ock 1
Russi an . . Unaut hori zed Met hod PCST for
83.219. 136. 156 eration 147.237.72. 166 |aka. i df . i | vow aka i o i 1/ nai v sachar /Kl al i . aspx Bl ock 1
. . Lhaut hori zed URL Access to
79.176.49.209 |Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ mai v 1 gi yus/ ki osk/ ki osk. aspx Bl ock 1
46. 19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
192, 115. 100. 190 i srael 147.237.72. 166 |aka. i df . i | Whaut hori zed Met hod HEAD for Bl ock 1
wwv aka. i df . i | /i turi ndasp/ wars. asp
. . . Unaut hori zed URL Access to
114.97.198.63 [China 147.237.77.176 [mat pash. i df . i | v cogat i df . i 1/894- hef cogat . aspx/ t r ackback/ Bl ock 1
84.111.83.200 [Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock
66.249.64.105 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/nobil e/ main/sachar/ |B ock
Russi an . . Unaut hori zed Met hod PCST for
176. 14. 130. 138 eration 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
www. chamat z. aka. i d ) o
80. 246. 133. 164 |l srael 147.237.77. 226 £l Unaut hori zed URL Access to ww chamat z. aka. i df . i |/404. aspx B ock 1
46. 19. 85. 215 I srael 147.237.0.34 |tikshuv.idf.il Mal for med URL B ock 1
. . Mil tipl e Uhtraceabl e SSL Sessi ons from198. 161. 119. 4 (Prot ocol
198.161.119.4 |Canada 147.237.77. 216 |dover.i df .| viol ation (SSL CONN LI ENT HELLO)) None 1
. . D stributed Whaut horized Method for Known URL on
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
84.111.164.30 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] ; . Paraneter Type Mol ati on PageNumin
68.180.228.251 |lhited Sates  |147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 1
5.102.206.92  |israel 147.237.72. 166 |aka. i df . i | N“g;é)p' e Utraceabl e SS Sessi ons froms5. 102, 206. 62 (Cpen None 1
178.134.63.55 |Georgia 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for ww aka. i df.il/giyus/|ogin/ B ock 1
. . Unaut hori zed URL Access to
80. 246. 133. 202 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ reset . css Bl ock 1
204.79.180.62 |lWited Sates |147.237.72.166|aka. i df .i | Waut hori zed Method POST for B ock 1
aka.idf.il/mlui ntenpl ates/inner.asp
46.19. 85. 215 I srael 147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Met hod 488 in URL B ock 1
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