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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223.8. 114 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger nany 147.237. 72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 FH nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
79.180. 238. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
178. 175. 128. 50 Ml dova, Republic of 147.237.77.216  |dover.idf.i| |24910: HITP. Python urllib User-Agent Header B ock 1
104.192.169.238  |lhited Sates 147.237.77.216  |dover.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Target Address étotu?]ikre; Signature
46.120. 122. 219 (147. 237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 4
46.120. 122. 219 [147. 237.76. 42 [Israel refuah.idf.il Xenu Link Seuth Wser Agent 2
84.93.84.77 147.237.77. 216 |Uhi ted Ki ngdom |dover.idf.il Tehila - Perl LWP with fake user agent 2
5. 15. 196. 18 147. 237. 76. 176 |Romani a test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
201, 228, 244. 91 |147. 237 77. 216 | ol ortbi & dover i df il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 60. 153. 178 [147. 237. 76,39 [0 21 nubile.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
65. 60.36.203  [147.237.77.176|lnited Sates nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
61.139.54. 71  [147.237.77. 179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 |147. 237. 77. 212 |Whited Sates e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.91.75.231 |147.237.0.200 |Uhited Sates  |mdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 15. 196. 18 147. 237. 76. 176 |Romani a test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
163.172.129. 15 [147.237.0.16 |United Ki ngdom |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
65.60.36.203 [147.237.77.61 |lnited Sates  |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
46.120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 1
46.120. 122. 219 (147. 237.76.31 [Israel nekchal .idf .il Xenu Link Seuth Wser Agent 1
23.91.75.231 [147.237.76.39 |lnited Sates nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
168. 235. 197. 222|Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 94
185.120.126.5 |Israel 147.237.72. 166 |aka. i df .i | drop SAMrule drop 40
87.69.52. 115 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 38
87.69.52.115  [Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence mﬁsﬁ?ﬂsm wehdifferent  Jopnitor  [3s
217.132.99.86 |Israel 147, 237.76. 200 [ei tan. aka i of . || SAM NG Enginex TP Invalid Invalid segnent retransmssion drop 36
Ret ransni ssi on Packet dr opped.
84.111.83.200 [Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence ig;e”ansm't with different wndow) onivor |25
31.154.25.42 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
185.120. 124. 24 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
89.138.103. 189 |Israel 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
112. 203. 230. 129|Phi | i ppi nes 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 7
46. 19. 85. 74 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 253. 218. 66 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 201 I srael 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.8 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 74 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
176.13.18.245 |l srael 147, 237.76. 200 |ei tan. aka. i of o' SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 25 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
185. 3. 147. 66 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 26 | srael 147.237.77. 243 |nobi | e.idf.il |drop Frst packet isn't SYN drop 5
176.13.17. 78 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
5. 29. 160. 66 I sr ael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
46.120.122. 219 |[lIsrael 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
46. 19. 85. 23 I sr ael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
141. 226. 162. 45 |Israel 147, 237. 76. 200 |ei tan. aka i of | | 2 NG Egine: TCP Inval i d Invalid segnent retransmssion drop 4
Ret r ansn ssi on Packet dropped.
46. 19. 86. 25 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
66.240.76.30  |Uited Sates |147.237.77. 243 it ecicr. i1 |2 €AW NG Engine: TCP Inval id Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
5.29.180. 121 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 23 I sr ael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invali d ACK nunber alert 3
87.69. 79. 16 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
85. 65. 191. 59 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 54 I sr ael 147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 3
87.69.79.16 [Israel 147.237.77. 216 |dover.idf i1  [Bad TOP sequence Vﬁﬁggf‘sm wehdifferent Joonitor |3
37.142.69.220 |[lIsrael 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 54 | sr ael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout noni t or
157.55.39.30  |ited Sares |147.237.77. 243|mbiteicr.i1 | S NG Engine: TCP Inval id Invalid segnent retransmssion drop 3
Ret ransni ssi on Packet dr opped.
46. 19. 85. 8 | srael 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 86. 26 I srael 147, 237. 77, 243 |mbi e i or. 1 | €M NG Bngine: TCP Inval i d Invalid segnent retransmssion drop 3
Ret ransn ssi on Packet dropped.
87.71.3.162 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN- ACK -> Ti nmeout noni t or
185.3.147.236 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 94 | srael 147.237. 72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
109. 253.193. 43 |I srael 147. 237.77. 216 |dover.if .11 |Bad TCP sequence mﬁsgg"’mm wthdifterent | oonitor |3
5.29.76.98 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
87.69.79. 16 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
37.46.41. 226 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 153 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
79.179.27.148 |lIsrael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
66. 249. 93. 86 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46.19.85.219 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 56
84.111. 227. 174 |I srael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Qode B ock 12
77.138.9.173  |France 147.237.72. 166 |aka. i df . i | m“;:;rii jfe_oi' I'ﬁ;‘ﬁgﬁ/ ;Zkrlash/sheel on. a5px Bock |4
2.55.19. 76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 64. 190. 105 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.120. 122. 219 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120. 122. 219 Bl ock 2
5.102.242.129 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 5. 102. 242. 129 B ock 2
2.53.162.112 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.166.202 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code Bl ock 2
89. 138. 185. 200 || sr ael 147.237. 72. 166 |aka. i df . i | m ;li(: L:td?c.' hadt :f;ii ;fsd/ a'\lfhré?‘?i fcg{i Koo \R- o0 et ot huser Bock |2
37.26.146.244 I srael 147.237.76.42 |refuah.idf.il  [057 buted hau horized of v e Bock |1
178. 63. 101. 134 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df . il /brothers/skira/ defaul t.asp|B ock 1
84.111. 83.200 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249.76.30 |[Israel 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
46. 19. 86. 26 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
109. 67.220.6 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.179.9.158 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
185. 120. 124. 24 |I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Gonnection - Cpen Mde None 1
37.142. 208. 145 [l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed LRL Access to 147.237. 77. 234/ i nages/ shared/ bul l et 1. gi f  [Bl ock 1
46.19.86.103 |Israel 147.237.77.233|atal .idf.il Ilegal HITP \ersion Bl ock 1

Pal esti ni an
5. 34.161. 20 Territory, 147.237.77. 176 |nat pash. i df . i|  |Distributed Suspicious Response Code Bl ock 1

Cceupi ed
123.125.71.32 |China 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wawy aman. i df.il/robots.txt B ock 1
79.179. 190. 143 [I srael 147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on waw i df.il/https:/wanidf.il/ Bl ock
46. 120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 120. 122. 219 B ock

Unaut hori zed URL Access to
2 205550 oves Qe o e [lqwich i1 [T e ot oonn < gl
nEt rue

45.56.111. 107 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ gi yus/ general . aspx |B ock 1
77.138. 109. 205 |France 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
46.19.86.103 |Israel 147.237.77.233|atal .idf.il Mal formed URL gnt Bl ock 1
157.55.39.131 |Uhited Sates 147.237.77. 216 |dover . i df . i vL\xr/]\:\tuitcho.rilIzleeigllihlp‘a:lrclr?gjnct;nent s/ 2002/ apri | / f at ah_acti vi st s/ i ndex Bl ock !
79.181. 205. 175 [I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type text/ping Bl ock 1
66.249. 64.128 |Israel 147.237.72. 166 |aka. i df . i | ;2?“;2?”72?6% stcf;sa;; il es/ 4/ 71544 el Bock |1
198.161.119. 4 |Canada 147.237.77. 216 |dover . i df . i | %&gﬁﬁ&ﬂfﬁﬁfg - Protocol violation None 1
87.69.211.184 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css Bl ock 1
77.138.185.1 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wan aka. i df.il/mil ui B ock 1
46.19.86.103 |Israel 147.237.77.233|atal .idf .il Unknown HTTP Request Method 11:19:42 in URL Bl ock 1
5.102.242.129 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ gi yus/ general . aspx |B ock 1
157.55.39. 196 [Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter siteid in aka.idf.il/sites/ niktzoa/ default.asp None 1
79.183.94.99 |[Israel 147.237.77.216|dover.idf .l Distributed Unaut hori zed URL Access on waw i df.il/https:/wanidf.il/ Bl ock 1
66. 249. 66. 162 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 162 B ock 1
46. 19. 86. 25 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1412- he/ at al . aspx B ock 1
79.176.139.92 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df . i/ mai n/ gi yus/ Bl ock 1
46.117.156.87 |Israel 147.237.77.233|at al . i df . i | e Tt oy 26 R Aacscs)s(s on Hock |1
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