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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
84.111. 104. 253 | srael 147.237. 72. 166 aka.idf.il B ack List drop 6
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

Devi ce Action |Oount |

205. 144. 171. 34 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
205. 144. 171. 34 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
72.167.131. 75 Lhited Sates 147.237.77.216 |dover.idf.il |5670: HITP. SQ Injection (SALECT) B ock 6
208.52.175. 27 Lhited Sates 147.237.77.233 |atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
74.208. 218. 66 Lhited Sates 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
213. 246. 49. 11 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 6
108. 166. 190. 139  |Lnited Sates 147.237.72.166 |aka.idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
67.199. 10. 25 Lhited Sates 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 5
50. 77. 136. 81 Lhited Sates 147.237.77. 74 lawidf.il [6134 HITP. SQ Injection Variable Declarati on Evasion B ock 5
50. 77. 136. 81 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 3
62.212.73.211 Net her | ands 147.237.72.166 [aka.idf.il |ClL000074: HITP. majestic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

74.208. 218. 66 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 18
205. 144.171. 34 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 14
67.199. 10. 25 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 11
108. 166. 190. 139 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 8
208. 52. 175. 27 147.237.77. 233 Lhited Sates aal.idf.il SQ Injection - Select From 8
72.167.131. 75 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 8
213.246. 49. 11 147.237.72. 166 France aka.idf.il SQ Injection - Select From 8
77.126. 80. 246 147.237.72. 166 I 'srael akaidf.il Xenu Link Seuth User Agent 2
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW wth fake user agent 1
91.201. 236. 158 147.237.8.50 Lkr ai ne e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
52. 166. 249. 197 147.237.72. 156 Lhited Sates anan. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 147.237.76. 196 Uhi ted Ki ngdom e svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172. 129. 15 147. 237. 76. 42 Lhi ted Ki ngdom refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
117.135. 131. 60 147.237. 8. 46 (hi na e. chi nuch. i df .i ET SCAN Potential SSH Scan 1
91.201. 236. 158 147.237.8.50 kr ai ne e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 158 147. 237. 8. 50 krai ne e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
77.126. 80. 246 147.237.0. 34 I srael tikshuv.idf.il Xenu Link Seuth User Agent 1
66. 249. 76. 97 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
163. 172. 129. 15 147.237.76. 176 Lhi ted Ki ngdom test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
87. 69. 32. 204 I sr ael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |35
2.53.143. 151 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 35
87.69.32.204  |israel 147. 237.72. 166 |aka i f . i Bad TCP sequence ﬂﬁrfmﬁlﬁ“h moni tor |33
31.154.17.106 |l srael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 33
109. 253. 204. 93 | srael 147, 237, 72. 167 i shurimaka. i o i [ @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
212.76.108.46 |Israel 147, 237.76. 200 |ei tan aka i o i1 | €2M NG ENgine: TCP Invalid finvalid segnent retransmissi on. drop 16
Ret r ansmi ssi on Packet dropped.
46.19. 86. 91 I srael 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 16
Ret r ansmi ssi on Packet dr opped.
109. 253. 213. 28 | srael 147.237.77. 176 [matpash.idf.il [SYN Att ack SYN -> SYN-ACK -> RST nonitor |13
80. 246. 139. 152 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |11
46. 19. 86. 91 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 10
109. 253. 197. 113|i srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SWN drop 10
46.19. 86. 91 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
109. 253. 211. 182|I srael 147.237.0.34 |tikshwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST nonitor |10
176. 13. 229. 113 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 9
176. 13. 230. 198 | srael 147,237, 77. 243 |mbile i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
85.130. 136.66 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |9
79.178.54. 7 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 9
85.130. 136. 66 | srael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |9
85. 130. 206. 214 | srael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvali d ACK nunber nonitor |8
85. 130. 206. 214 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 18 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
87.71.24. 162 I sr ael 147.237.76.86 |[navy.idf.il SYN At t ack SYN - > SYN-ACK -> RST nonitor |8
46. 19. 85. 39 I srael 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence Invalid ACK nunber monitor |7
85. 130. 242. 146 |l srael 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
77.239.224.35 |Russian Federation [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
85. 130. 242. 146 |lsrael 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SYN drop 7
109. 65. 162.56 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 7
85.130. 242. 146 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
176. 13. 226. 196 |Israel 147.237.77. 203 |rwvi e i1y | €AM NG Engine: TCP Inval id finvalid segrent retransnission. |y 6
Ret r ansmi ssi on Packet dr opped.
85. 130. 206. 214 |l srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 6
46.19. 86. 19 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
80. 246. 138. 157 [lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 219. 2081 srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 6
79.177.186. 176 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 19 | srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
84.94.223.204 |Israel 147, 237.76. 200 [ei tan aka i o 11 || €M NG Engine: TQP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
79.181.161. 147 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
185. 20. 5. 157 United Ki ngdom 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
109.65.17.10 [l srael 147.237.77. 243 |rbi e .1 [ €M NG Engine: TQP Invalid |invalid segnent retramsmssion. | oo 6
Ret r ansmi ssi on Packet dropped.
46.19.86.19 I'srael 147. 237. 77. 216 |dover i f . i Bad TOP sequence wﬁﬁ:‘:&‘;gﬂgth moni tor (6
176.13.251.80 |Israel 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor |6
185.20.5.157  |wnited Kingdom 147.237.72. 166 |aka. i df .1 Bad TCP sequence ﬂﬁrﬁﬁgﬁégth monitor |6
178.199. 147. 77 |Satzerland 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 6
46. 19. 86. 204 | sr ael 147.237.77. 170 [mearachot . i of .il [SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
85. 64. 14. 120 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
185. 20. 5. 157 Unhited Ki ngdom 147.237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout [alert 5
85. 130. 136. 66 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 5
85.64.14.120 [ srael 147. 237.72. 166 |aka. i df .| Bad TOP sequence wﬁﬁ:‘:&‘;gﬂgth moni tor  [5
31.13. 166. 218 glcisgii:;a” Territony,\1 47, 237.77. 216 dover. i df . i drop First packet isn't SWN drop 5
46. 19. 86. 115 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
141. 226. 218. 86 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 87
46.19. 86. 104 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 35
2.55.138. 155 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 30
109. 253. 140. 111|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
109. 253. 210. 212/l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 29
68.100.45.173 |nited Sates [147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 68.100.45.173  |B ock 4
} . . Unhaut hori zed Met hod PCST for
68.100.45.173 |Wited Sates (147.237. 72. 166 |aka. i df . i | voww aka. i df . i |/ rai 1 kapat 2/ def aul t . asp Bl ock 4
: . . Unaut hori zed Met hod HEAD for
66.147.244.101 |Wnited Sates [147.237.72. 166 |aka. i df .il voww aka. i o i |/ nai v gi yus/ general . aspx Bl ock 4
87.71.56. 247 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 3
. . D stributed Whaut horized Met hod for Known URL on
77.138.215.36 |France 147.237.72. 166 [aka. i df . i | vaw aka. i o . i 1/ mai n/ i yus/ yahash/ sheel on, aspx B ock 3
46.117.162. 123 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.176.69.196 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
77.139.42.238 |France 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
213.151. 63. 166 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 213. 151. 63.166 |B ock 2
: . . Unaut hori zed Met hod PCST for
173.26. 144. 152 |lnited Sates [147.237.72. 166 |aka. i df . i | vow aka. i df i |/ mai v i yus/ si t enap. aspx Bl ock 2
87.68.53. 33 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock
77.127.70. 47 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None
. . Unaut hori zed Met hod HEAD for
213.151. 63. 166 |[lIsrael 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ rai v gi yus/ pni ot f ndansver . aspx B ock 1
- . SS. Whtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapor e 147.237.76.31 |nakchal .idf.il (SSL CONN LI ENT FELLO None 1
84. 108. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.139. 216. 145 |France 147.237.72. 156 |anan. i df . i | D stributed WLhaut hori zed LRL Access on waw anan. i df .il/favicon.ico |B ock 1
176. 13.227.120 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
79.179. 167. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed URL Access to
77.138.49.180 |France 147.237.77.234|hal ag.i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
: . . Unaut hori zed Met hod PCST for
66.102.9.5 Uhited Sates [147.237.72. 166 |aka. i df . i | vow aka. i df i |/ mai v i yus/ bookl et s. asp Bl ock 1
. . D stributed Whaut horized Met hod for Known URL on
141.226.218.71 |l st ael 147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock !
84.109.113.13 |[lIsrael 147.237.72. 166 |[aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
: . . Unaut hori zed Met hod PCST for
204.79.180.108 |lWnited Sates [147.237.72. 166 |aka. i df .i | aka. i of .1/ portal il Ui rtenpl at es/i nner. asp Bl ock 1
. . D stributed Uhaut hori zed URL Access on
46. 19. 86. 255 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
109. 65. 147.86 |l srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
80.246.133.51 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
: . . Unaut hori zed Met hod PCST for
66.102.9.8 Uhited Sates [147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
. . D stributed Unaut hori zed LRL Access on
85. 64. 63. 128 I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
79.178.54.7 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from79.178.54.7 B ock 1
_ ny-kosher-kravi.idf | .= _ o
207. 46. 13. 68 Lhited Sates |147.237.0. 16 O O stributed Waut horized URL Access on waww ny- kosher-kravi.idf.il/ |B ock 1
77.126.18.205 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
46.117.116.119 |l srael 147.237.77.233|atal .idf.il Unaut hori zed HTTP Met hod B ock
80. 246. 139. 188 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
- . . Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Mbbi l e in
141. 226. 218. 86 |l srael 147.237.0.19 |[nadimatal .idf.il madi m at al i df i |/ nobi | e/ 1085- he/ mer et 7. aspx Bl ock 1
85. 219. 205. 227 |Pol and 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed LRL Access on waw anan. i df .il/favicon.ico |B ock 1
5.29.103. 4 I stael 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1
ww i df . i |/ resourcel userfol | ow esour ce/ creat e/
79.178.54.7 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned B ock 1
77.126.80.246 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. idf.il/eitan/ nain/ B ock 1
46.117.116. 119 |[Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/1353-he/ Bl ock 1
84. 95. 49. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.139.44.108 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for www aka. i df.i|/nai n/ sachar B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 59 | sr ael 147.237.0.34  [tikshuv.idf.il wn ti kshuv. i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned B ock !
23. 20. 60. 205 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
79.178.133.229 |[Israel 147.237.77.243|nobi l e.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
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