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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247.2. 241 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
165. 242. 90. 128 Japan 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

50. 77. 136. 81 147.237.77.74 |United Sates  [lawidf.il S Injection - Select From 7
5. 255. 90. 133 147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.0.17 |United Ki ngdom|mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 5. 142 147.237.0.34 |israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
109. 60. 153. 178 |147. 237. 72. 166 23::;'}0'1 aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.158.203. 168 [147.237.0.19 [Netherl ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
66.249. 64. 113  [147.237.72. 166 |Lhited Sates  |aka idf.il . i — 1
port denial of service attenpt
50. 116. 123. 135 [147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120.122.219 |147.237.72. 166 |l srael aka.idf.il Xenu Link S euth User Agent 1
5. 255. 90. 133 147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
163.172.129. 15 [147.237.0.19 |United Ki ngdom |nadimatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 253. 147. 101|147. 237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 1
109. 60. 153. 178 |147. 237. 76. 147 23::;'}0'1 chi nuch. aka. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 |147.237.8. 27 ?;Z:;:I”ion e nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 203. 147 |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 [147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
84.111.216.12 |Israel 147.237. 72. 166 [aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |68
85. 130. 242. 146 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |35
85. 130. 242. 146 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |35
85. 130. 242. 146 |l srael 147.237.72. 166 [aka. i df .i drop First packet isn't SN drop 31
75.145.127. 253 |United Sates |147.237.77. 216 |dover i f il Streaming Engi ne: TCP Inval id invalid segnent retransmssion. | o 16
Ret r ansmi ssi on Packet dr opped.
188. 29. 164. 103 zint:gom 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 13
178.199. 147. 77 |Satzerl and 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12
84.94.223.204 |israel 147.237.76.200 |eitan. aka. i df .i| Streaning Engine: TCP Invalid fimvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.
46.19. 85.134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19. 85. 31 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |11
2.53.171. 130 | srael 147.237.72. 166 |aka.idf.il drop First packet isn't SN drop 11
2.53.191. 142 I srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 11
46. 19. 85. 249 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |9
37.142. 2. 200 I srael 147.237.72. 166 |aka.i df .i SYN At ack SYN -> SYN-ACK -> RST monitor |9
109. 253. 219. 208|l srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 9
46.19. 86. 22 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
37.26.146.211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 134 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber aert 8
46.19.86.10 I'srael 147.237.77. 226 "} chamatz.aka.1df |paq TCP sequence Inval i d ACK number moni tor |8
37.26. 146. 211 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
37.26.146.211 [Israel 147. 237.77. 216 |dover. i of .i Bad TCP sequence wﬁtrs\;;ggzl&gth moni tor |8
84.111.101. 94 |Israel 147.237.72. 166 |aka.i df .i SYN At ack SYN -> SYN-ACK -> Ti meout noni t or
31.154.17.106 |Israel 147.237.72. 166 |aka. i df .i drop SAMrule drop
46. 19. 85. 162 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 219. 208l sr ael 147.237.72. 166 |aka i f . i Bad TCP sequence wﬁtrj\:;ggz?&?m moni tor |7
87.69.79.16 [Israel 147. 237.77. 216 |dover. i of .i Bad TCP sequence wﬁtrs\;;ggzl&gth moni tor 6
109. 253. 219. 217|I srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid AGK nunber alert 6
176. 13. 13. 112 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 116. 146. 134|l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
109. 253. 219. 217|I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 85. 249 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber aert 6
89. 139. 178. 82 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
185. 32, 179. 162 |l srael 147.237.72. 166 |aka.i df .i SYN At ack SYN -> SYN-ACK -> Ti meout alert 6
46.19. 85. 89 I'srael 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |6
185. 32, 179. 162 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6
87.69. 79. 16 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 85. 162 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
84.95. 60. 224 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 6
185.32.179. 162 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence ﬂ;ﬁf‘tr:ﬁt;gxz&gm moni tor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46.19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
85.65.72.35 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence ﬂﬁtrj\:;ggzl&gth moni tor |5
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 224 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber aert 5
94.230. 86.120 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
109. 253. 219. 208]I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 5
46. 19. 85. 224 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber nonitor  [5
46.120. 123. 93 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 85. 177 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
46. 19. 85. 220 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 79
80. 246. 136. 106 |l srael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 40
2.53.4.251 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 24
185. 32.179. 173 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 6
77.138.178.93 |France 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
46.19. 85. 48 I srael 147.237.77. 216 |dover.idf . il Distributed Unknown HTTP Request Met hod B ock 5
46. 19. 85. 48 | srael 147.237.77. 216 |dover. i df . i | DOstributed I11egal HITP \ersion Bl ock 5
46.19. 85. 48 I srael 147.237.77. 216 |dover. i df . il Ostributed Ml formed UR B ock 5
2.55.135. 88 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
109. 253. 140. 111|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 2
46.117.24.76 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
84.109. 0. 87 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 85. 48 I srael 147.237.77. 216 |dover. i df .i | Mil tiple Abnormal |y Long Request from 46.19. 85. 48 B ock 2
46.19.86.9 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
. . Unaut hori zed URL Access to
31.168. 157. 139 |l srael 147.237.72. 156 |anan. i df . i | v anan. i df . i 1/ consol ef cor e/ doc._myr / undef i ned B ock 2
84.109.118.87 [Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock
46.19. 86. 78 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock
77.139.42.238 |France 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
. . Unaut hori zed Met hod PCBT for
213. 151. 35. 212 |lsrael 147.237.72. 166 |aka. i df . i | wiw aka. i df .i 1/ i v har edi i gener al . aspx Bl ock 2
185.32.179. 97 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
85.64.29.95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock
37.46.39. 96 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ main/ B ock
] . . . Unaut hori zed URL Access to
207.46.13.120 |lhited Sates [147.237.0.34 |tikshuv.idf.il tikshuv. i o i |/ i 1/ gi yus/ i yus/ general . aspx B ock 1
82.80.193.240 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mvde None 1
- . D stributed Unaut hori zed Method for Known URL on
77.139.67.138 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
) ny- kosher - kravi . i df ) e
157. 55. 39. 152 Lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
- . Unaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
98.218.140.83 |Wited Sates |147.237.72.166|aka.idf.il Mil tiple Unauthorized Method for Known URL from 98.218. 140. 83 |B ock 1
84. 108. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
217.132.145.53 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type text/ ping B ock 1
80. 230. 220. 160 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed Met hod PCBT for
77.138.88.110 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ gi yus/ yahash/ sheel on. aspx B ock 1
. . Unaut hori zed Met hod CPTI ONS for
85.64.104.15 | srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
37.142.202.25 |Israel 147.237.72. 156 |anman. i df . i | Mil tipl e Untraceabl e SSL Sessions from 37.142. 202, 25 (Qpen Mde) [None 1
212.34.23.45  |Jordan 147.237.77. 176 |mat pash. i df . i | Il1egal HITP Version */* Bl ock 1
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
Russi an - . D stributed Unaut hori zed Method for Known URL on
77.239.224.35 e ot i on 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
172.241.151. 107|Uhited Sates  [147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. i df.il/favicon.ico B ock 1
98.218.140.83 |United Sates [147.237.72. 166 |aka. i df .i | Uhaut hor i zed Method PCST for ww aka. i df il /yohal an Bl ock 1
66.249. 64. 105 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 64. 105 B ock 1
. . D stributed Uhauthorized URL Access on
217.132.219.53 |[Israel 147.237.76.31 |nakchal .idf.il 147.237.76.31 si p_storagel {1 | es/ 8/ 1668. doc B ock 1
- . Unaut hori zed URL Access to
5.29.91. 209 I srael 147.237.77. 170 |n@aar achot . i df . i | naar achot i df i 1/ pof /111 es/ 3/ 113403, pf B ock 1
185. 120. 125. 1161 srael 147.237.76.42 |refuah.idf.il Paraneter Type \/1 ol _atl on ct | 00$Cont ent P acetbl der 1$t xt Last Nang i n B ock 1
wan refua. atal . idf.il/1518-he/ref uah. aspx
80. 246. 133. 155 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
. . Unaut hori zed URL Access to
109. 253. 141. 102|l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc B ock 1
. . D stributed Unauthori zed Method for Known URL on
77.138. 140. 81 Fance 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / mai 1/ gi yus/ yahash/ sheel on. aspx Bl ock 1
46.121.119.75 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in www aka.idf.il/main/giyus/ general .aspx |None 1
85. 65. 59. 213 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response (ode B ock 1
- - . Unaut hori zed Met hod PCBT for
84.94.223.204 |Israel 147.237.76.200|ei tan. aka.idf . il Vo ei tan. aka, i df . i |/ 1093- 7972- he ei t an. aspx None 1
37.142.202.25 [israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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