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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
134.191. 232. 72 I srael 147.237.77. 233 atal.idf.il JIMPurple Gon Linit Htp drop 96
134.191. 232. 72 | srael 147.237.77. 233 atal.idf.il JLM Purpl e Gon Limt_Tcp dr op 46
200. 55. 189. 172 Cuba 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sntzerl and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Sai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 12
5.9.85.4 Ger many 147.237.76. 86 navy.idf.il [CLO00074: HTTP: najestic bot Per nit 2
197.231.221. 211 Li beria 147.237.77.216 dover.idf.il [24910: HTTP. Python urllib User-Agent Header B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

87.70.25. 125 147.237. 72. 156 I 'srael anan. i df i ET SCAN NVAP -sA (2) 5
94.102. 48. 195 147.237.8.27 Net her | ands e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
84.111. 104. 253 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 88. 17 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147. 237. 76. 201 Net her | ands e.atal.id.il ET SCAN NVAP -sS wi ndow 1024 1
213.8.182. 169 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 12. 160. 1 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
106. 186. 20. 183 147.237.72. 156 Japan amen. i df i ET SCAN Potential SSH Scan 1
93.172. 196. 69 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
87. 69. 26. 218 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 80. 137. 50 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 54 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.146. 117 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 232. 252 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 208. 232 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
31.154.17.106 |[lIsrael 147.237.72. 166 |aka.i df . il drop SMrule drop 106
84.108.224.82 | srael 147.237.77. 233 atal i df. il Bad TCP sequence SN retransmt wth different nonitor |40
) ) ) ) o ) ) a w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
89.139.29.68  |Israel 147. 237. 76. 200 |ei tan. aka. i f .| 9 =g Invalid segnent retransmssion. |, 34
Ret ransm ssi on Packet dropped.
200. 55.189. 171 |Cuba 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
Sreaning Engine: TGP Invalid i i ssi
212.199.75.55 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 30
Ret ransmi ssi on Packet dropped.
Syrian Arab . . -
31.9.195. 50 Republ i ¢ 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
85. 65.209. 226 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 19
198. 90. 15. 66 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 16
176. 13. 14. 101 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
46. 19. 85. 170 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
200. 55. 189. 173 |Cuba 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46. 19. 85. 142 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |11
85. 65.209. 226 [l srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 10
213.57.55. 16 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
46. 19. 85. 142 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 244 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 170 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
37.26.146.242 |israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.
46.19. 85. 48 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert
31.154.25.42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 48 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.102  |israel 147.237.77. 226 | "} chamatz.aka.1df 1pad TGP sequence Inval i d ACK number monitor (8
45.74.1.194 Saudi Arabia  [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
176. 42. 136. 137 |Turkey 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 102 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 7
2.55.48. 19 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46. 19. 85. 102 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.55.48.19 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
46.19.85.102  |[israel 147.237.77. 226 ["'" chanatz. aka. 1df 1pad TOP sequence Invalid ACK nunber aert 7
46.19. 86. 241 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TGP Invalid i i ssi
2.53.174.141  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dropped.
46.19. 86. 86 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
o SWNretransnmit wth different .
79. 180. 29. 8 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal e noni t or 6
178.199. 147. 77 |Sntzerland 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 6
46.19. 86. 241 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 86. 86 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 244 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
84.229. 43. 94 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46. 19. 86. 86 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
109. 253. 208. 2321 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
37.142. 205. 188 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
91.135. 104. 252 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
131.123.61.9 Lhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 166 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
80.246.137.95 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
37.26.149.207 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
200. 55.189. 172 |Cuba 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.139.42.238 |France 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 135
37.26.146.242 |Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 37. 26. 146. 242 B ock 14
46.19. 86. 179 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 14
80. 246. 136. 131 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
96. 255. 50. 254  [Lhited Sates|147.237.72.166|aka. i df .i | Lhaut hori zed Method PCST for wwwy aka. i df . il/mai n/rabanut/ B ock 5
84.109.118.87 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 5
80. 246. 137. 175 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 86. 211 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.146.242 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.55.135. 88 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CQode B ock 3
109. 253. 208. 232/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
95. 35. 144. 236  [lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.191. 74 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CQode B ock 2
. - . Unaut hori zed URL Access to
37.26.146.242 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1678 B ock 2
141.0.14.165  |Europe 147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ati on search in Bock |1
wwv cogat . i df . i | /1035-ar/ cogat . aspx
. . Unaut hori zed Met hod PCBT for
77.139. 247. 181 |France 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ rmai n/ sachar / popups/ nar ki vsachar . aspx B ock 1
66.249. 64. 105 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df . i/ nobil e/ nai n/ sachar/ B ock 1
212.179.21.194 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . D stributed Lhaut hori zed URL Access on
37.142.228.13 |[Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Unknown Par arret er
109. 67.48.173 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP! acetol der $passwor dUpdat e$t xt Passwor  [None 1
dRepeat in waw aka.idf.il/nain/giyus/fag. aspx
84.108.224.82 |lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
2.53.174. 141 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
216. 244.66.236 |[Lhited Sates|147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitel/story. aspx B ock 1
] . D stributed Unaut hori zed Met hod for Known URL on
70.52.98. 118 Canada 147.237.72. 166 |aka. i df . i | v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
180. 76. 15. 148  |Chi na 147.237.0.19 |madimatal .idf.il Lhaut hori zed LRL Access to madimatal .idf.il/robots.txt B ock 1
. . D stributed Unaut hori zed URL Access on
46.19.86.241 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
77.139.247.181 |France 147.237.72. 166 |aka. i df . i | Wnknown Parameter VI EVBTATEENCRYPTED i n None 1
v aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1274- hel at al . aspx Bl ock 1
. . - Unaut hori zed URL Access to
212.199.75.55 |[Israel 147.237.76.200|ei tan. aka. i df .i | W ei tan. aka. i of i |/si p. st oragel fi | es/ 5/ 1555, | pg B ock 1
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
109. 67.233. 175 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwwidf.il/ https:/twtter.con B ock 1
216.244.66.236 |Lhited Sates|147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
70.52.98. 118 Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCST for waw aka. i df.il/mai n/ sachar/klali.aspx |B ock 1
. ] . Unaut hori zed Met hod PCST for
200. 79. 13. 211 Mexi co 147.237.72. 166 |aka. i df . i | ww aka. i df .i |/ nai n/ r abanut / gener al . aspx Bl ock 1
- . Unaut hori zed URL Access to
46.117.131.219 Jlisrael 147.237.77. 234 hal ag. i df . i | wiw | ogi stics. atal .idf.il/sip_storagelfiles/ U si 73380/ 153L | pg Bock |1
106. 184.21.70  |Japan 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
79.180. 29. 8 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
. . . Unaut hori zed URL Access to
66. 249. 66. 59 | srael 147.237.0.34  |ti kshuv.idf. il wn ti kshuv. i df.il/tenpl at es/ shared/ user cont rol s/ navnenu/ Bl ock !
213.8.182.169 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Whaut hori zed UR. Access on ww i df . i |/ hinush B ock
109. 253. 192. 228]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
46. 19. 85. 190 | srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method gn in URL B ock 1
wwnv, chamat z. aka. i |Distri i
89.138. 113. 171 |Israel 147.237.77.226| . Distributed thaut hori zed LR Access on Bock |1
df.il ww chanat z. aka. i df . i | /404. aspx
_ www. chamat z. aka. i _ S
207. 46. 13. 22 Lhited Sates|147. 237. 77. 226 df il Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
46.120.232.125 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
37.60. 46. 101 I srael 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to waw idf.il/aman B ock 1
108. 161.241. 20 |Uhited Sates|147.237.0.19 [madimatal .idf.il Uhaut hori zed LRL Access to nadimatal .idf.il/favicon.ico Bl ock 1
68.180. 229. 223 |lhited Sates|147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df.il/1153- he/ dover.aspx |B ock 1
213.8.182.169 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
93.172.203.2  |israel 147.237.72. 166 |aka. i df . i | thaut hor i zed Method HEAD f or Bl ock 1
wa aka. i df . i |/ mai n/ sachar/ hone. aspx
24.228.93. 47 Lhited Sates|147.237. 72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/orm B ock 1
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