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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
84.111. 118. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
5.102. 220. 105 | srael 147.237.72. 166 aka.idf.il B ack List drop 10
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
84.52.98. 134 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 186. 163. 3 G eece 147.237.72. 166 aka.idf.il B ack List dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147. 237. 72. 167 i shurimaka.idf.il[network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site

|S gnature Devi ce Action |Oount |

51.254.141.46 |France 147.237.77.216 |dover. i df.i |CL000074: HTTP. majestic bot Per nit 2
136. 243.152. 18 [Ger many 147.237.77.216 |dover. i df.i[[CL000074: HTTP. najestic bot Per mt 2
88.228.43.156  |Turkey 147.237.72.166 |aka.idf.il |Cl000016: HTTP. administrator in UR Per nirt 1
88.228.43.156  |Turkey 147.237.72.166 |aka.idf.il| |CL000018: HITP. access to adninistrator/index. php -> Quarantine Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |S’te |Signature |Count\
141. 226. 218. 45 [147.237.72. 167 |I srael ishurimaka.idf.i|l NDI CATOR- SCAN nyscan 2
141.226. 218. 45 |147.237.72. 167 I srael ishurimaka.idf.i[GPL SCAN nyscan 2
2.53.185. 205 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
199. 255. 20. 103 |147.237.0.35 |Lhited Sates akavs. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
87. 68. 60. 154 147.237.77. 216 |I srael dover.idf.il GPL SCAN superscan echo 1
185. 120. 125. 63 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
87. 68. 60. 154 147.237.77. 170 |I sr ael naarachot.idf.il |GPL SCAN superscan echo 1
82.81.51. 131 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 219. 141|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 178. 187. 105 |[147.237.77. 216 |l srael dover . i df .i | portscan: TCP O stri buted Portscan 1
109. 65. 12. 218  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.239.25 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
94.102.48.195 |147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 90. 96. 197 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 [147.237.77. 170 |krai ne naarachot.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
40.121.139.43 [147.237.76. 198 |Lhited Sates e.yoha an.idf.il [ET SCAN NVAP -sS w ndow 1024 1
87. 68. 60. 154 147.237. 77. 234 |I srael hal ag.i df .il GPL SCAN superscan echo 1
37.142.202. 3 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 1
87. 68. 60. 154 147.237.77. 227 [I srael e.hanaz.idf.il |GPL SCAN superscan echo 1
188. 161. 35. 211 |147. 237.77. 176 chis;ii;ijan Territory, | atpashidf.il |ET SCAN NVAP - sA (2) 1
87. 68. 60. 154 147.237. 77. 205 I srael prisha.idf.il @GPL SCAN super scan echo 1
167.0.168.182 [147.237.77. 212 |Col onbi a e. dover.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
84.108. 164. 63  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
82.80.133. 19 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67.171. 66  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178.92.117  |147.237.77. 216l srael dover.idf il portscan: TCP DO stributed Portscan 1
109. 64. 44. 46 147.237.77. 216 |I srael dover . i df .i | portscan: TCP DO stri buted Portscan 1
79.138.134.26  [147.237.77. 216 |Sweden dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 [147.237.77. 170 |krai ne nearachot.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 86. 146 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87. 68. 60. 154 147.237.77. 235 |I srael sviva idf.il GPL SCAN superscan echo 1
37.142.202. 3 147.237.77. 216 |I srael dover.idf il portscan: TCP DO stributed Portscan 1
87.68.60.154  |147.237.77.233|Israel atal .idf.il GPL SCAN super scan echo 1




09-13-2016-15:04:08 to 09-13-2016-16:04:08

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
197.28.169.38 |Tunisia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 304
46. 19. 86. 144 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
212.235.98. 139 |[Israel 147.237. 72. 156 |anan. i df .il dr op First packet isn't SYN drop 27
188. 73. 254. 198 |G eece 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 26
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
46. 19. 85. 209 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |21
46. 19. 86. 61 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 19
212.150.128. 10 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 19
109. 253. 223. 62 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr;”;”gt wthdfferent | oonitor |17
217.132. 131. 182|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂdﬁrsin;nlt wthdifferent — oonitor |16
46. 19. 85. 209 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 16
46. 213. 148. 155 Zsuglniﬁ(ab 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber nonitor |12
46. 213. 148. 155 z:)h‘;‘ri?ab 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvalid ACK nunber aert 12
46. 19. 86. 184 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber moni tor |10
109. 253. 223. 62 |l srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 246 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
85.229.127.94  |Sneden 147. 237. 77. 216 |dover . i of . i Streamng Engi ne: TCP Inval id |invalid segnent retransmssion. |y 8
Ret r ansn ssi on Packet dropped.
87. 69. 36. 127 I srael 147. 237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |8
197.28.169.38 [Tunisia 147. 237. 77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |8
46.19. 85. 17 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |7
96. 224. 5. 36 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 7
109. 253. 142. 55 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
176. 13. 244. 126 | srael 147.237. 77. 243 |robi | e. i of . | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 209 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nurber aert
185.127.10.35 |Israel 147.237.77. 216 |dover.idf.il drop SAMrule drop
46.19.85.178  |[israel 147. 237, 77. 226 | chamat z. aka 1l 1oy 10p gequence Invalid ACK nunber aert 6

. ) SYNtAXK retransmt with )
87.69. 36. 127 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 6

waw: chanat z. aka. i df

46. 19. 85. 229 | srael 147.237.77. 226 N Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 17 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert
178.199. 147. 77 |Sntzerland 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop

46. 19. 86. 202 I srael 147.237.77. 234 |nal ag.idf. il Bad TCP sequence Invalid ACK nunber noni t or

109. 253. 223.62 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S et ranem! wWehdifferent ) ert 5
93.173.19. 17 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Timeout [nonitor |5
2.54.97.123 I srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST monitor |5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
205. 197. 242. 157|Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
46.19. 86. 184 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 4
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
77.124.29. 215 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 202 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d ACK nunber aert 4
2.55. 49, 217 I srael 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |3
194.177.16.3 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST mnitor |3
141. 226. 218. 45 |l srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
77.138.147.13 |Fance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
46. 19. 85. 200 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
176.13. 251. 131 |lIsrael 147.237.72. 156 |aman. i df .i 1 SYN At tack SYN -> SYN-ACK -> RST moni tor |3
141. 226. 218. 45 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber moni tor |3
46. 19. 85. 200 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
2.53.166. 17 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 22
2.55. 44,143 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 22
46.121.40.183 |[lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 6
46. 19. 86. 202 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
176. 13. 244. 126 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 6
94.188. 162. 199 |l srael 147.237.77. 170 |maar achot . i df . i | Distributed Unhaut horized HTTP Met hod Bl ock 5
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Uhauthorized URL Access from 66. 249. 64. 105 B ock 4
46.19. 85. 63 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
5.22.134.98 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/ guyus B ock 2
137.54.125. 247 |wited Sates [147.237.72.166|aka.idf.i | Uhaut hori zed LRL Access to ww aka.idf.il/gius B ock 2
46.116.42.103 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
80.246.137.37 |lsrael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut horized URL Access from 80. 246. 137. 37 B ock 2
79.177.53.102 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
wWwv. chamat z. aka. i d |Distri i
46.19. 86. 26 I srael 147.237.77. 226, . Distributed Lhauthorized URL Access on B ock 2
f.oil wwn chanat z. aka. i df . i | /404. aspx
] ] . Unaut hori zed URL Access to
80.246.137. 37 | sr ael 147.237.77.243|nobi | €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bl ock 2
37.26.149.141 |[israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
94.188. 162. 199 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unaut hori zed URL Access from 94. 188. 162. 199 B ock
. . . Unhaut hori zed URL Access to
77.126.25.123 |[Israel 147.237.77.243|mobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 2
. . DO stributed Unaut hori zed URL Access on
217.132.131. 182l srael 147.237.76. 42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
www. chanat z. aka. i d i i
80. 246. 133. 234 |Israel 147.237.77. 226, . Distributed Lhauthori zed UL Access on Bl ock 1
f.il waw chamat z. aka. i df . i | /404. aspx
66.249.65.182 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
192.114.1.155 |[lIsrael 147.237.77. 170 |maar achot . i df . i | naar achot | df i 1/ pdf /£ 1 es/ Of 113440, pf B ock 1
. . D stributed Lhauthori zed URL Access on
85.93.91. 84 Ger many 147.237.77.233|atal .idf.il 147 237 77,233/ r obot 5. t xt Bl ock 1
46.19. 85. 61 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Mal for med URL Bl ock 1
2.53.3.24 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212. 179 159. 2531 srael 147.237.72. 166 |aka. i df .i | Unknown _Par a_lmat er ct|00%ct | 00$_cphMa| n$cphSachar $ct| 37 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
77.138.190.78 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico Bl ock 1
. . Ml ti pl e Whaut hori zed Method for Known URL from
188. 73. 254. 198 |G eece 147.237.72. 166 |aka. i df . i | 188. 73. 254. 198 B ock 1
] ; ; D stributed Unaut hori zed Method for Known URL on
66. 102. 9. 2 Lhited Sates |147.237.72.166|aka.idf.il wiw aka, i df . i | / mai 1/ hone/ def aul t . aspx Bl ock 1
46.19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
W, ch z.aka.i i stri i
109. 253. 207. 75 |Israel 147. 237, 77. 226 | "W Chanat 2. aka d oistributed thaut hori zed URL Access on B ock 1
f.il v chamat z. aka. i df . i | /404. aspx
. . Uhaut hori zed URL Access to
5.22.134.207 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock !
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1411- he/ at al . aspx B ock 1
. . Unaut hori zed Met hod PCST for
192. 198. 151. 44 |Eur ope 147.237.72. 166 |aka. i df . i | v aka i o i 1/l ui it enpl at es/ hone. asp B ock 1
ny-kosher-kravi . idf.i|s3 utraceabl e Gnnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.0. 16 | (SSL_CONN CLI ENT_HELLO) None 1
46.19. 85. 61 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Unknown HTTP Request Method 5g25 in URL B ock 1
. . Uhaut hori zed URL Access to
217.132.24.14 |Israel 147.237.77.216|dover. i df . il Wi i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 1
188. 73. 254. 198 |G eece 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka.idf.il/nain/ kapat z/ B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 64.9 Bl ock 1
. . DO stributed Unaut hori zed URL Access on
109. 253. 223. 62 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
74.91. 23. 166 Whited Sates |147.237.72.167]i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
193.186.163.3 |G eece 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/ sachar B ock 1
. . S3. Uhtraceabl e Gnnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.76.86 [navy.idf.il (SSL_OONN LI ENT HELLO) None 1
. . . Unaut hori zed Met hod PCST for
46.133. 252. 195 |Wraine 147.237.72. 166 |aka. i df . i | v aka i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
2.53.184. 163 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
217.132.44.28 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 217.132. 44.28 |H ock 1
79.178.208. 186 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
66. 249. 64. 45 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi i yoman/ yonan. asp B ock 1
188. 250. 203. 213|Port ugal 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/ishuriminain Bl ock 1
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