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|Top Attackers | n DDoS- Def ence |

Attacker Attacker

Target

Signature

Address Country Address

82. 80. 128. 20 I srael 147. 237.77. 216 dover.idf.il :;]; handshake viol ation, first packet mot |, 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
197. 28. 169. 38 Tuni si a 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
195. 113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
220. 189. 255. 9 Chi na 147.237.0. 33 idf.il JLMPurple Gon Linit_Tcp drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
115. 23. 1. 194 Korea, Republic of 147.237.0. 17 Im”’" kosher-kravi i df.1 |y \1 by oie con Limit Tep drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
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Attacker Address |Target Addr ess |Attacker Qountry|Ste

|Signature

79.177.227.200 |147.237.72.166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 6
197.28.169.38 |147.237.77.216|Tunisia dover.idf.il portscan: TCP Distributed Portscan 2
2.53.145.178 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 80. 155. 255 |147.237.77.74 |Wited Sates lawidf.il ET PQLICY Incomng Basic Auth Base64 HTTP Password 1
det ect ed unencrypt ed
185. 32, 179. 239 |147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
109. 60. 153. 178 |147. 237. 77. 226 23::;'}0'1 ww chanat z. aka. i df .| [ET SCAN Potential VNC Scan 5900- 5920 1
93. 174. 93. 50 147.237. 77. 216 |Net her | ands dover.idf .il ET SCAN Potential SSH Scan 1
93. 174. 93. 50 147.237.76. 34 |Net her| ands yohal an. i df . il ET SCAN Potential SSH Scan 1
80. 246. 137. 136 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
52.166.249. 197 |147.237.76. 196 |Wnited Sates e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
45.79.71.122 147.237.77. 226 |Lhited Sates win chanat z. aka. i df . i | [WWEB- M SC Chunked- Encodi ng transfer attenpt 1
212.179. 159. 253|147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
115.23.1.194  |147.237.77.216 g?rea, RepUDI T C | over i i1 ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.93. 50 147.237. 76. 177 [Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
93.174.93.50 147.237.8.46  [Netherl ands e. chi nuch. i df .il ET SCAN Potential SSH Scan 1
46. 19. 85. 94 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
217.132. 136. 218|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5302
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack monitor |78
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 71
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 55
o o Streaming Engi ne: TGP SYN Data recei ved bef ore SYN AXK was
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il L. .. acknow edged. Sripping all packet drop 40
Mdi fied Retransmi ssion data
77.124.61.79 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
179. 18. 36. 45 Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
197. 28. 169. 38 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 31
212.179.21.194 |lsrael 147.237. 77. 227 |e. hanaz. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 29
83.130. 255. 250 |I srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁﬁsg rea”s"“ wehdifferent — Joonitor |27
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |25
197.28.169.38 [Tunisia 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |25
83. 130. 255. 250 |[Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
197.28.169.38 [Tunisia 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 23
79.178. 167. 145 |l srael 147.237.77. 243 |nti 1 e i1 | €AMNg Engine: TCP Invalid segnent retransmssion. Packet | 18
Inval i d Retransm ssi on dr opped.
197.28.169.38 [Tunisia 147. 237. 77. 216 |dover i f . i Bad TCP sequence mﬁsg reansmt wehdifferent — Joonitor |15
217.132.31.20 | srael 147.237.77. 243 |t 1 e i1 | €AMNg Engine: TCP Invalid segnent retransmssion. Packet | 15
Inval i d Retransm ssi on dr opped.
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46.19. 85. 92 I'srael 147.237.76.31 |nakehal icr. i1 || AMNg Engine: TGP Invalid segnent retransmssion. Packet | 13
Inval i d Retransnissi on dr opped.
46. 19. 85. 98 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |12
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 11
176. 13.17. 120 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46. 19. 85. 98 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 10
46.19. 85. 215 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 10
46.19. 85. 215 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |9
46.19.86.125 |israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence ?C(; ge”ansm't with different wndow |, oy 9
46. 19. 85. 92 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |9
217.214.151.75 |Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 98 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber monitor |9
176.13.231.45 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
77.138.52.97 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
81.218.101.2 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
46.19.86.125  [Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence i’; ;etra”sm't wth different window | oo s
46.19. 85. 127 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
109. 226.40. 40 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
87.71.43.172 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 7
141. 226. 218. 24 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
62.219.147.18 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
176.13.22. 148 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.53.35.146 I'srael 147. 237. 77. 216 |dover.i df . i Bad TCP sequence mﬁsg rea”smt wehdifferent — Jopnitor |7
185.112.188.99 |lrag 147.237.76. 177 [ncore.idf.il dr op First packet isn't SYN drop 6
2.53.188. 79 I'srael 147 237.72. 167 | shurimaka i of i | | SAM NG Engi ne: TCP Invalid segnent retransmssion. Packet | 6
Inval i d Retransni ssion dr opped.
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
117. 66. 188. 224 |Chi na 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SWN drop 6
2.53.186.84 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |6
Pal esti ni an
82. 205. 70. 85 Territory, 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Qccupi ed
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 187 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 72
212.179.21.194 |Israel 147.237.77. 226 ¥W\IM|/ chamat z. aka. i d Ml tiple Uhauthorized URL Access from212.179.21. 194 B ock 52
2.53.166. 17 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 41
2.53.162. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 36
79.176.104. 144 [israel 147.237.76.31 |nakchal .idf.il Ml ti pl e Uhaut horized URL Access from 79. 176. 104. 144 B ock 17
79.176. 104. 144 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 16
27.154.34.210 |[China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed URL Access from 27.154. 34. 210 B ock 15
46. 19. 86. 237 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 11
176. 13. 247. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 8
109. 253. 203. 171|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.19. 85. 251 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
27.154.34.210 [China 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 5
2.55.22.205 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 5
217.132.31.20 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
212.143. 120. 106l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 3
192.115.90.26 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
192. 116. 127. 66 |Israel 147.237.77.74 |lawidf.il :Dﬁr mf’;w?gfe_ I\f/oz'l;' o F'::ﬂg?:&"er 19uckeader Sear ch$txt Search gy 2
2.53.3.156 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
66.249. 64. 105 | srael 147.237.72. 166 |aka. i df . i | m“;grii ;??Iﬁnbff‘éf;; ;/Ogi s/ gereral . s Bl ock 2
89. 139. 105. 2 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.162.190 | srael 147.237.0.19 |nadimatal .idf.il mf‘nnf;te; .Tiyd‘fi\l”/?:mﬁ: o g;i' r(]J-Oa;SSSC;(nt ent A acetbl der 18txt Gpteha in gy oy 2
46.19. 86. 227 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

2.53. 165. 150 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None
84.108.193.30 |Israel 147.237.77. 226 }'W\:Al/ chamat z. aka. i d m;}gxg :"kzuf z?r ii lzf‘iofas/:;cess on Bl ock 1
68.180.229.41 |lhited Sates |147.237.77.226 ¥W\:A|I chamat z. aka. i d Uhaut hori zed URL Access to waww chamat z. aka. i df . i |/404. aspx B ock 1
109. 67.63.192 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
2.55.33.4 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock
79.177.222.92 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ sachar/ B ock 1
176.110.62.15 |Lkraine 147.237.72. 166 |aka. i df . i | m;:(z‘fjﬁ iﬁ’}arf;wrioﬁj’ d';f;tff;g;xmo‘m R on Bl ock 1
85. 64. 145. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
77.138.218.189 |France 147. 237.72. 166 |aka. i df . i | mu;k?rigidl /“f;rﬁiaﬁ kflzz s B ock 1
217.132.44.28 |israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 217.132.44.28 [B ock 1
207. 46. 13. 57 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka. i df.i | Unaut hori zed Method PCST for aka.idf.il/mai n/home/ default.aspx  |B ock 1
2.53. 3. 156 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
79.178. 167. 145 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
212.179. 132. 204|I srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f’tzggr'?fgsﬁmpggj;h;oe ¥ bul | et 1. i Bl ock 1
66.249.64.134 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 134 B ock 1
179. 18. 36. 45 Col onbi a 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87. 68. 44. 232 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mode None 1
2.54.96.21 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.143.91.166 |[lIsrael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.240. 236. 119 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
152. 62. 109. 208 |Eur ope 147.237.72. 166 |aka. i df . i | m”;:giijﬁ‘? I'\f;irl“zj? mp?i;p{ ot e/ hone. asp B ock 1
80. 246. 133. 186 |l srael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 1
213.57.105. 224 | srael 147.237.72. 166 |aka. i df . i | m“;kh;ri id?_eidl /'\f;f:/)‘;i mgnﬂr o aspx B ock 1
66.249.64. 134 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ninain/giyus/general .aspx |B ock 1
46.19. 86. 125 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset. css  |B ock 1
180. 76. 15. 22 Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/shared/ clientscripts/{1} [B ock 1
2.55.19. 57 I srael 147.237.76.31 |nakchal .idf.il ﬂ?f’;g?f;éfgjgpfgfgfjgéﬁi s/ 8/ 1668, doc Bl ock 1
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