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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
46.19. 85. 169 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
62.0.98.177 | srael 147.237. 72. 166 aka.idf.il B ack List drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.117.226. 180 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153. 90. 1. 35 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
87.68. 59. 94 | srael 147.237. 72. 166 aka.idf.il B ack List drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
10.0.0.1 147.237.72. 167 i shurimaka.idf.il|B ack List drop 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 3
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
87.242.74. 253 147. 237. 76. 198 Russi an Federation e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.231. 145. 118 147.237.76. 86 Bul gari a navy.idf.il Xenu Link Seuth Wser Agent 1
87.242.74. 253 147. 237. 76. 148 Russi an Federation ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
213.231. 145. 118 147.237.72. 156 Bul gari a anan. i of . i | Xenu Link Seuth User Agent 1
79.179. 5. 36 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
213. 231. 145. 118 147.237.0. 15 Bul gari a kosher -kravi .idf.il Xenu Link Seuth User Agent 1
46.120. 68. 117 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 255. 20. 103 147.237.77. 234 Lhited Sates hal ag.i df .il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85.9 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
194. 90. 181. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 147. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
147.234.241. 1 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29. 253. 56 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 126. 141 147.237.77. 216 I srael dover.idf.il portscan: TP Distributed Portscan 1
2.53.24.55 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
93. 158. 203. 147 147.237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.231. 145. 118 147.237.77. 74 Bul garia lawidf.il Xenu Link Seuth Wser Agent 1
87.242.74. 253 147.237.76. 177 Russi an Federati on ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.231. 145. 118 147.237.72. 166 Bul gari a aka idf.il Xenu Link Seuth User Agent 1
81.218. 118. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
213. 231. 145. 118 147.237.0. 34 Bul gari a tikshuv.idf.il Xenu Link Seuth User Agent 1
77.125. 3. 206 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
212.143. 40. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 26 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 255. 20. 103 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.46.41. 116 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
176. 13. 251. 130 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.72. 167 Net her | ands i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 120. 117 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.37.128 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237. 8. 45 Net her | ands e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1




09-13-2016-13:04:04 to 09-13-2016-14:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 52
145. 221. 193. 38 [Net her| ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
37.142.11. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 35
193. 43. 246. 250 |l srael 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SYN drop 31
62. 0. 227. 57 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
46. 19. 85. 157 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 28
188. 120. 154. 86 |l srael 147, 237.76. 200 |ei tan aka idr i1 |2 €M ng Ery ne: TP Invalid invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dropped.
62.0.212. 169 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 27
46. 19. 85. 157 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 25
2.55.137. 101 I srael 147. 237. 77. 216 |dover.i df . i1 drop First packet isn't SWN drop 22
82.145.221.88 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
62.0.230.1 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 15
37.26.146.135 |l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence Vmﬁsfsrc:reansm wthdifferent \oonitor |14
176. 13. 23. 142 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 13
46. 19. 85. 48 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
62.0.197.85 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 11
141. 8. 183. 16 :32::3 on 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nvalid ACK nunber noni t or 9
46. 19. 85. 48 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 9
62. 0. 200. 228 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 8
46.19. 85. 19 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
62.0.222. 129 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 7
62.0.247.1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 7
62.0.227.57 I srael 147.237.76. 31 |nakchal .idf.il drop First packet isn't SWN drop 7
46.19. 86.25 I'srael 147. 237. 76. 147 |chi nuch. aka. i of .1 {Bad TCP sequence mﬁﬁsggansm wth different |onitor o
80. 246. 136. 228 |Israel 147. 237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 197. 113|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
213.8.182.193 [ srael 147.237.72. 166 |aka i df i Bad TCP sequence mﬁszzj;a”smt wth different |onitor |6
176.13.14.14  |Israel 147.237.77. 203 |rwbi e i i1 | SAM NG Enginer TP Invalid - fimvalid segnent retramsmssion. |, o) 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 228 [l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid sequence nunber noni t or 6
109. 253. 197. 113|lI srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
109. 253. 197. 113|I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
80. 246. 136. 228 |l srael 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti nmeout alert 6
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
62.0.222.129 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
176.13.20.53  |israel 147.237.77. 243 |rwbi e i i1 |1 S8 NG Enginer TP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 228 |lIsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
109. 253. 197. 113l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 6
212.179.21.194 |[Israel 147. 237. 77. 227 |e. hanaz. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
80. 246. 136. 228 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 6
109. 253. 197. 113I srael 147.237.76.42 |refush.icf.il  [Bad TCP sequence mﬁsg reansm't wth different |onitor o
130. 193.51. 3 :ZZ:::}O“ 147.237.76.200|eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
213.8.204.73 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or
46.19. 85. 18 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
130. 193. 50. 33 :Zj:ﬂon 147.237.77. 74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
2.55.174. 56 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout aert 4
2.55.174.56 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 19. 86. 104 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
37.46.38.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 237 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 122
79.177.53.102 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 87
2.53. 48. 160 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 26
80. 246. 139. 196 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 20
212.179.21.194 |Israel 147.237.77. 226 :‘M\:AII chanat z. aka.id m”f:ﬂg;;tzgdag‘l ooess ;(T’pl at es/ honepage! Bl ock 15
185.32.179.55 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Qode B ock 11
176.13. 14. 14 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 9
212.179.21.194 |Israel 147.237.77. 226 },W\:AII chamat z. aka. i d Mul tiple Whauthorized URL Access from212.179. 21. 194 Bl ock 8
188. 120. 154. 86 |l srael 147.237.76. 200 |ei tan. aka. i df . i | mugr f;'nzzsaﬁf .AiCIC/ets:n:)Ioat s/ homepagel homepage. aspx B ock 8
46.117.158.75 |Israel 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod B ock 8
2.55.28.78 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 6
176.13.227.36 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
2.53. 45, 102 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 5
46. 19. 86. 194 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 3
185. 32.179. 159 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 49 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.55.182. 19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 3
5.102.195.183 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 72 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
77.138.148.106 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method POST for waw aka. i df.il/ishurim B ock 2
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 192.116. 232. 69 Bl ock 2
Unknown HTTP Request Met hod
46. 19. 85. 69 | srael 147.237.76.42 |refuah.idf.il tScripts/ Jquery/ j query. nyroMbdal -1.6.2.js in LRL B ock 1
ww refua atal .idf.ilhttp/1.1
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.il/inages/ 1. he/ bottontap. gif |B ock 1
157.55.39. 202 |Uited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka.idf.il/. .. Bl ock
68.180.228.171 |United Sates |147.237.77. 176 |nat pash. i df . i | mazgzmﬁe v /Olgééf’ﬁefgggynaisgx Bock |1
46. 19. 86. 104 | sr ael 147.237.76.31 |nakchal .idf.il Mal f or med LRL B ock 1
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Mal formed URL get B ock 1
2.55.20.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
92.162.228.170 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/rights/asp/info.asp |B ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover.idf.il Ml tipl e Unhaut hori zed URL Access from 194. 114. 146. 227 Bl ock 1
37.26.149.160 |israel 147.237.72. 166 |aka. i df . i | m“;f:: ' dﬁjl /'”ﬁ;hnc;‘zi ?zg ;\tsh;;rl cati onservi ce. asm! get aut huser | 9K 1
46. 19. 86. 104 | srael 147.237.76.31 |nakchal .idf.il Mil tiple Malformed URL from46.19. 86. 104 B ock 1
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Mil tiple Abnornal |y Long Request from 46. 19. 85. 69 B ock 1
109. 253. 193. 35 |l srael 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
212.25.84.200 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter x in ww aka.idf.il/nain/sachar/payslips.aspx |None 1
40.77.167. 23 Wited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. txt B ock 1
77.138.148. 106 [France 147.237.77. 216 [dover . i df . i | \Aux:x?\zuit gfo .riI IZ/etdenL:JT_ atpecsclesshsarte(z!/ user cont r ol s/ navnenu/ undef i ned Bl ock !
217.132.44.28 |israel 147.237.72. 166 |aka. i df . i | m“;?:rii di‘_e?I mih:/dgiﬁ% o ki oSk, asix Bl ock 1
46.19. 86. 104 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 86. 104 B ock 1
46. 19. 85. 69 | srael 147.237.76.42 |refuah.idf.il Mitiple Illegal HITP Version from46. 19. 85. 69 B ock 1
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka.idf.il/iturinfasp/wars.asp |B ock 1
136. 243.35.38  |Ger nany 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i/ newsite/ english/ main. asp B ock 1
52.16.137.212 |[Ireland 147.237.72.167[i shuri maka. i df . i | Unaut hori zed URL Access to / Bl ock 1
212.76.110.224 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mai n/snal i ndundefi ned B ock 1
46.19. 86. 104 I srael 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request request version B ock 1
178.199.147. 77 |Swtzerland  |147.237.72.166|aka. i df .i | a::;:(:.“it;q illhla:a:ihn(jrhioznic; dhe,?;:??.;;);)(mom UL on Bl ock 1
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request request version B ock 1
2.53.48.0 I srael 147.237.72. 166 |aka. i df . i | \Twa’r;: w@?f/ﬂﬁ/!aghi'ﬁlgi'graﬂom yardlvegi ster . aspx None 1
46.19. 86. 104 I srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Met hod 855- MLO-D1. xni in URL B ock 1
46.19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Mil tiple Malformed LRL from 46. 19. 85. 69 B ock 1
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