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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.53.55. 4 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
109. 66. 56. 39 | srael 147.237.76. 34 yohal an.idf.il B ack List drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network fl ood drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network fl ood drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il net work fl ood drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network fl ood drop 1
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network fl ood drop 1
130. 194. 252. 8 Australia 147.237.72. 167 i shuri maka.idf.il|network flood drop 1
81.218. 208. 46 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network fl ood drop 1
128.223. 8. 113 Lhited Sates 147.237.72. 217 eidf.il network flood drop 1
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network fl ood drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network fl ood drop 1
81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network fl ood drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network fl ood drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 8
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In ID|

Attacker Address ‘Target Addr ess Attacker Qountry Signature
84.93.84. 77 147.237.77. 74 Uni ted Ki ngdom lawidf.il [Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
62.0.237.1 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 35
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
62.0.206. 1 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 13
46.19.86.102  |Israel 147.237.76.86 |navy.idf.il Streanmng Engine: TP Invalid fimdlid segrent retransmssion | 13
Ret ransnm ssi on Packet dropped.
46.19.85.241 |Israel 147, 237, 72. 167 i shurimaka. i o1 || S NG Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 85. 90 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 86. 64 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
212.150. 128. 10 |l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 9
46. 19. 85. 90 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
196. 138. 243. 65 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19.86.209 |lsrael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
87.68.32.217 |lIsrael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |6
188. 135. 47. 155 [Oman 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.134 |lsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.134 |lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor (6
46.19.86.241  |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
62.0.211.1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
62.90.99. 122 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
46.19.85.134  |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
2.53.9.38 I'sr ael 147.237. 77, 243 |moti 1 e o1 |27 €@MNG Engine: TQP Invalid finvalid segnent retransnission dr op 6
Ret r ansni ssi on Packet dropped.
46.19.86.209 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert
46.19.85.134 |lsrael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 166 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
87.68.32.217 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence wﬁtr\?;;s;;?c;gth mnitor |5
62.0.209. 1 | srael 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 5
31.168. 123. 132 |l srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SWN drop 5
46. 19. 85.187 [l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 62 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
31. 25. 78. 202 ?Cf;iigéa” Territory.ly 47, 237.77. 216 [dover. i df i drop Frst packet isn't SN drop 4
87.71.43.172 | srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop
207. 232. 54. 210 |l srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
31.168.125.66 |Isradl 147, 237, 76. 200 |eitan aka i o i1 | S@M NG Engine: TCP Invalid limvalid segnent retransnission. |y 4
Ret ransnm ssi on Packet dropped.
91. 195. 162. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 64 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
79.181. 250. 64 |Israel 147, 237.76. 200 [ei tan aka i o i1 || SAM NG Engine: TP Invalid finvalid segnent retransmssion. | 4
Ret ransn ssi on Packet dropped.
62.0.227.57 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 4
212.179. 21. 194 |l srael 147.237.77. 227 le.hamaz.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 86. 62 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 4
109. 253. 135. 81 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 4
2.53.9.252 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 4
5.29.12.19 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
109. 253. 193. 92 |1 srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
178.241.218. 3 |[Turkey 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
2.53.133.244 |[Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 13. 2. 122 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
176.13.231. 45 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence wﬁtrs\:;ﬁ?c;gth moni tor |3
2.53.134. 170 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop
46. 19. 86. 40 I srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
192.169.7.223 |tited Sates 147.237.76.201|e.atal.idf.il  |Geo-l ocation enfor cenent gﬁ?olggi'n?n i nbound drop 3
2.53.134.170 |lsrael 147.237.72. 167 |ishurimaka. i df .i [SYN Al t ack SYN -> SYN-ACK -> Ti neout roni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46. 19. 85. 63 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 44
46. 19. 85. 209 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 40
176.13.227.36 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
37.26.146.212 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 36
79.177.53.102 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
109. 253. 215. 255|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 9
82.81.194.168 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTITP Met hod B ock 9
46. 120. 155. 246 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
82.81.194.168 |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 82.81.194. 168 Bl ock 6
212.150.128.10 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 212. 150. 128. 10 (B ock 5
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 3
77.139.66. 76 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/ishuriniexanpcert/ |B ock 3
109. 253. 140. 230|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unhaut horized LRL Access from 194. 90. 128. 185 B ock 3
95. 35. 144. 236 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
82.81.194.168 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal .idf.il/sip storage/files/2/ |8 ock 3
62.90. 5. 212 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock 2
2.53.58.8 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
66. 249. 66. 177 |l srael 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wawidf.il/arr B ock 2
217.194. 197. 141 [ srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 2
46.19.85.166 | srael 147. 237.77. 216 |dover . i df . i | mﬂt;"r‘ iﬁf‘:ﬁpﬁ :SC/CtZT;)I ;feco rtrol & gereri o Bl ock 2
2.55.52. 16 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 200. 213I srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:?réfsz , t:egpﬁf;tzm e/l st chi | ddocurent &/ 1362 B ock 2
109. 253. 128. 171/l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter do in wwu aka.idf.il/main/giyus/general.aspx [None 1
66.102. 9. 24 Lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed Method PCST for aka.idf.il/nai n/hone/ default.aspx  |B ock

46. 116. 54. 34 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response CGode Bl ock
212.179.21.194 |Israel 147. 237.77. 226 }’W\:AI' chanat z. aka.id m“f:ﬂz;;tzzedataﬂ'l 1ocese ;r?pl t o5/ homepage! Bl ock 1
87.70. 38. 217 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
81.218.251. 251 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed LR Access to ww i df.il/aman B ock 1
176.13.18.190 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 128. 171 ]I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter ca in ww aka. i df.il/mai n/ gi yus/ general . aspx None 1
208.80. 155. 255 [Lhited Sates |147.237.72.166|aka. i df.il mu;kgo;iﬁzl‘ﬁ/':gthﬁe‘:siﬁ;%;fault.asp Bl ock 1
84.106.141.18 |Netherlands |147.237.72. 166 |aka. i df .| chaut horl zed Mt fod PCBT for s Bock |1
2.53.9.38 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
141. 226. 218. 122|l sr ael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
80.74.103.32  |Israel 147.237. 72. 166 |aka. i df . i | el i?'tageg’?ingag:g;/eéoibgcﬁi’ [ kepatzl[resiol2 Bock |1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ti znoret/gal | ery/ B ock 1
109. 253. 128. 171 ]I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter doc in v aka.idf.il/main/giyus/ general .aspx |None
46.117.158.75 |[lIsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
212.235.98.139 |israel 147.237.72.166 |aka. i df . i | m”i’:i?.r f‘rf;;rnlgi\fhyngiwm in None 1
87.203.111.73 |G eece 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
82.80.193.240 |[lIsrael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: Cpen Mde None 1
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/images/ 1. he/ sear chback. png |Bl ock 1
77.139. 183. 254 |France 147.237.72. 156 [anan. i df . i | Distributed Whauthori zed URL Access on v anan. i df . il/favi con.ico|B ock 1
120.27.35.11 Chi na 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
109. 253. 128. 171 ]I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat in ww aka.idf.il/nain/giyus/general.aspx |None 1
62. 90. 35. 162 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 63 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex Bl ock 1
84.109.19.126 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
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