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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
86. 107. 52. 39 Rormani a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
168. 235. 197. 242 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 6
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
205. 250. 193. 195 Canada 147.237.77.179 e.nazi.idf.il JLM Purple Gon Linmit_Tcp drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
212.116. 188. 141 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 64. 186. 91 | srael 147.237. 8. 46 e.chinuch.idf.il |Back List drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
51.255. 51. 250 France 147.237.77.234 |halag.idf.il C1000074: HTTP: naj estic bot Pernit 53
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 36
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 12
51.255. 51. 250 France 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 10
51. 255. 51. 250 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 8
51. 255. 51. 250 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 5
51.255. 51. 250 France 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot Pernit 4
51. 255. 51. 250 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 4
51. 255. 51. 250 France 147.237.0. 34 tikshuv.idf.il |Cl000074: HTTP. najestic bot Per it 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Ste \Signature

79.182. 20. 121 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 2
185.110. 132. 201  [147.237.76.201 [lkraine e.atal.idf.il ET SCAN Potential SSH Scan 1
79.181. 205. 10 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185.110. 132. 201  |147. 237. 76. 38 Wkrai ne e.eneitav.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.77.226 |lnited Sates win charrat z. aka. i df . i | ET SCAN Potential SSH Scan 1
185. 110. 132. 201  [147.237.8.45 Wkr ai ne e.eitanidf.il ET SCAN Potential SSH Scan 1
46. 227. 67. 158 147.237.77.235 |Sweden sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
172.245.173. 142 [147.237.0. 19 Wited Sates nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 109 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
93. 158. 203. 147 147.237.76.199  |Netherl ands e. nakchal . i df .il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 93 147.237.77.216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
89. 249. 220. 50 147.237.77.216 |Lebanon dover.idf.il portscan: TCP D stributed Portscan 1
31. 168. 83. 233 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.76.107. 182 147.237.72.166 |Israel aka.idf.il portscan: TP D stributed Portscan 1
85. 250. 115. 247 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.55. 145. 247 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
209. 88. 157. 153 147.237.77.216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
81.218. 6. 122 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 [147.237.77. 19 krai ne | awforumi dof i | ET SCAN Potential SSH Scan 1
185.110. 132. 201  [147.237.76.44  |kraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
79.178. 132. 94 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201  [147.237.8. 46 krai ne e. chi nuch. i df .i ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.77.226 |United Sates v chanat z. aka. i df i | ET SCAN NVAP -sS w ndow 1024 1
185. 89. 217. 232 147.237.72.166  |Netherl ands akaidf.il portscan: TCP D stributed Portscan 1
46.227.67. 158 147.237.77. 234 |Sweden hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.11. 201. 3 147.237.72.167 |italy i shuri maka.idf.il ET SCAN NVAP -sS w ndow 4096 1
46. 19. 85. 101 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
91. 208. 139. 250 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
45.79.103. 178 147.237.77.216 |lnited Sates dover.idf.il VEB- M SC Chunked- Encodi ng transfer attenpt 1
213.57.223. 190 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 171. 144 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.168.0. 4 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
212. 25. 66. 96 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 198. 164 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.189. 125 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
194. 90. 25. 122 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 195. 147 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
84.229.33.93  [Israel 147.237.76.42 |refush.icf.il  |Bad TOP sequence mdﬁr::;m: wehdfferent — Jopnitor |70
168. 235. 197. 242|Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 56
109. 253. 197. 167|i srael 147.237.0.19  |radimatal igr.i1| | €M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
46.19. 85. 95 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nmonitor |23
46. 19. 85. 95 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 20
62.0.237.1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 19
62.0.213. 129 | srael 147.237.76.30 |hinush.idf.il drop Frst packet isn't SYN drop 18
212.179.21.194 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 16
62.0.213.129 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
217.194. 206. 38 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 12
87.69. 36. 210 | srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 12
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 12
87.69. 36. 210 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 12
87.69.36.210  |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence ﬂﬁrfmﬁlﬁ“h moni tor |12
46.19.85.226  |israel 147237, 76.31 |nakeral it i1 | S NG Bngine: TCP Invalid |invalid segrent retransmssion. |, 11
Ret ransni ssi on Packet dr opped.
130.193.51.3 Russi an Federation 147.237.76.200|eitan. aka.idf .il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
80.178.101.40 |lsrael 147.237.72. 166 |aka. i df . il SYN Att ack noni t or
80.178.101. 40 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
46. 253. 87. 115 glcisgii:;a” Territony,\1 47, 237.77. 216 dover. i df . i drop First packet isn't SWN drop 8
86. 107. 52. 39 Ronani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79.178.230. 173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
217.132.141.64 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 156 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 156 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176. 13. 244. 253 | srael 147,237, 77. 243 |mbi e i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
80.178.101.40 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |6
213.57.70.7 I srael 147. 237.72. 156 |anan.i of .| Bad TCP sequence ﬂ;ﬁﬁﬁj;ﬁgﬁ%fm moni tor |5
46.19.86.8 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.53.129. 57 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
46.19.86.8 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
62. 0. 200. 213 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 5
46. 19. 85. 154 I 'srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber mnitor |5
176. 13. 225. 219 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
94.226.196. 174 |Bel gi um 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.154  |Israel 147. 237. 77. 216 |dover. i df . i | Streaning Engine: TCP | nval i d Jinvalid segnent retransnissi on. drop 5
Ret r ansni ssi on Packet dr opped.
62.0.197. 85 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 4
46. 19. 85. 23 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
176.13.232.22 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 4
176. 13. 232. 22 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
62.0.213. 129 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
81.218.159. 104 |israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence mdﬁrsa:;r? wehdfferent | oonitor |4
185. 3. 147. 163 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
46.19.85.3 I srael 147. 237.77. 216 |dover i df .1 | Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |3
46. 19. 85. 226 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 3
176.13. 246. 211 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 3
46. 19. 86. 245 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |3
109. 64. 30. 189 | srael 147.237.72. 167 |i shurimaka. i df . i {dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.182.19 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 73
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 72
109. 253. 197. 167 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 71
109. 253. 201. 213|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 69
2.53.161. 88 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 65
46.19. 85. 113 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 51
62.0.41.2 I 'srael 147.237.72. 156 |anan. i df . i | Distributed Unaut horized HTTP Met hod Bl ock 10
46.19.86. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
79.182.33.218 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 5
79.183.33.21 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
62.0.41.2 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to v anan. i df .il/sip_storage/files/ 4/ Bl ock 3
2.55. 61. 210 I srael 147.237.0.19 |[madimatal .idf.il|0stributed Suspicious Response Code Bl ock 3
46. 19. 86. 34 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
2.53.178.181 I srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Qode Bl ock 3
213.87.147. 90 :32::1”' on 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCBT for vwwy aka. i df .i|/mai n/ hone/ defaul t.aspx  |B ock 3
46. 19. 86. 242 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
109. 253. 215. 192|I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
2.53.161. 88 I srael 147.237.0.19 |nadimatal .idf.il/ntraceabl e SSL Sessions: Qpen Mde None 2
213.57. 105. 224 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i|/mai n/ gi yus/ general . aspx |B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 81.218. 251. 252 Bl ock 2
176.13.236.9 I srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 1
84.229.33.93  |Israel 147.237.76.42 |refuah.idf.il 1D4§t ;;?_”t?g%;h;“;hg;ﬁ;deﬁe :e‘ic‘ff; on Bl ock 1
31.168. 216. 122 |l srael 147.237.77. 216 |dover.i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None
2.53.56. 49 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nilluindindex Bl ock 1
Unknown HTTP Request Met hod
217. 64. 86. 6 Ger many 147.237.77. 176 |mat pash. i df . i | |[[#21]][[#3]][[#3]]1[[#0]] OE2EYy=%@p[ [ #30] ] *&[ [ #25]] % W [ #23]] 4244 [ # [l ock 1
5]1d ucAMBI, {U@ A in URL
212.25.79.133 |[Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ Bl ock
46. 19. 85. 170 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 253. 202. 103l sr ael 147.237.76.42 |refuah.idf.il 1D4§t ;;?_”t?g%;h;“;hg;ﬁ;deﬁe :e‘ic‘ff; on Bl ock 1
2.53.190. 84 I srael 147.237.77.216|dover . i df .i | Lnt raceabl e SSL Sessi ons: (pen Mbde None 1
217.64.86.6 Ger many 147.237.77. 216 |dover.i df . i | Mil tipl e NALL Character in Method from 217. 64. 86. 6 Bl ock 1
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nai n/ guyus Bl ock
77.125.14.53  [Israel 147.237.76.42 [refuah.idf.il |50 buted bhahort zed ;ﬁaﬁcg‘;ﬁ on Bock |1
217.64.86.6 Ger many 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod Bl ock 1
176. 13. 244. 253 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode Bl ock 1
109. 66. 132. 18  |Israel 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 1
37.26.148.217 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.64.86.6 Ger many 147.237.77.216|dover . i df . i | Illegal Byte Gode Character in Header Nane Bl ock 1
80. 246. 130. 150 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/wantikshuv.idf.il B ock 1
212.199.57.192 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9. 26 Lhited Sates |147.237.72.166|aka.idf .il Unaut hor i zed Met hod PCST for aka.idf.il/nain/ hone/ def aul t. aspx B ock 1
81.218. 251. 252 |l srael 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed HTTP Met hod Bl ock 1
217.64.86.6 Ger many 147.237.77. 216 |dover.i df .i | Mil tipl e Unknown HTTP Request Met hod from 217. 64. 86. 6 Bl ock 1
77.139.171.0 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for v aka.idf.il/nain/ kapat z/ B ock 1
Il1egal Byte Qode Character in Mt hod
217.64.86.6 Ger many 147.237.77. 176 |mat pash. i df . i | [[#21] 1 [[#3]1[[#3]]1[ [#0] ] OEEYy+% @p[ [ #30] ] *&[ [ #25] ] %5 W [ #23] ] 424 [ # |Bl ock 1
5]]d' iCAMBT , { U@ A
203.117. 143. 129|S ngapor e 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka. i df . i |/ mai n/ rabanut/ Bl ock 1
46.120.122. 219 | srael 147.237. 72. 166 |aka. i df . i | chauthori zed et hod :E:ﬁ;tzrs/i rer. asp Bock |1
109. 253. 157. 129 srael 147.237.76.42 [refuah.idf.il |00 buted Whahort zed ﬁaﬁcg‘;‘:‘( on Bock |1
37.26.149.152 [israel 147.237.76.42 |refuah.idf.il  [J300ed hahori zed of ot e Bock |1
217.64.86.6 Ger many 147.237.77.216|dover. i df .i | Mal formed URL Bl ock 1
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