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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
212.150. 127. 133 | srael 147.237.77. 216 dover.idf.il | OWP- Fr ag- Needed- St or m drop 16
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 8
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
82. 80.217.70 | srael 147.237.77.170 naar achot . i df. il B ack List drop 3
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
213.8.122. 57 | srael 147.237.72. 156 anan.idf.il B ack List drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 B azi | 147.237.72. 14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
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119. 75. 47.122 |9 ngapore

. .112347: HITP. PHP-Q3 Query Sring Paraneter |nfornation D scl osure
147.237.77.216|dover. i df . i Wi nerabi |ty
106. 38. 241. 105 |Chi na 147.237.72.166 |aka. i df . i | [C1000071: HTTP. User Agent Sogou+web+spi der

B ock 1

Permt 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry Signature

62.219. 229. 118 147.237. 0. 34 I 'srael tikshuv.idf il ET SCAN NVAP -sA (2) 57
46.120. 122. 219 147.237.76. 31 I 'srael nakchal . i df il Xenu Link S euth User Agent 2
5. 255. 90. 133 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 227. 38 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 64. 100. 147 147.237.77.216 I srael dover.idf.il portscan: TP Distributed Portscan 1
86. 58. 69. 133 147.237.76. 38 9 oveni a eemitav.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
81. 218. 154. 242 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
77.139. 64. 166 147.237.77.216 France dover.idf.il portscan: TCP Distributed Portscan 1
66. 249. 66. 15 147.237.77. 170 Lhited Sates naarachot.idf.il  |ET SCAN NVAP -sA (2) 1
31.168. 133. 168 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
199. 203. 62. 230 147.237.77.216 I srael dover.idf.il portscan: TQP Distributed Portscan 1
5. 255. 90. 133 147.237.77.178 Net her | ands e. mat pash. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
147. 235. 185. 74 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
93. 174. 93. 50 147.237.77. 176 Net her | ands nat pash. i df .i | ET SCAN Potential SSH Scan 1
82. 81. 29. 249 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
77.139. 197. 195 147.237.77. 216 France dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 87 147.237.77.216 Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
46.18. 21. 64 147. 237.77. 216 Pal estinian Territory, QGrcupied dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
141.0.14.73 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 50
S SWNretransnmit wth different .
194. 90. 186. 34 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e nonitor |36
62.0.237.1 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 33
46.19. 85. 47 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |28
84.52.98. 134 Russi an Federation |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 27
141.8.132.78 Russi an Federation |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |19
. . SWretransmit wth different .
77.127.59. 137 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 16
46.116.76.210 |Israel 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |16
46.19. 85. 47 I 'srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 15
62.0.247. 1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 14
. . s SYN+ACXK retransmt with .
141.8.132.78 Russi an Federation |147.237.77.216 [dover.idf.il Bad TCP sequence di fferent vi ndow scal nonitor |13
46.19. 85. 47 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Invalid ACK nunber nonitor |12
46. 19. 86. 1 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |12
Sreamng Engi ne: TCP ' i ssi
80.178.204.23 | srael 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransm ssion Packet dr opped.
46.19. 85. 47 I 'srael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber alert 10
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST nonitor |10
46. 19. 86. 122 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |9
188. 72. 103. 229 ;:i'lrt:tde:(ab 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |8
2.55.170. 59 | srael 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46.19.86.140  |israel 147.237.77. 226 |} " chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |7
46. 19. 86. 122 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 241 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
46.19. 86. 1 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 86. 164 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
176. 13. 235. 242 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 122 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
62.0.221. 129 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 6
46.19. 86. 122 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
80. 250. 156. 193 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST nonitor |5
194. 90. 66. 15 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
82.80.196.44  [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINFACK retransmt W th moni tor |5
di fferent w ndow scal e
176. 65. 18. 110 glcisgi'géa” Territo 147 237. 77. 176 |nat pash. i of . drop First packet isn't SIN drop 5
46. 19. 86. 52 | srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.55.161. 129 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 4
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
62.0.217.1 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 4
46. 19. 85. 107 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber noni tor |4
130.193.51. 3 Russi an Federation |[147.237.76.200|eitan. aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout |nonitor 4
81.218.57.61 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |4
188. 120. 154. 247l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
46. 19. 86. 52 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
S reamng Engi ne: TCP i i ssi
80. 246.130.38 | srael 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
. ) SYNtAXK retransmt with .
2.53. 155. 69 | srael 147.237.72.166 |aka. i df il Bad TCP sequence di Fferent i ndow scal e noni t or 3
Sreaning Engi ne: TCP i i ssi
176.13. 251. 216 |Israel 147.237.77. 243 |nobil e. i of . mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dr opped.
114.37.243.5 Tai wan 147.237.77.74 |lawidf.il dr op SAMrul e drop 3
2.53.26.133 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
2.53. 38. 105 I 'srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |3
62.0.219. 129 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 3
213.57.166.68 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.228. 134 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 157
46.19. 85. 113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 148
2.53.190. 158 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 105
79.177.233. 232 |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 27
109. 253. 201. 213|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
79.177.233.232 [israel 147.237.77.74 [lawidf.il Ml tipl e Unhaut horized URL Access from 79. 177. 233, 232 B ock 26
79. 180. 32. 46 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
140. 207. 223. 183|Chi na 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 140.207. 223. 183 B ock 15
37.26.147.213 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 15
2.53. 159. 145 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
109. 253. 197. 167 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 11
88. 202. 218. 243 E?i;;gom 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
46.19.86.7 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
140. 207. 223. 183|Chi na 147.237.77. 176 |nat pash. i df .i| |PHP Attenpt B ock 6
2.53.129. 65 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 6
37.26.148.217 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
80. 246.139. 48 I srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt:?r(;leef , gegpgfﬁsemzlesu st ohi 1 ddocument </ 1465 Bl ock 6
109. 253. 137. 105|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.6.179 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.237 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mbde None 2
37.26.146.204 |israel 147.237.77. 216 |dover . i df . i | gs;;gr?ﬁf)it';armw Type Molation on wawidf.il/error. tmparaneter g 2
213.151.32.163 |[Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Uhaut horized LRL Access from 213.151. 32. 163 B ock 2
46. 19. 86. 88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
80.246.137.13  |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: pen Mvde None 2
217.132.61.151 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
31.168. 101. 163 I srael 147. 237.72. 166 |aka. i df . i | Shauthortzed Tt o B T e asp Bl ock 1
212. 179. 132. 204|i srael 147.237.76.42 |refuah.idf.il ?4‘3 rzigb;tfg z‘gfitsqcér_ihzee/dr ﬁaﬁ?:ﬁi on B ock 1
66.249.64.9 |srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzg;’”ée&g% recess éa‘l’l ery/ showpi ctur e, asp Bl ock 1
176. 13.228. 134 |l srael 147.237.0.19 |nadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
80. 179. 223. 150 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 1
213.57.105. 224 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i/ mai n/ gi yus/ general . aspx |B ock 1
77.127.59.137 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
2.53.190. 158 I srael 147.237.0.19 |[madi matal .idf.i|untraceabl e SSL Sessions: Qpen Mde None 1
82.166.100. 163 I srael 147.237.72. 156 [anan. i df . i | vty\:\tu;rr:;rrl.l iZ(;afd. illjjl_rrn)"::i(i:ciisl;sr‘ets(;ur ces/ i nages/ f avi con/ f avi con. png Bl ock !
46. 19. 86. 237 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwu aka. i df.il/ishurin nai n/ B ock 1
192.198. 151. 44 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/mil uind B ock 1
80.246.136.24 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
77.138.84.3 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
140. 207. 223. 183|Chi na 147.237.77. 176 |mat pash. i df . i|  |Unhauthorized URL Access to ww cogat.idf.il/index.asp B ock 1
84.108. 121. 190 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.177.233.232 [israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/inages/ 1. en/ general / B ock 1
194.90. 186. 34 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
46.117.59.132 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qude Character in URL Bl ock 1
213.151.32. 163 |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt :‘:rd'fsz /t’;‘egpgf;sem;esu tehi | ddocunent s/ 1678 Bl ock 1
77.138.202.217 |France 147.237.76.42 |refuah.idf.il Unhaut hori zed Method POST for 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
46.19.86.164  |Israel 147.237.76.42 |refuah.idf.il ?4? ;ggﬁg‘tzl‘/h:t“;lhg;ﬁaerde dl;'?e :e‘iciiss on Bl ock 1
157.55.39.207 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation aspxerrorpath in wawidf.il/error. htm B ock 1
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