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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
69. 30. 213. 138 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 2
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79.182.32.127 |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 4
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 2
81.218.245. 1 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |147.237.77. 170 [Net her | ands naar achot . i df .i | ET SCAN Potential SSH Scan 1
79.182.32.127 |147.237.77. 216 |I srael dover.idf.il Xenu Link S euth User Agent 1
91.224.160. 106 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
79.178.4.33 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
91.224.160.106 |147.237.76.30 |Netherlands  [hinush.idf.il ET SCAN Potential SSH Scan 1
65. 60. 36. 203 147.237.8.27 |wited Sates |e nadimatal.idf.il ET SCAN NMAP -sS w ndow 1024 1
190. 254. 135. 110(147. 237. 77. 234 |Col onbi a hal ag.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
91.224.160. 106 [147.237.72.156 |Netherlands  |anan.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 170 |Net her | ands nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
109. 226. 40. 40  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 [147.237.0.200 [Netherlands ndu. i df . il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.77. 74 |Netherl ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 |147.237.0.33 |Netherlands  [idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 77. 243 |Net her| ands nobi | e. i df il ET SCAN Potential SSH Scan 1
86. 58. 69. 133 147.237.8.50 |Yovenia e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |(147.237.77.226|Netherlands  |waw chamat z. aka.idf.il |ET SCAN Potential SSH Scan 1
82. 81. 94. 114 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160.106 |[147.237.77.212|Netherlands  |e.dover.idf.il ET SCAN Potential SSH Scan 1
80.179.119.54  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.76.199|Netherlands  |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.34 [Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
67.211.219. 120 |147.237.76.176|Wited Sates |test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
202. 65. 138. 2 147.237.76. 198 I ndi a e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160.106 |[147.237.72.166|Netherlands |aka.idf.il ET SCAN Potential SSH Scan 1
190. 153. 238. 58 [147.237.0.200 |Qiile rdu, i dff i | ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94.230.86.47  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
91.224.160.106 |147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 168 [147.237.0.15 [Netherlands kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.139.211.72 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |147.237.77.233|Netherlands  |atal .idf.il ET SCAN Potential SSH Scan 1
85.64.171.131  |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential SSH Scan 1
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79.182.26.169 I srael 147.237.76.42 |refuahidf.il |Bad TOP sequence mdﬁr:cr;rit Wth different monitor  |291
62.0.251. 1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 43
62.0.237.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 42
46. 19. 86. 156 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 23
46.19. 85. 173 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 19
46. 19. 86. 156 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 18
46. 19. 86. 120 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 15
46.19. 85. 173 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 15
46. 19. 85. 90 I srael 147.237.76. 42 |refuahicr.il | €M Ng Engi ne: TGP Ivalid  invalid segnent retransnissi on drop 14
Ret ransni ssi on Packet dr opped.
194.177.16. 3 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 12
46. 19. 86. 120 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
141.8.132. 78 :Zg::tnim 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 86. 30 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
176.13.226.95 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 8
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
46. 19. 86. 156 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 7
2.53.3.127 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 7
141.8.132.78 :Zj;”ion 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Sweaerel reansm wehdifferent | onitor o
46.19. 85. 128 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 6
80. 246.139.52 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 128 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.31.174 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 30 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber alert 5
2.53.62. 227 I srael 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
5.102.242.132 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 5
46. 19. 86. 68 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 5
195. 200. 205. 22 |l srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
62.0.214. 129 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 5
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.53.150. 222 I srael 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
37.26.147.192 |[Israel 147.237.0.19 |madimata.idf.i|Bad TCP sequence alert 4
109. 73. 15. 149 :fijjﬂon 147.237. 77. 216 |dover.i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 4
37.26.147.192 |[Israel 147.237.0.19 |madimata.idf.i|Bad TCP sequence noni t or 4
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
2.53.33.186 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
85. 130. 216. 204 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
46.19.86.7 I srael 147237, 77, 243 |wbi e i o 11| €AM NG Engine: TCP Invalid i nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
85. 130. 216. 204 |lIsrael 147. 237.77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or
185.112. 232. 185(Iraq 147.237.0.35 |akaws.idf.il drop Frst packet isn't SYN drop
84.95.232.130 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TP Invalid - finvalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
2.53.179.101 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 3
192. 114. 184. 106l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
2.53.179. 101 I srael 147.237.72. 166 |aka. i f .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
80. 246, 138. 121 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansm wehdifferent | onitor |2
31.168.49.198 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or
62.0.221.129 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop
31.210.188. 109 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
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37.26.147.192 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 207
176. 13. 249. 105 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 33
95. 35. 144. 236  [Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 30
46.19.86.4 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 14
176.13. 7. 47 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
109. 253. 201. 213]I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13.12. 93 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 210. 212/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.159. 145 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13. 228. 134 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
95.35.172.173 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
80. 246.130. 13 |l srael 147.237.76.42 |refuah.idf.il  [Taamee Bhe i\'idfo_' & /' fglgrl];ﬁcfbun;he_r:szxacem der 13t xt Last Nane i Bl ock 2
91.135.102. 190 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
212.76.97.12 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176.13.228. 116 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.182.32.127 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79. 182. 32. 127 Bl ock 2
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
106. 38. 241. 105 |china 147.237.72. 166 |aka. i df . i | %&mﬁfEﬁ‘fﬁfg - Protocol violation None 1
62.219.131. 159 I srael 147.237.72. 166 |aka. i df . i | m”;?i zf.rﬁrjer:;;/ gi_yVIusI/E\fA:(-;-.Az;rsilf(mPTED in None 1
85.64.157.128 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64.105 I srael 147.237.72. 166 |aka. i df . i | :)L'rizasj/ i?’;geg’?in?ra;:g;fgoibgcﬁi/ f”aj W kapat 2/ es#012 B ock 1
207.46.13.22  |Wnited Sates |147.237.77. 216 |dover. i df .i | ?1255/23” zed LR Access to waw idf.il/1133-19021- he/ dover. aspx™.. B ock 1
80. 246. 136. 250 |[lsrael 147.237.77.216|dover.idf.il Mil tiple Untraceabl e SSL Sessions from 80.246. 136. 250 (Cpen Mde) None 1
62.219. 142,123 | srael 147.237.72. 166 |aka. i df . i | m”;‘g‘_]i ;a_ri"’}';er:mm gi—yv'us'/af’f?;iiwm in None 1
2.53.25.34 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.138.142.48 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. idf.il/ml uin B ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 120. 122. 219 B ock 1
80. 246. 136. 250 |l srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
66.102. 9. 22 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
2.53.54.139 I srael 147.237.76.86 |[navy.idf.il Lhaut hori zed UR. Access to navy.idf.il/rss Bl ock 1
79.182.26.169 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ r eset . css B ock 1
46.120.122. 219 i srael 147.237.72. 166 |aka. i df . i | m”;?;’_rii dzfe_? | ')‘;ti 332/ :Efr'; /fc?(;\/\nl oact or m asp Bl ock 1
147.236. 238. 20 |lIsrael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Met hod B ock 1
80.246.139.52 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.240. 236. 119 [hited Sates |147.237.0.34 [tikshuv.idf.il |Wauthorized URL Access to 147.237.0. 34/ robots. txt B ock 1
62.128. 48. 84 I srael 147.237.77. 216 |dover. i df . il Unhaut hori zed LRL Access to waw i df.il/newsite/ hebrew nai n. asp Bl ock 1
157.55.39.207 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/ contact/ cont act . asp B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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