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Top Attackers

M dover.idf.il

M aka.idf.il

M atal .idf.il

Meitan aka. idf.il

M rat pash. i df . i

M hal ag.idf.il

[ anan.idf.il

M tikshuv.idf.il
refuah.idf.il

M nadi matal .idf.i

Il 192. 118. 99. 100
46. 19. 85. 17

I 5. 102. 220. 239
79.182. 32. 127

Il 46. 19. 86. 40

W 141.8.132.78

I 46.19. 85. 175

M5 122 136. 22
37.26. 149. 188

M 2.55.131.57
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 4
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 H nl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
90. 181. 160. 186 Czech Republic 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247.2. 241 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194, 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sw t zerl and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
131.247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
151. 80. 31. 182 France 147. 237.72. 166 aka.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1




09-13-2016-07:04:01 to 09-13-2016-08:04:01

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

79.182.32. 127 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 6
79.182.32. 127 147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 5
79.182.32. 127 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 4
116. 7. 243. 198 147. 237.77. 235 Chi na sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 147 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.9.66 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 224. 24 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
163.172. 129. 15 147.237.77. 226 Uni ted Ki ngdom v chanat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 147.237.0. 19 Russi an Federati on madi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91. 201. 236. 50 147.237.0. 34 Ukrai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147. 237.77. 227 Uhi ted Ki ngdom e. hanaz. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
192.118. 99. 100 |1 srael 147.237.77. 233 |atal i of .i | Bad TCP sequence SWretransmt wth different —Jopyiior |20
w ndow scal e
Sreaning Engine: TGP Invalid i i sSi
5.102. 220. 239 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dropped.
192. 118. 99. 100 |l srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt wth different oo 12
w ndow scal e
141.8.132. 78 RJSS::I'}OH 147. 237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |10
46.19. 85. 17 I srael 147.237.77. 176 |matpash.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 17 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid AGK nunber aert
5.122. 136. 22 L;ZEH:??C 147. 237. 7. 216 |dover. i f . | Bad TCP sequence I'nval i d AGK nunber moni tor (8
46.19. 85.175 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.175  |[lsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert
46.19. 86. 40 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST moni t or
Russi an . . SYNtAXK retransmt with .
141.8.132.78 ration 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
96. 224. 5. 36 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
5.122.136. 22 :{az'bl :zlz"'c 147. 237. 77. 216 |dover. i of . Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 86. 40 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 17 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
50.43.3.17 Lhited Sates 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
79.177.51.27  |lsrael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST moni t or 5
2.53.148.90 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 5
81. 218. 140. 115 |l srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
141. 226. 217. 65 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
. . SYNtAXK retransmt with .
2.55.131. 57 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent w ndow scal e noni t or 4
46. 19. 86. 40 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 4
37.26.149. 188 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence noni t or 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
73.220.153. 210 |Lhited Sates 147.237. 77. 216 [dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 97 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
2.53.23.235 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19.86.166 [l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |2
2.55.131. 57 I srael 147.237.72. 166 |aka. i df . i | drop Frst packet isn't SN drop 2
37.26.149.188 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni tor |2
46.19.85.218 |Israel 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
Sreaning Engine: TGP Invalid i i ssi
157.55.39. 202 |tited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval id segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
103. 27. 206. 196 |l ndonesi a 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 2
5.102.242. 114 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
46.117.25.63 |Israel 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
188. 120. 154. 18 |I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
37.26.149. 188 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence alert 2
46. 19. 86. 62 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.26.149. 188 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
5.29. 48. 63 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
216.218. 206. 74 | ted Sates 147.237.77. 178 |e. nat pash. i of . i | Geo-1 ocation enf or cenent Sﬁ?;ggf:}'nfn I nbound drop 1
176. 13.235.81 |l srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 1
37.26.146. 152 |[lIsrael 147.237.72. 156 |aman.idf .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.12 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 97 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
200. 111.107. 58 |l e 147.237.77. 226 "f"l"“ chanat z. aka. 1 df \oyN At t ack SYN -> SYN-ACK -> RST monitor |1
. . SYNWAXK retransmt with .
46.116.54.60 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence different vindow scal e noni t or 1
216. 218. 206. 76 |Lhited Sates 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 52 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.178.207.82 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 216. 188|l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
85. 64. 146. 246 |l srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed HTTP Met hod B ock 2
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 192. 118. 10. 10 Bl ock 2

Mil ti pl e Uhaut hori zed Method for Known URL from
79.182.32. 127

. . Uhaut hori zed URL Access to

66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1

Uhaut hori zed URL Access to

79.182.32.127 |Israel 147.237.72.166 |aka. i df . i | B ock 2

114.97.198.63 [China 147.237.77. 176 [nat pash. i df . i | Vo cogat i df i1/ 896-ar/ i df g. aspx/ t r ackback/ Bl ock 1
79.182.32.127 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/ishurimmai n/ Bl ock 1
. . ] Uhaut hori zed Met hod PCST for
193. 86. 105. 234 |Czech Republic [147.237.72. 166 |aka. i df . il wiw aka. i df . i |/ nai r/ sachar/ vi ewpaysl i p. aspx Bl ock 1
85. 64. 146. 246 [l srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip_storage/files/4/ |B ock 1
. . Uhaut hori zed Met hod PCST for
77.138.78. 39 France 147.237.72. 166 |aka. i df . i | v aka i o i 1/ nai v sachar /Kl al i . aspx B ock 1
] - . Unaut hori zed URL Access to
157.55.39.171 |Wited Sates [147.237.76.86 |navy.idf.il v navy. i of i |/ navy/ si p, storagelfi | es/ 8/ 69778, xI s/ B ock 1
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
2.53.51. 141 I srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
] . . Unaut hori zed URL Access to
207.46.13. 6 Lhited Sates |147.237.76.86 [navy.idf.il vow vy, | df i 1/t enpl at s/ news! obby/ Bl ock 1
87.70. 32. 149 I srael 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
77.237.138.202 |Czech Republic |147.237.77. 216 |dover.idf.i | Unaut hori zed Met hod HEAD for / B ock 1

ny- kosher -kravi . i df. |unauthorized URL Access to

157.55.39. 204 |lnited Sates [147.237.0.16 > W ny- kosher -kravi i df i1/ robot . txt B ock 1
84.108. 35. 18 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
46.19. 85. 66 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
87.70.32. 149 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/wp-1ogin. php B ock 1
85. 64. 146. 246 |l srael 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Unaut hori zed URL Access from 85. 64. 146. 246 B ock 1
46.19. 86. 40 I srael 147.237.77.216|dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
192.118.99. 100 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
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