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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 41 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
106. 186. 113. 132 Japan 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forvard 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Bazil 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

Ki ngdom

46.120. 122. 219 |147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 6
46. 120. 122. 219 |147. 237. 72. 166 |l srael aka.idf.il Xenu Link Seuth Wser Agent 2
45.79.71.122  |147.237.0.34 |[nited Sates |tikshuv.idf.il  [WEB-M SC Chunked- Encodi ng transfer attenpt 2
45.79.103. 178 |147.237.72.167 [Lhited Sates |ishurimaka.idf.il|\VWEB-M SC Chunked- Encodi ng transfer attenpt 2
200. 195. 135. 82 |147.237.76. 30 |Brazil hi nush. i df . il ET SCAN NVAP -sS wi ndow 2048 1
200. 195. 135. 82 [147.237.76.30 |Brazil hi nush. i of . i | ET SCAN NVAP -f -sS 1
200. 111. 107. 58 |147. 237. 76. 147 |Qhil e chinuch. aka.idf .i|ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 |147. 237. 76. 200 LKJi"ir:;gom eitan.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
46.254.9. 91 147.237.8.50 |Sweden e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
200. 195. 135. 82 |147.237.76. 30 |Razil hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
200. 111. 107. 58 [147. 237. 76. 200 |Chil e eitan.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
179, 181. 219.0 1147, 237 77. 205 |Erazi | ori sha. i i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
163. 172. 129. 15 [147. 237. 0. 200 |t . i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
141.8.132.78 Russi an Federation [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 12
46. 19. 85. 48 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |10
46. 19. 85. 48 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
46.19. 85. 48 I srael 147.237.77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor  [6
46. 19. 85. 227 I srael 147.237.77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 5
108.6.113.186 |Uhited Sates 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 227 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |5
141.8.132.78  |Russian Federation |147.237.77.216|dover.idf.il Bad TCP sequence SYNPACK retransmt W th monitor |5
different wndow scal e
46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert
95. 35.174. 32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
207.46.13.59  |United Sates 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
157.55.39. 112 |wited Sates 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segment retransmssion. |, 3
Ret ransm ssi on Packet dropped.
185. 3. 147. 204 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
176.13.1.182 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
2.55.40.3 I srael 147. 237. 77. 216 |dover i of i Bad TCP sequence STNFACK retransmt with monitor |2
different w ndow scal e
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
Sreaning Engine: TGP Invalid i i ssi
157.55.39.202 |wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segment retransmssion. |, 2
Ret ransm ssi on Packet dropped.
2.55.40.3 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
200.111. 107.58 |chile 147.237.76. 196 |e. sviva.idf. il Geo- | ocati on enf or cenment Geo-Iocati on i nbound drop 1
enf or cenent
94.230. 86. 155 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
. . . . SYNWAXK retransmt with .
5.255.253.9 Russi an Federation |147.237.77.74 |lawidf.il Bad TCP sequence di fferent vindow scal e noni t or 1
141.212.122. 23 |Uhited Sates 147.237.76. 34 |yohal an.idf.il drop drop 1
130.193.50.33 |Russian Federation |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
200.111. 107.58 |chile 147.237.76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenment Geo-Iocati on i nbound drop 1
enf or cenent
46. 19. 85. 176 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Pal estinian Territory, . SYNWACK retransmt with .
188. 161. 112. 91 Cecupi ed 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence gifferent vi ndow scal @ noni t or 1
5. 255. 253. 66 Russi an Federation |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
141.212.122.30 |Wited Sates 147.237.8.24 |e.lifestyle.idf.il |Geo-1 ocati on enf or cement gﬁ?glggi'ﬂfn I nbound drop 1
141.8.132. 49 Russi an Federation |147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 1
200.111.107.58 |chile 147.237.76.197 |e.himsh.idf.il  |Geo-location enforcement |0 !ocation inbound drop 1
enf or cenent
184. 105. 247. 212|Wnited Sates 147.237.76. 201 |e.atal .idf il Geo- | ocati on enf or cenment Sﬁ?;ggi'nfn I nbound drop 1
5. 255. 253. 23 Russi an Federation [147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
141.212.122. 24 |lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
130. 193.51. 3 Russi an Federation |147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 1
189. 236. 168. 105|Mexi co 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
37.26.149.141 |lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
5.29.24. 194 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
200.111.107.58 |chile 147, 237.76. 198 |e.yohal an.idf il |Geo-1ocation enforcement |0 !ocation inbound drop 1
enf or cenent
184. 105. 247. 235|Wnited Sates 147.237.77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenment Sﬁ?;ggi'nfn I nbound drop 1
141.212.122.28 |Uited Sates 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . . . . SYNWAXK retransmt with .
5. 255. 253. 23 Russi an Federation |147.237.76.200(eitan.aka idf.il [Bad TCP sequence di fferent vindow scal e monitor |1
139. 162. 37. 147 |Uhited Sates 147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.143.118.94 |[Israel 147.237.77. 216 [dover.idf i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
200.111.107.58 |Qiile 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.29.24.194 | srael 147.237. 72. 156 |aman. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
109. 66. 27. 193 |l srael 147.237.77. 216 [dover.idf i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
200.111.107.58 [Giile 147.237.76.200eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5. 255. 253. 27 Russi an Federation |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
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46. 19. 85. 203 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 29
. . D stributed Whaut horized Met hod for Known URL on

77.139.236.25 |France 147.237.72. 166 |aka. i df . i | wanaka i df i1/1shuri e B ock 2
. . Unaut hori zed URL Access to

66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1

176. 13. 240. 112 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 1

192.138. 214. 122|United Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1

79.181.117.129 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1

89.237.67.183 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for www aka. i df.il/mil uin Bl ock 1

. . Unaut hori zed URL Access to
46. 19. 86. 123 I srael 147.237.77.234hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
- kosher - kravi . i df . i
109. 253.204.9  |israel 147.237.0.16 |V Wnaut hori zed LRL Access to o Bl ock 1
il wa ny- kosher -kravi . i df.il/tenpl ates/| ogi /| ogi n. aspx
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