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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Swi t zerl and 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action

162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |CLO00074: HTTP. majestic bot Per nit 2
78.142.19. 172 Bul garia 147.237.77.216  |dover.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1
94.102. 49. 190 Net her | ands 147.237.77.179 e.nazi.idf.il [13840: TLS (penSSL Heartbeat Packet B ock 1
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
119. 81. 124. 82 S ngapore 147.237.77.216 |dover.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1
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46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 3
91.201.236.50 |[147.237.76.39 |lkraine nobi | e. nei tav. i df.i |[ET SCAN NMAP -sS wi ndow 1024 1
52.166. 130. 115 |147.237.76.38 |lLhited Sates |e.e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
200.111.107.58 [147.237.8.45 |Giile eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 220. 165. 231|147. 237. 76. 200 eitan.aka.idf.il |ET SCAN NVAP -sS w ndow 3072 1
. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.0.15 |9 ngapore kosher-kravi .idf.il . . - 1
deni al of service attenpt
91.201.236.50 [147.237.76.39 |Wraine nobi | e. nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 4096 1
66.249. 64. 124  |147.237.72. 166 |Whited Sates [aka idf.il ET SCAN NVAP -sA (2) 1
46.227.67.158 |147.237. 76. 202 |Sweden e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. o ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
190. 69. 61. 98 147.237.77. 179 |Col onbi a e.nazi.idf.il . 1
Potential Scan or Brute Force
178. 220. 165. 231|147. 237. 76. 200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 29. 197. 215 |147.237.77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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A tacker
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Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
107. 167. 106. 211|thited Sates [147.237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor  [23
141.8.132.78 gz::;”ion 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |7
80.246.137. 24 | srael 147.237.77. 243 |nobil e. i df .| Streaning Engi ne: TCP Invalid|invalid segrent retransnission. | 6
Ret ransni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
141.8.132.78 :3:::30” 147. 237. 77. 216 |dover i df .1 Bad TCP sequence jﬂ'ﬁl}"ﬂfnrij,ﬂjﬂgft“ monitor |3
46.19. 85. 30 I srael 147.237.72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> RST monitor |3
114. 37.243.5 Tai wan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 3
210.213.209.6  |Fhili ppi nes 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |2
46.19.86.125  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor 2
62.201.222. 231 |irag 147.237.72. 217 |e.i df . i Geo- 1 ocati on enf or cenent Sﬁfolrggﬁ;ton t nbound drop 2
62.75.209.236 |Ger many 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
173.54.202. 121 |thited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 42 I srael 147. 237. 77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST mnitor |1
201.200.218.3 |@wsta Rca 147.237.76.86 |navy.idf.il Bad TCP sequence wﬁtraggxl;fth monitor  [1
62. 75.209. 236  |Ger many 147.237.0. 17 ?_’inly'kOSher'kraVi'id dr op First packet isn't SWN drop 1
5.22.134. 249 | srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139.80 |lLhited Sates 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
94.102.49.190  |Netherl ands 147.237.77. 179 |e. nazi . i of .i | SYN At tack SYN -> SYN-ACK -> RST monitor |1
46.19.86.125  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber aert 1
62.75.209.236  |Ger many 147.237.0.17 | kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> Tineout |monitor |1
27.50. 88.51 Australia 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
184.105. 139. 124|tited Sates [147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
106. 186. 113. 169|Japan 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST mnitor |1
141.212.122.20 |Wnited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST mnitor |1
200. 111.107.58 |chile 147.237.8.45 |eeitanidf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
62. 75.209. 236  |Ger many 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop 1
216.218.206. 116|Wited Sates |147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST mnitor |1
141.212.122.21 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.7 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 41 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
201.200.218.3 |Qosta Rca 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
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77.126.16.111 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from77.126.16. 111 Bl ock 1
180. 76. 15. 160 |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8928- he/ r ef uah. aspx |Bl ock 1
38.140.159.2 [wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka.idf.il/ishurininai n/ B ock 1
84.94.170.48 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46. 120. 122. 219 [l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46.120. 122. 219 Bl ock 1
. . . Unhaut hori zed URL Access to
114.97.198.63 [China 147.237.77. 176 |nat pash. i df . i | v cogat i df . |/ 1819- he/ i df g. aspx/ t r ackback/ B ock 1
68.59.229. 163 |Uited Sates |147.237.77.216|dover. i df il Parahet er Type Mol ation ctl 00$Cont ent Pl acetbl der 1$t xt Last Nang i n B ock 1
wan i df . i | /1038- en/ dover . aspx
P IMil tiple Uhtraceabl e SSL Sessi ons from 139. 162. 13. 205 ( Pr ot ocol
139. 162. 13. 205 |9 ngapor e 147.237.0.15 |kosher-kravi.idf.i viol ation (SSL COAN LI ENT HELLO)) None 1
68.180.228.94 |Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | awidf.il/14-he B ock 1
P .|SL Lhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |S ngapore 147.237.0.15 |kosher-kravi .idf.i (SSL CONN QLI ENT FELLO) None 1
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