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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
159. 104. 163. 17 Lhited Sates 147.237.77.176 nat pash. i df .| Invalid TGP H ags drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1




09-13-2016-04:04:05 to 09-13-2016-05:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

77.126.80.246 |[147.237.76.86 |[Israel navy.idf.il Xenu Link Seuth User Agent 2
46. 120. 122. 219 |147. 237. 72. 166 | srael aka.idf.il Xenu Link Seuth User Agent 2
84.93.84.77  |147.237.77.176 LK?';:gom nat pash. i df .| Tehila - Perl LWP with fake user agent 2
77.126.80.246 |[147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 2
84.93.84.77 147.237.77.74 E:'rfgegom lawidf.il Tehila - Perl LW with fake user agent 2
52. 166. 130. 115 |147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
200. 111. 107. 58 [147.237.0.35 |Gile akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 20. 103 [147. 237. 77. 212 |Wnited Sates |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
186, 113, 163. 10 |147. 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. I | L .
Potential Scan or Brute Force
163. 172. 129. 15 [147. 237. 0. 16 E:'rfgegom ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 124 |[147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 1
52.166. 130. 115 [147.237.76.31 |lhited Sates |[nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 20. 103 |147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 255. 20. 103 [147.237.8.46 |Lhited Sates |e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 [147. 237.0. 16 z‘;sgom ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
94.102.52.71 |147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
107.167.112. 193|lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 69
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
141.8.132.78 R‘F Sf:;”ion 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |7
Russi an . . SYNtAXK retransmt with h
141.8.132.78 eration 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaming BEngine: TCP Invalid i i ssi
109. 253. 219. 181/l srael 147. 237.77. 243 |nobile. i o . | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
77.126.80.246 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 26 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
201. 142. 232. 133|Mexi co 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
61.136.195.22 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
209. 6.148.106 |lLhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
200.111. 107.58 |anile 147.237.0. 17 qunly kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST monitor |1
74.82.47.54 Lhited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
200. 111. 107.58 |Giile 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
184.105. 139. 108|Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66.240.219. 146 |lnited Sates [147.237.0.33 |idf.il drop drop 1
200. 111. 107.58 |Giile 147.237.0.19 |madimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 24 |Uhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
200. 111. 107.58 |Qile 147.237.72. 167 |i shurimaka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
192.243.55.138 |[Lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139.162.37. 147 |Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
73. 38. 58. 206 Lhited Sates |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
200. 111. 107.58 |Ghile 147.237.0.33  |idf.il drop drop 1
141.212.122.25 |Uhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
94.129.244.82 |Kuwait 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 250 | srael 147.237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
! . . . Geo-1 ocat i on i nbound
200. 111. 107.58 [Ghile 147.237.72. 217 |e.idf .il Geo-1 ocat i on enf or cenent enf or coment drop 1
198. 20. 69. 98 Lhited Sates |147.237.76.197 |e. hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 1
139. 162. 37. 147 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.23 Lhited Sates |147.237.76.31 [nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
200. 111. 107.58 [Ghile 147.237.0.35 |akaws.idf.il drop drop 1
167.57. 40. 63 U uguay 147.237.72. 166 |aka. i df .i SYN At ack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169|Japan 147.237.77. 176 |mat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
61.136.195.22 |china 147.237.0. 17 ;“I”IV kosher-kravi.id |ouN At ack SYN -> SYN-ACK -> RST monitor |1
200.111.107.58 |Gile 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47. 47 Lhited Sates |147.237.76. 197 |e. hi nush.idf . i Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
200. 111. 107.58 |Quile 147.237.72. 156 |anan.i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
184.105.139.79 |[Uhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Oount
121. 204. 154. 166|Chi na 147.237.77.216|dover.idf.i|l |Miltiple Wauthorized URL Access from 121.204. 154. 166 Bl ock 17
121. 204. 154. 166|Chi na 147.237.77.216|dover.idf.i| |PHP Attenpt B ock
82.81. 69. 148 I srael 147.237.76.42 [refuah.idf.il |Uauthorized URL Access to wawu refua. atal .idf.il/wp-1ogin. php B ock

Ui ted ) ) Unaut hor_i zeq URL Access to ‘ ‘ _
192. 243. 55. 129 Sates 147.237.77.74 [lawidf.il v | aw i df.i | /tenpl ates/getfile/getfile. a;px?fl | fnz_ame:ng 5b3n9| w vy3ncdghpa2f |B ock 1

cbwzahvsyxzcdgf r ywsvdf Qoyxr hyxzlcnf cm 5Swzgy=&i nf ocent eri t en¥t r ue

66. 249. 69. 83 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni asp/ showf orum asp |B ock 1
46.120.122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed Method for Known URL from 46. 120. 122. 219 B ock 1
66. 249. 76. 70 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww aran. idf.il/robots. txt B ock 1
46.120. 122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ gi yus/ general . aspx B ock 1
68. 180. 229. 223 g”iaf;f 147.237.77.216|dover.idf .i| [Paraneter Type Mol ation PageNumin www i df.il/1785- he/ dover. aspx B ock 1
121. 204. 154. 166|Chi na 147.237.77.216|dover.idf .i| |Unhauthorized LRL Access to wwu i df.il/index. asp B ock 1
66. 249. 64. 9 | srael 147.237.72. 166 |aka. i df . i | i;t r2i3b7‘ftf§. ;'227;2?;2;?/ fl':}uﬁc;?ssp/osnho o or U asp Bock |1
82.81. 69. 148 I srael 147.237.76.42 [refuah.idf.il |PHP Attenpt B ock 1
176. 13. 14. 32 I srael 147.237.77. 176 |nat pash. i df . i [|ihaut hori zed URL Access to www cogat . i df .il/894-ar Bl ock 1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzg(;r 'f;dlég‘ygﬁ;f’:li/tfzrum J asp! showf or um asp Bock |1
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