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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176.13.1. 22 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 32
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
129. 10. 120. 193 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
208. 94. 63. 194 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger many 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 9 Australia 147.237.72. 14 dover.idf.il (o d) |[network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147. 237. 72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
144. 76. 4. 148 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 5
69. 30. 211. 2 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
144.76. 4. 148 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Permit 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 1




09-13-2016-03:04:06 to 09-13-2016-04:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country Ste

Signature

66. 249. 64. 106 147.237. 76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 212
46.120.122.219  |147.237.72.166 |[Israel aka.idf.il Xenu Link Seuth User Agent 6
45.79.71.122 147.237.77.176 |lhited Sates nat pash. i df . il WEB- M SC Chunked- Encodi ng transfer attenpt 2
199. 255.20. 103 [147.237.72.217 |lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 153.238.58  [147.237.72.156 |Qnile aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.76.197  |Netherl ands e. hinush. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
58.218.200.137  |147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
52.166.249.197  |147.237.76.202 |lhited Sates e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 20. 103 [147.237.72.167 |Whited Sates i shuri maka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 195 147.237.76.198  |Netherl ands e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.200.137  |147.237.0.16 Chi na ny- kosher - kravi .idf . il ET SCAN Potential SSH Scan 1
52.166.130.115  |147.237.77.212 |Uited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1




09-13-2016-03:04:06 to 09-13-2016-04:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
109.66.31.170  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdr;tvrsacr‘:l"lt wehdfferent  \oonitor |26
83.168.250.50 |Sweden 147. 237. 72. 166 |aka.i df . drop SMrule drop 18
141.8.132. 78 g;z:;nl on 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 9
141.8.132.78 gz::;”ion 147. 237. 77. 216 |dover i of . i Bad TCP sequence ;ﬁﬁ}tﬁ;gx?&?th moni tor |6
79.179. 185. 197 |israel 147. 237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
108.30.23.27  |Wited Sates |147.237.76. 200 |ei tan. aka i df . i Streaning Engi ne: TCP | nvalid|invalid segrent retransnissi on drop 4
Ret r ansmi ssi on Packet dropped.
46.19. 86. 85 I'srael 147.237.77. 243 |nobi l e. i df . i | Streamng Engi ne: TCP Inval id|invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
186.232. 45. 162 |Rrazil 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST alert 3
186.232. 45. 162 |Brazil 147. 237. 72. 166 |aka.i df . SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
201.46.55.42  |Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
201.46.55.42  |Brazil 147.237.77. 233 atal i of il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 2
201.46.55.42  |Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
85.250. 149. 24 | srael 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |2
201. 46. 55. 42 Brazil 147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 2
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
89.237.88.93  |France 147.237.77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST monitor |2
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 2
201.46.55.42  |Brazil 147.237.76.30 |hi nush. i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
212.143. 142.56 | srael 147.237.77. 216 |dover. i df .| drop First packet ismt SN drop 2
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 2
201.46.55.42  |Brazil 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
201.46.55.42  |mrazil 147.237.77. 226 :AMWCha"mZ' aka. 1df-TloyN At tack SYN -> SYN-ACK -> Tineout |monitor |2
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 2
200.111.107.58 |chile 147.237.8.27 |emadimatal.idf.il  |Geo-1ocation enfor cement gi?olrzgii'nfn  nbound drop 1
139.162.37. 147 |Uhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
201.46.55.42  |Brazil 147. 237. 72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
185.32.179. 110 |Israel 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
106. 186. 113. 169 |Japan 147.237.77. 121 |e. navy. i df . i | Geo- 1 ocati on enf or cement Sﬁfolrggﬁ;ton  nbound drop 1
201.46.55.42  |Brazil 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
85.130. 173. 74 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
201.46.55.42  |Brazil 147. 237. 77. 170 |naar achot . i f . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
201.46.55.42  |Brazil 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
201. 46. 55. 42 Brazil 147.237.77.234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
46.166. 188. 218 |Netherlands  |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
201.46.55.42  |mrazil 147.237.0. 17 qunly kosher-kravi-i1d |oyN At ack SYN -> SYN'ACK -> Tineout |monitor |1
201.46.55.42  |Brazil 147. 237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
201. 46. 55. 42 Brazil 147.237.72. 167 |ishurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
75. 80. 23. 55 Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
201. 46. 55. 42 Brazil 147.237.0.19 |madimatal.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 1
157.55.39.46  |Wiited Sates |147.237.77. 176 [nat pash. i df. i SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
200.111. 107.58 |anile 147.237.8.24 |elifestyleid.il Geo-1 ocation enf or cenent gﬁ?;:?éi:a:]?n  nbound drop 1
109. 236. 82. 206 |Net her| ands 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
157.565.39.100 |lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor
106. 186. 113. 169 [Japan 147. 237. 72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> RST noni tor |1
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|Top Attackers In V\AF|

A tacker Devi ce

Target Address ‘Site ‘S gnat ure

Gount ry Action ‘Oount
46. 120. 122. 219 |l srael 147.237.72. 166 |aka. i df .i| [Miltiple Unauthorized Method for Known URL from 46.120. 122. 219 Bl ock 4
92. 40. 248. 79 llilhlr:;gom 147.237.72. 166 |aka. i df . i | |Unhauthorized Method POST for waw aka.idf.il/main/nil ui niabout. aspx Bl ock 2
66. 249. 64. 105 |l srael 147.237.72. 166 [aka. i df . i | [Miltiple Unaut horized URL Access from 66.249. 64. 105 Bl ock 2

) . . |Dstributed Unaut hori zed Method for Known URL on
104. 174.96. 236 |lnited Sates [147.237.72.166|aka.idf .il v aka, i o . i 1/ mai 1 r abanut / gener al . aspx B ock 2
85. 65. 11. 41 | srael 147.237.72. 166 |aka. i df . i | |Uhauthorized URL Access to wwn aka.idf.il/nain/ B ock 1
66.249.64.41 |lsrael 147.237.72. 166 |aka. i df . i | |Unhauthorized URL Access to 147.237.72.166/ si p_storage/ fil es/ 7/ 61267. gi f Bl ock 1
66. 249. 66. 177 |Israel 147.237.77. 216 |dover . i df . i[Mil ti pl e Unaut hori zed URL Access from 66.249. 66. 177 Bl ock 1
190. 160. 54. 16 |hile 147.237. 72. 166 |aka. i df . i | |, Utraceabl e Qnnection - Protocdl violation None 1

(SSL_CONN APPLI CATI ON_ DATA EXCHANGE)
66. 249. 66. 177 |lsrael 147.237.77. 216 |dover . i df . i|uhaut hori zed URL Access to waw idf.il/navy/htni/tool fs. asp Bl ock 1
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