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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (old) [network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action ‘Count |
106. 38. 241. 105  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
23.91.70. 119 Lhited Sates 147.237.72.167 |ishurimaka.idf.il |3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
50. 62. 176. 209 Lhited Sates 147.237.72.167 |ishurimaka.idf.il [3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
46.120.122.219 |147.237.72.166 |[lIsrael aka idf.il Xenu Link Seuth Wser Agent 32
46.120.122.219 |147.237.77.216 |Israel dover.idf.il Xenu Link Seuth Wser Agent 8
46.120.122.219 [147.237.76.31  |[Israel nakchal .idf.il Xenu Link Seuth Wser Agent 2
45.79.103. 178 147.237.72.167 |Wnited Qates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
46.120.122.219 |147.237.77.74  |israel lawidf.il Xenu Link Seuth Wser Agent 2
84.93.84.77 147.237.77.176 |United Ki ngdom nat pash. i df .i Tehila - Perl LWP wth fake user agent 2
2.50. 168. 178 147.237.76.200 |Lnited Arab Emirates |eitan. aka idf.il ET SCAN NVAP -sS wi ndow 3072 1
200.111.107.58 |[147.237.76.39 |Ghile nobi | e. nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
192. 55. 54. 44 147.237.77.216 |Wited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
106. 186. 20. 183  |147.237.77.176 |Japan nat pash. i df .i | ET SCAN Potential SSH Scan 1
84.93.84.77 147.237.77.216 |United K ngdom dover.idf.il Tehila - Perl LWP with fake user agent 1
66. 249. 64. 144 147.237.77.226 |Wited Sates win chanat z. aka. i df il |ET SCAN NVAP -sA (2) 1
2.50. 168. 178 147.237.76.200 |Lnited Arab Emirates |eitan. aka idf.il ET SCAN NVAP -sS wi ndow 4096 1
213.136.94.170 |147.237.77.121 |Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
200.111. 107.58 |147.237.76.38 |[auile eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 153.238.58  |147. 237.8. 45 Gile eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
93.158. 203. 147  |147.237.72.14  [Netherl ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Count ry Target Address |[Ste Signature
109. 66.31. 170 |Israel 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁrsac';? Wth different moni tor |58
187. 16. 219. 213 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 26
187. 16. 219. 213 |Bazi | 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 23
187. 16. 219. 213 |Brazil 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
187.16. 219. 213 |Brazil 147.237.77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
187. 16. 219. 213 |Bazi 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 23
187. 16. 219. 213 |Brazil 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
187. 16. 219. 213 |Brazil 147. 237. 77. 226 :’W“Cha"atz' aka. 11 1oy At ack SYN -> SYN-ACK -> Tinmeout  [monitor |21
187. 16. 219. 213 |Brazil 147.237.76.39 |[nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 21
187.16. 219. 213 |Brazi | 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
187. 16. 219. 213 |Bazi | 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 21
187. 16. 219. 213 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 20
187.16. 219. 213 |Brazi | 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
187. 16. 219. 213 |Bazi | 147.237.72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 20
187. 16. 219. 213 |Brazil 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 20
187.16. 219. 213 |Brazi | 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
187.16.219. 213 |Brazi 147.237.0.17 [0V kosher-kravi. 1 df | sy At t ack SYN -> SYN-ACK -> Timeout  [nonitor |20
187. 16. 219. 213 |Brazil 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
187. 16. 219. 213 |Brazi | 147.237.77.176 [nat pash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 19
187. 16. 219. 213 |Bazi | 147.237.72. 167 |ishurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 19
187. 16. 219. 213 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
187. 16. 219. 213 |Brazil 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 18
187. 16. 219. 213 |Bazi | 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 16
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Brazil 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
201. 46. 55. 42 Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
201. 46. 55. 42 Brazil 147.237.76.39 |[nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
201. 46. 55. 42 Brazil 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
201. 46. 55. 42 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 11
201. 46. 55. 42 Brazil 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46. 55. 42 Brazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 11
201. 46. 55. 42 Brazil 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46. 55. 42 Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 10
201. 46. 55. 42 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
201.46.55.42 |mrazil 17.237.0.17 [NV kosher -kravi.Tdf | qyN At t ack SYN -> SYN-ACK -> Tinmeout  [nonitor |10
185. 27. 105. 136 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
201.46.55.42 |mrazil 147. 237.77. 226 :’“’“’“Cha"atz' aka. Tdf-1 oy At ack SYN -> SYN-ACK -> Timeout  [nonitor |9
141.226.218.5 |Israel 147. 237.76. 200 |ei tan. aka. i df i | Streanng Engine: TP Invalid imalid segrert retransmssion. |y 9
Ret r ansm ssi on Packet dr opped.

201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or

201. 46. 55. 42 Brazil 147.237.77. 176 [nat pash.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
8.23.24.85 Lhited Sates |147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
8.23.24. 85 Whited Sates [147. 237.77. 226 :’“’“’“Cha"atz' aka. Tdf-1 oy At ack SYN -> SYN-ACK -> Timeout  [nonitor |7
8.23.24.85 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
8.23.24.85 Lhited Sates |147.237. 76. 200 |ei tan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
46. 120. 122. 219 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 120. 122. 219 Bl ock 17
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 46. 120. 122. 219 B ock 5
66. 249. 64. 105 I srael 147.237.72. 166 |aka. i df . i | m”;griidﬁe_?lﬁbff;ﬁ; ;fgi yus! gener a . aspx Bl ock 3
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 105 B ock 2
94.142. 238. 190 [Czech Republic |147.237.72. 166 |aka. i df . il Uhaut hori zed Met hod PCST for wwwy aka. i df . il/mai n/ rabanut/general . aspx |B ock 1
66.249. 64. 134 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 134 B ock 1
66.249.76.31 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
66.249.64.9 I srael 147.237.72. 166 |aka. i df . i | Distributed WUnhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 1
109. 66. 31. 170 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
66. 249. 64. 134 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mimain/giyus/ general . aspx Bl ock 1
5.29.102.247 |israel 147.237.0.19 |madimatal .idf. i gdf‘:f;e; _Tiyd’?e_ i\IA/(ljloZE Lf’gs;;' 00$Cont ent A acerol der 15 xt Gapt cha in B ock 1
66.249.76.98 |lsrael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249. 64.41  |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?“;g?r'?;ef&lﬁ Sf;e;sa;; {11 es/ 8 6099 pdf Bl ock 1
207.46.13.57 |wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 66. 162 |l srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to v i df.il/.well-know/ asset|inks.json Bl ock 1
77.126.61.127 |lIsrael 147.237.77.216|dover. i df .i |l Distributed Uhaut hori zed URL Access on v i df.il/894-ar B ock 1
207.46.13.111 [lWited Sates |147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to wwu tikshuv.idf.il/site/lsitenmap. aspx B ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover.i df . il Paranet er Type M ol ation PageNumin vww i df.il/1086-he/ dover . aspx Bl ock 1
77.139.25.104 |France 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  |B ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/894-ar B ock 1
46.120. 122. 219 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka. i df . il/mai n/ gi yus/ KN B ock 1
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