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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
141. 22.213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
5.189. 176. 84 Cer many 147.237.8. 14 e.orchot.idf.il JLMPurple Gon Linit_Tcp drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |[network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 aman.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republi c 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site Sgnature Devi ce Action |Count ‘
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 6
221.236.172.220 |thina 147.237.72.167 |ishurimaka.idf.il |3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address Attacker Country

Signature

46.120. 122. 219 147.237.77.216  |Israel dover.idf.il Xenu Link Seuth Wser Agent 8
46.120. 122. 219 147.237.72.166  |Israel akaidf.il Xenu Link Seuth Wser Agent 7
31.168. 172. 136 147.237.72.156  |Israel aman.idf.il ET SCAN Potential SSH Scan 3
31.168. 172. 136 147.237.72.166  |Israel aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
46.120. 122. 219 147.237.76. 31 I 'srael nakchal . i df il Xenu Link Seuth Wser Agent 2
185.99. 33.5 147.237.76. 30 Lebanon hi nush. i df . i ET SCAN NVAP -sA (2) 2
199. 255. 20. 103 147.237.76. 31 Lhited Sates nakchal . i df i ET SCAN Potential VNC Scan 5900- 5920 1
192. 55. 54. 44 147.237.77.216 [Whited Sates dover.idf.il ET WEB _SERVER Fake Googl ebot UA 1 | nbound 1
188. 0. 236. 165 147.237.77.121  |Ml dova, Republic of e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.76.196  |kraine e.sviva. idf.il ET SCAN NVAP -sS wi ndow 2048 1
88. 208. 26. 13 147.237.77.233  |Netherl ands aal.idf.il Tehila - Perl LWP with fake user agent 1
46.254.9.91 147.237.76.148  |Sweden gocenter.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
31.168. 172. 136 147.237.72.167  |israel i shurimaka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
31.168. 172. 136 147.237.72.156  |Israel aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 255. 20. 103 147. 237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 153. 238. 58 147. 237.8. 45 Gile e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.76.196  |lkraine e.sviva idf.il ET SCAN NVAP -f -sS 1
66. 249. 66. 191 147.237.77.233 [Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Addr ess Ste Signature |Message Devi ce Action |Count |
187.16.219. 213 |Bazil 147.237.76.200 |eitan. aka idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 17
187.16.219.213 |Brazil 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 17
46. 19. 86. 123 | srael 147.237.77.226 |wwn chanat z. aka. i df . i | Bad TCP sequence |invalid AGK nunber noni t or 17
187.16.219. 213 |Bazil 147.237.77.74  |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 16
187.16.219.213 |Brazil 147.237.0. 34 tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 16
187.16.219. 213 |Brazil 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
187.16.219. 213 |Bazil 147.237.77.226 |ww chamat z. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 15
187.16.219.213 |Brazil 147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 15
187.16.219. 213 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 15
46.19. 86. 123 I srael 147.237.77.226 |wwu chanat z. aka. i df . i | Bad TCP sequence |invalid AGK nunber alert 15
187.16.219.213 |Brazil 147.237.77.170 |mmarachot.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 15
187.16.219.213 |Bazil 147.237.0. 19 madi matal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [ronitor 15
187.16.219. 213 |Bazil 147.237.76.31  |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 15
187.16.219.213 |Brazil 147.237.76.39  |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [ronitor 14
187. 16.219. 213 |Bazil 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 14
8.23.24.85 Lhited Sates 147.237.77.170 |mmarachot.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 14
187.16.219.213 |Brazil 147.237.77.233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 14
187.16.219. 213 |Brazil 147.237.76.30  |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 14
187.16.219.213 |Bazil 147.237.77.235 |svivaidf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 14
46. 19. 85. 193 I srael 147.237.77.226 |ww chanat z. aka. i df .i | Bad TCP sequence |invalid AGK nunber noni t or 14
187. 16.219. 213 |Bazil 147. 237. 76. 147 |chinuch. aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 14
8.23.24.85 Lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 14
187.16.219.213 |Brazil 147.237.72.156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 13
187.16.219. 213 |Brazil 147.237.0. 17 mny-kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
187.16.219.213 |Bazil 147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 13
187.16.219.213 |Brazil 147.237.77.234 |halag.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 13
8.23.24.85 Lhited Sates 147.237.0. 34 tikshuv.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 13
8.23.24.85 Lhited Sates 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 12
46. 19. 86. 253 I srael 147.237.0.19 nadi matal .idf.il Bad TCP sequence noni t or 12
8.23.24.85 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 12
8.23.24.85 Lhited Sates 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 12
46. 19. 86. 253 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't SN drop 12
8.23.24.85 Lhited Sates 147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
8.23.24.85 Lhited Sates 147. 237.76. 147 |chinuch. aka. i df i SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 12
187.16.219.213 |Brazil 147.237.77.176 |natpash.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 12
8.23.24.85 Lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 12
8.23.24.85 Lhited Sates 147.237.77.74  |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 11
8.23.24.85 Lhited Sates 147.237.77.233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 11
8.23.24.85 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 11
8.23.24.85 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
8.23.24.85 Lhited Sates 147.237.77.235 |svivaidf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 11
8.23.24.85 Lhited Sates 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 11
8.23.24.85 Lhited Sates 147.237.76.31  |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 11
8.23.24.85 Lhited Sates 147.237.72.156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [ronitor 11
8.23.24.85 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 11
8.23.24.85 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 10
8.23.24.85 Lhited Sates 147.237.77.234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
8.23.24.85 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 10
185.99. 33.5 Lebanon 147.237.76.30  |himush.idf.il Bad TCP sequence [invalid AGK nunber noni t or

46.19. 86. 217 I srael 147.237.77.216 |dover.idf.il Bad TCP sequence |invalid AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count

46. 120. 122. 219 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 120. 122. 219 B ock 5
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 46. 120. 122. 219 B ock 4
46.116. 119. 176 [I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.116. 119. 176 B ock 3
46.19. 86.253 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
78.46.84.199  [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i |/ nmai n/ hone/ def aul t . aspx B ock 1
213.57. 238. 154 |I srael 147.237.77.74 |lawidf.il ma:fvf ' d?'?? /\gfé_a;égf_ r’:ﬁf;g{fgf"_"ies'pfsucmader Sear chStxt Search in B ock 1
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka. i df . i1/ nmai n/ gi yus/ XN B ock 1
5.29.102.247 |Israel 147.237.0.19 |nadimatal .idf.i Edf"r;e;e; _Tiydﬁ‘?i\l’i/fg L?gsg)t(' 008Cont ent A acetbl der 18t xt Gapt cha i n B ock 1
85.93.91. 84 Ger many 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
46.116. 119. 176 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/mai n/ gi yus/ general . aspx B ock 1
66.249.64.45 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoran/ yoman. asp B ock 1
37.191.22.233 |Hungary 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx Bl ock 1
109. 67. 81. 229 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66. 249. 64. 145 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwu navy. i df . il /sip_storage/ B ock 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/brothers/skira/default.asp |B ock 1
139. 162. 13. 205 |9 ngapore 147.237.0.34 |tikshuv.idf.il |SSL Untraceabl e Qonnection - Protocol violation (SSL_QONN CLIENT_HELLO [None 1
66. 249. 6519 | srael 147.237.76.42 [refuah.idf il vL\:/]\:\zurt ;(H;.i?il quc;f Alclcletzsnptl Zt es/ shar ed/ user cont r ol s/ header upper / Bl ock !
151.28.195. 103 [Italy 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for aka.idf.il/giyus/ B ock

46.120. 122. 219 [I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df.il/mai n/ gi yus/ | ogi n. aspx B ock 1
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