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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
58. 60. 229. 34 Chi na 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
194. 29. 178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
139.129. 221.101 Chi na 147.237.8. 46 e.chinuch.idf.il Invalid TP H ags drop 1
103. 16. 199. 144 | ndonesi a 147.237.76. 30 hi nush.idf.il Invalid L4 Header Length drop 1
58. 60. 229. 34 Chi na 147.237.0. 15 kosher-kravi .idf.il Invalid L4 Header Length drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
58. 60. 229. 34 Chi na 147.237.77.121 e.navy.idf.il Invalid L4 Header Length drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 196. 233. 188 Chi na 147.237.8. 28 e.nobil e-ks.idf.il Invalid TGP H ags drop 1
120. 27.196. 178 Chi na 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 1
58. 60. 229. 34 Chi na 147.237.0. 16 ny- kosher-kravi . i df .il Invalid L4 Header Length drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
219.141.189. 72 Chi na 147.237.8. 14 e.orchot.idf.il Invalid L4 Header Length drop 1
91. 210. 104. 87 Russi an Federation 147.237.8. 24 elifestyle.idf.il Invalid TGP H ags drop 1
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
58. 60. 229. 34 Chi na 147.237.8. 14 e.orchot.idf.il Invalid L4 Header Length drop 1
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
137.132. 80. 110 S ngapor e 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
101. 201. 68. 21 Chi na 147.237.76. 38 e.enetav.idf.il L4 Source or Dest Port Zero drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 223.8.113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|
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Gountry

Signature

LOCAL_RULES - HITP Request with CPTIONS nethod to a . doc

194. 114. 146. 227|147. 237. 76. 42 |l srael refuah.idf.il file 10
31.168.172.136 |147.237.72.14 |Israel dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 2
45.79.71.122 147.237.0.34 |lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
31.168.172.136 [147.237.72.14 |Israel dover.idf.il(old) ET SCAN Potential SSH Scan 2
91.201.236.50 |[147.237.0.200 |lkraine . i of .i | ET SCAN NMAP -sS wi ndow 1024 1
84.108. 171. 205 |[147.237.0.34 |lIsrael tikshuv.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.158 |147.237.76. 147 [Sweden chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
104.192. 0. 21 147.237.76.38 |Lnited Sates e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.168. 0. 253 147.237. 72. 156 |I srael anan. i df . i | ET SCAN NVAP -sA (2) 1
104. 167. 6. 84 147.237.0.33 |lhited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 168 [147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 149 [147.237.76.39 [Netherlands nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |[147.237.0.200 |lkraine . i df il ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.50 |[147.237.0.200 |lkraine . i of .i | ET SCAN NVAP -f -sS 1
52.166.130. 115 [147.237.0.16 |Lhited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
179. 43. 141. 198 |147.237. 76. 199 |Sni t zer | and e. nakchal i df .i | ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.0.35 |Lnited Sates akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
2.53.155. 174 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 1
94.102.52. 71 147.237.8.14 |Netherl ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 168 [147. 237. 76. 197 [Net her | ands e. himush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 149 [147.237.76.30 [Netherlands hi nush. i df i ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
S ream ng Engi ne: TCP i i ssi
109. 253. 144, 177|I srael 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: 1 Invalid segnent retransmssion. | 87
Inval i d Retransm ssion Packet dr opped.
41.36.58. 134 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |41
S ream ng Engi ne: TCP i i ssi
109. 253. 142. 241 |i srael 147. 237. 77. 243 |nobi | e. i of . i | mng tngine: Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
St reani ng Engi ne: TCP i i ssi
37.26.148.170 | srael 147.237.77. 243 |nobi l e. i df .1 mng tngine: Invalid segnent retransmssion. | 6
Inval i d Retransmi ssion Packet dropped.
187. 16. 219. 213 |Brazil 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 5
187.16.219. 213 |Brazil 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |5
187.16. 219. 213 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |5
46. 19. 85. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
187.16.219. 213 |Brazil 147. 237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16. 219. 213 |Rrazil 147. 237.77. 226 ;’T’WCha”“tz' aka. df- oy At t ack SYN -> SYN-ACK -> Tineout |monitor |4
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
187.16.219. 213 |Brazil 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
187.16. 219. 213 |Brazil 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor
187.16.219. 213 |Rrazil 147.237.0.17 ;nlnly kosher-kravi . 1d gy At t ack SYN -> SYN-ACK -> Tineout |monitor |4
187.16.219. 213 |Brazil 147.237.77. 170 |maar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
46.253.84. 35 g";'cis;i'géa” Tertitony s 47 237.77. 176 |nat pash. i of . i1 dr op First packet ism't SWN drop 4
46.19. 85. 151 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 4
187.16. 219. 213 |Brazil 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16. 219. 213 |Brazil 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16.219. 213 |Brazil 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16. 219. 213 |Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16. 219. 213 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
187.16.219. 213 |Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
77.126.83.231 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
201. 46. 55. 34 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
S ream ng Engi ne: TCP i i ssi
176.13.242. 48 |Israel 147.237.77. 243 |nobil e. i of . mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dropped.
187.16.219. 213 |Brazil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor
201. 46. 55. 34 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor
S ream ng BEngi ne: TCP i i ssi
176.13.23.54  |israel 147.237.77. 243 |robi L e. i of .| mng tngine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dropped.
141.8.132.78 Russi an Federation |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
187. 16. 219. 213 |Bazil 147.237.76.39 |nmobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor
201.46.55.34  |mrazil 147. 237. 77. 226 ;":’“"‘Chamz' aka. 1df. o\ At t ack SYN -> SYN-ACK -> Tineout |monitor |3
187. 16. 219. 213 |Bazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
46. 19. 85. 158 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 3
201. 46. 55. 34 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
201. 46. 55. 34 Brazil 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
201. 46. 55. 34 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
46. 19. 85. 158 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
201.46.55.34  |Rrazil 147.237.0. 17 ;nlnly kosher-kravi . 1d gy at t ack SYN -> SYN-ACK -> Timeout [monitor |3
187.16. 219. 213 |Brazil 147.237.72. 167 |i shurimaka.idf .i| SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
201. 46.55. 34 Brazil 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 3
201. 46. 55. 34 Brazil 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
187.16.219. 213 |Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |3
201. 46.55. 34 Brazil 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 3
84.109.230.38 | srael 147. 237.77. 226 ;":’“’“ha"atz' aka. 10 1pad TOP sequence Invalid ACK nunber monitor |3
187.16.219. 213 |Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |3
201. 46. 55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
37.46. 41. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
187.16.219. 213 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |3
201. 46. 55. 34 Brazil 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.125.89.255 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 136
194. 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 48
194. 114. 146. 227|l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 194. 114. 146. 227 B ock 35
95. 86. 85. 15 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 95. 86. 85. 15 Bl ock 17
176. 13. 244. 177 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/sip_storagel/files/4/ B ock 3
176.13. 23. 54 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
37.26.148.170 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
66.147.244.101 |nited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method HEAD for waw aka. i df .i|/mai n/ gi yus/ general . aspx |B ock 2
Lhi ted . . Unaut hori zed Met hod PCST for

82.8.187. 169 Ki ngdom 147.237.72. 166 |aka. i df . i | v aka, i of i1 /il Ui it enpl at es/ i nner . asp B ock 1
207.46.13.168 |Wited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
68.180.229.223 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i |/1384- he/ dover . aspx Bl ock 1

. . Unaut hori zed URL Access to
66.249.64.9 | srael 147.237.72.166 [aka. i df . i | 147.237.72. 166/ ti znor et/ gal | er y/ showpi ct ur e. asp Bl ock !
212.252.80.163 [Turkey 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
180.76.15.155 |China 147.237.77. 176 [mat pash. i dff .| [hauthorized LR Access to . Bl ock 1

v cogat . i df . il /si p_storaguent _neani ngs_entreat. yan
] . - D stributed Unauthori zed Method for Known URL on

173. 63. 167. 3 Wited Sates |147.237.72.166(aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1

. . Unaut hori zed URL Access to
66. 249.64. 41 I srael 147.237.72.166 [aka. i df . 1 | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
212.252.80.163 [Turkey 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rag. i df . il/wp-1 ogin. php B ock 1

’ . . Unaut hori zed URL Access to
192.243.55.131 |Uhited Sates |147.237.72. 166 [aka. i df .i 1 waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59268&doci d=65428 Bl ock !
77.138.204.84 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka. i df.il/main/hone/ defaul t.aspx |Bl ock 1
. . S Lhtraceabl e Gonnection - Protocol violation

198.161.119.4 [Canada 147.237.77. 216 |dover . i df .i | (SSL CONN LI ENT HELLO) None 1
66.249.66. 177 |lsrael 147.237.77. 216 |dover.idf.i Unaut hori zed URL Access to www idf.il/1589- en/dover. aspx B ock 1
192.243.55.136 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/irag/ english/info07. asp B ock 1
78. 46. 84. 199 Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ hone/ def aul t. aspx |Bl ock 1
199. 185.67. 14 |Canada 147.237.77. 216 |dover.idf.i Unaut hori zed URL Access to waw i df . il/894-he/ dover. aspx english B ock 1
176.13.227. 131 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f B ock 1
66.249.69.89  |Israel 147.237.76. 200 |ei t an. aka. i df . j | [ 1authori zed URL Access to Bl ock 1

wwn ei tan. aka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper /
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