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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 5
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
2.53.147. 45 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 217 eidf.il network flood | Pv4 | QWP drop 1
104. 243. 16. 128 Lhited Sates 147.237.8. 50 e tikshuv.idf.il JLMPurple Gon Limt_Tcp drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
121.199. 18. 160 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags dr op 1
216. 48. 80. 14 Canada 147.237.72. 156 aman.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
219.141.189. 72 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Invalid TGP H ags drop 1
192. 33. 90. 68 S t zerl and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
103. 16. 199. 144 | ndonesi a 147.237.8. 14 e.orchot.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site |S gnature

Devi ce Action |Count

23.91.70. 43 Lhited Sates 147.237.77.233 |atal.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
213. 252.247.231 Li t huani a 147.237.77.216 dover.idf.il [24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

23.91.70. 43 147.237.77.233 |nited Sates atal .idf.il S Injection - Select From 18
176. 9. 124. 208 147.237.77.216 |Ger many dover.idf.il Tehila - Perl LWP with fake user agent 12
176. 9. 124. 208 147.237.77.216 |Ger many dover.idf.il LOCAL_RULES access attenpt to fil e nanager. php 2
94.183. 161. 18 147.237.72.166 |liran, Islanic Republic of |aka.idf.il ET SCAN Potential SSH Scan 1
104.243.16.128  |147.237.76.201 |Lhited Sates eatal.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.0. 35 Net her | ands akavs. i df il ET SCAN NMAP -sS wi ndow 1024 1
104.243.16.128  |147.237.72.156 |lhited Sates anan. i df.il ET SCAN Potential SSH Scan 1
52.166.249.197 |147.237.72.166 |lLhited Sates akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
104.243.16. 128  |147.237.0.34 Lhited Sates ti kshuv. i df.il ET SCAN Potential SSH Scan 1
46.120.122.219  |147.237.72.166 |Israel akaidf.il Xenu Link Seuth User Agent 1
94.183. 161. 18 147.237.77.234 |iran, Islanic Republic of |halag.idf.il ET SCAN Potential SSH Scan 1
45.79.71.122 147.237.72.166 |Lhited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
94.183. 161. 18 147.237.77.19 |iran, Islanic Republic of |lawforumidf.il ET SCAN Potential SSH Scan 1
40. 86. 75. 227 147.237.77.234 |lhited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.183. 161. 18 147.237.76.176 |iran, Islanic Republic of [test.ncore.idf.il ET SCAN Potential SSH Scan 1
200.111.107.58  |147.237.77.178 |Cile e. nat pash. i df . il ET SCAN NVAP -sS wi ndow 1024 1
94.183.161. 18 147.237.76.39 [lran, Islanic Republic of |nobile neitav.idf.il [ET SCAN Potential SSH Scan 1
94.183. 161. 18 147.237.72.167 |iran, Islanmc Republic of |ishurimakaidf.il |ET SCAN Potential SSH Scan 1
104. 243.16.128  [147.237.76.202 |Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.77.233 |Netherl ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104.243.16. 128  |147.237.76.177 |lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
93.158. 203. 168  |147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 243.16. 128  |147.237.8.28 Lhited Sates e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
52.166.130.115  |147.237.77.243 |lWited Sates nobi | . i df.il ET SCAN NMAP -sS wi ndow 1024 1
104.243.16.128  |147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
46.117.223.229  |147.237.77.216 |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
94.183. 161. 18 147.237.77.178 |iran, Islanic Republic of |e. matpash.idf.il ET SCAN Potential SSH Scan 1
41.36.58. 134 147.237.77.216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
94.183. 161. 18 147.237.76.199 |Iran, Islanic Republic of |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
40. 86. 75. 227 147.237.77.179 |Whited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.183. 161. 18 147.237.76.148 |iran, Islanic Republic of |gqcenter.aka.idf.il |ET SCAN Potential SSH Scan 1
193. 201. 225. 149 |147.237.77.227 |Wraine e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94.183. 161. 18 147.237.72.217 |iran, Islanic Republic of |e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

46. 19. 85. 253 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 37
46. 19. 85. 253 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 29
103. 200. 110. 12 |Hong Kong |147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong |147.237.77.176 |matpash.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong |147.237.76. 147 |chi nuch. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
41. 36. 58. 134 Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
103. 200. 110. 12 |Hong Kong |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 19
103. 200. 110. 12 |Hong Kong [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
103.200. 110. 12 |Hong Kong |147.237.0.17 ]["I"IY kosher-kravi.id |on At t ack SYN -> SYNACK -> Tineout |monitor |18
103. 200. 110. 12 |Hong Kong |147.237.77.170 |maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
184.168. 192. 134|lhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
103.200. 110. 12 |Hong Kong |147.237.77. 226 :”’“"‘Cha"atz'aka' Hf-T 1 syN At t ack SYN -> SYNACK -> Tineout |monitor |18
103. 200. 110. 12 |Hong Kong |147.237.72.166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
103. 200. 110. 12 |Hong Kong |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
103. 200. 110. 12 |Hong Kong |147.237.77.235|sviva.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 17
41. 36. 58. 134 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
103. 200. 110. 12 |Hong Kong |147.237.76.31 |nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
187.16.219. 213 |Rrazil 147.237.0.07 | kosher-kravi.Td |qyN At t ack SYN -> SYN-ACK -> Tineout  [monitor |16
187. 16. 219. 213 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
85.64.94.187  |Israel 147. 237. 76. 200 |ei tan. aka.i of .| Streaning Bngine: TCP Invalid finvalid segnent retramsmission. |, 16

Ret r ansm ssi on Packet dr opped.

187. 16. 219. 213 |Brazil 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
187. 16. 219. 213 |Brazil 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187.16. 219. 213 |Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
201. 46.55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 16. 219. 213 |Brazil 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147.237.77.235|sviva i df . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
187. 16. 219. 213 |Brazil 147.237.72.166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
187. 16. 219. 213 |Brazil 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 16. 219. 213 |Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
201. 46.55. 34 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 16. 219. 213 |Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187.16. 219. 213 |Brazil 147.237.72. 167 |i shurimaka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
201. 46.55. 34 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147.237. 72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201.46.55.34  |mrazil 147.237.77. 226 }’“’“’“Chamz' aka. Tdf-1 |oyN At t ack SYN -> SYN-ACK -> Tineout  [nonitor  [15
187. 16. 219. 213 |Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46.55. 34 Brazil 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.11. 250 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 175
37.26.146.222 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 83
95. 86. 85. 15 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 95. 86. 85. 15 B ock

176. 13. 244. 177 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
83.6.57. 248 Pol and 147.237.72. 166 |aka. i df . i | m“;kr:: ;eldl /’\iﬁturr]ci)?m;?p;/zifs?): ayonesal di ot 5 Bl ock 4
2.53.131. 198 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock
66.147.244. 101 |Wited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for ww aka. i df . i/ mai n/ gi yus/ general . aspx |B ock
82.102.169. 113 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
95.86.85.15 [Israel 147. 237.72. 166 |aka. i df . i | chaut horl zed f;‘pfcstcoerize; i1 s/ 3 69695, b Bl ock 2
79.181.188.212 |[Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
77.138.160.105 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147. 237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
192.243.55. 137 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df.il/ishuriniexanpcert Bl ock 1
46. 19. 85. 229 | sr ael 147.237.77. 176 |mat pash. i df . il |Mal formed URL com andr oi d. br owser B ock 1
137.200.32.22 |uited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod PCBT for waw aka. idf.il/giyus/general /default.asp [B ock 1
80.241.214.29 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/ hone/ def aul t. aspx Bl ock 1
66.249. 65. 182 I srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;’_r;géfy?p g:tcoisasg;/cf’i s/ 913469, | pg Bl ock 1
31.168. 0. 253 I srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.243.55.129 |lhited Sates |147.237.72.166|aka. i df.i| m“;;ri idﬁdl /ﬁnﬁﬁ‘;ff;:;previ el defanl . 55p B ock 1
77.138.241.83 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to wwwu aman. i df . il /favicon.ico B ock 1
207.241.229. 227|Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/tenpl at es/ cont act us/ 404. aspx Bl ock
46.19.85.229  [Israel 147.237.77. 176 @t pash. i df . i [hknovn HTTR Feduest Nethod X Requested-Wih: in LR, Bl ock 1
66.249.66. 177 [Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.i|/894-en/i df gdover. aspx B ock 1
192.243.55.131 |[Uhited Sates |[147.237.72.166|aka.idf.il D stributed Uhaut hori zed URL Access on waw aka. i df .il/gi yus/ kadat z B ock 1
77.139.175.211 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for v aka. i df.il/nain/smalinisnal i maspx [B ock 1
209.171. 43. 251 |Canada 147.237.77. 176 |nat pash. i df .i| |Waut hori zed HTTP Met hod B ock 1
46. 19. 85. 252 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
176. 13. 233. 196 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 70 I srael 147.237.72. 156 |aman. i df . i | Lhaut hori zed LRL Access to waw anan. i df .il/appl e- app-site-associ ation |B ock 1
192.243.55.133 [United Sates [147.237.72.166|aka. i df .1l mu;::g.”i éf.di Iullnaf(r:];: Z'isf/uts?gener al . aspx?cat i d=58604&doci d=73556 B ock !
46.19. 85. 229 I srael 147.237.77. 176 [mat pash. i df . i|  |Abnormal Iy Long Request nethod B ock 1
109. 66. 149.20 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
213.57.79.100 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
46.120. 122. 219 |Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 120. 122. 219 B ock 1
2.53.131.198 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
84.108. 215. 68 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
68.180.228.240 |Lhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed LRL Access to waw aman.idf.il/robots. txt B ock 1
192. 243.55. 137 |Uited Sates [147.237.72.166aka.idf.il D stributed Uauthorized LRL Access on waw aka. i df . i|/gi yus/ kadat z Bl ock 1
46. 19. 85. 229 | sr ael 147.237.77. 176 |nat pash. i df .i| |il1egal HITP \ersion B ock 1
136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwan aka. i df . il/brot hers/ skira/ defaul t. asp Bl ock 1
79.181.188. 212 |lsrael 147.237.77.243|nobi | e. i df . i | SSL Unhtraceabl e Connection - (pen Mde None 1
2.139.219.209 |[Spain 147. 237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
180.76.15.26  |china 147. 237.77. 216 |dover . i df . i | Shaut gférillzliinﬁtifgﬁzr;g/ ser cont rol s/ header upper/ Bl ock 1
89.139.218.59 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
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