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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
41. 36. 58. 134 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
196. 224. 8. 10 Tuni si a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 208. 4. 99 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 41 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
217.132.2.24 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 83 Czech Republic 147. 237. 72. 167 i shurimaka.idf.il[network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 178 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry [Target Address |Site |S gnature Devi ce Action |Oount |
184. 168. 27. 33 Lhited Sates 147.237.72.166 |aka.idf.i|l |6134 HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 18
77.67.47.7 France 147.237.72.166 |aka.idf.il |6134 HITP. SQ Injection Variable Declaration Bvasion B ock 12
198.50. 200. 198 |Canada 147.237.72.166 |aka.idf.il |Cl000026: HTTP. Access to - index. php?option=comjce Per nirt 8

50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 6

184. 168. 27. 33 Lhited Sates 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
77.67.47.7 France 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SALECT) Bl ock 6
91.121.101. 78 France 147.237.77.216 |dover.idf.i||ClL000074: HITP. najestic bot Per mit 2

106. 38.241.105 |China 147.237.72.166 |aka.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

184.168.27.33 [147.237.72.166|Whited Sates  |aka.idf.il SQ Injection - Select From 26
77.67.47.7 147. 237. 72. 166 |France aka.idf.il SQ Injection - Select Fom 20
50. 77. 136. 81 147.237.77.233|lhited Sates  |atal .idf.il S Injection - Select Fom 8
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 3
194.15.116. 205 [147. 237.77. 216 ?ég:;;”im dover i df il Xenu Link Seuth User Agent 2
45.79.103.178 |147.237.0.34 [lhited Sates  |tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
84.93.84.77 147.237.77. 216 |Lhi ted Ki ngdom |dover.idf.il Tehila - Perl LWP with fake user agent 2
71. 6. 165. 200 147.237.0.200 |Whited Sates  |mdu.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.254.9. 91 147. 237. 77. 212 |Sweden e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76.176 |Lhited Sates  |test.ncore.idf.il ET DROP Dshiel d B ock Listed Source 1
41.36. 47. 36 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
183. 239. 198. 105|147. 237.0. 16  [Chi na ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
103.207.36.84 [147.237.8.27 |Metnam e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.50 |[147.237.77.212|krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
71. 6. 165. 200 147.237.0.200 |Whited Sates  |ndu.idf.il ET SCAN NVAP -f -sS 1
46.254.9.91 147. 237. 77. 235 |Sweden sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
202, 103. 177. 1621147 237 76. 30 |ni na Hirsh i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.254.9. 91 147. 237. 77. 178 |Sweden e.matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 239. 198. 105|147. 237.0. 16  |Chi na ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 3072 1
183. 239. 198. 105(147.237.0. 16 |Chi na ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
93.174.91. 29 147.237.77.19 [Netherl ands I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

196. 224. 8. 10 Tuni si a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15114
41. 36. 58. 134 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2794
41. 36. 47. 36 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2348
46. 121. 105. 18 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 563
41.36.58. 134 Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor  |380
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 359
41. 36. 47. 36 Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 107
41.36.58.134  |Egypt 147. 237. 77. 216 |dover . i of . | ?e;zr:t nii i':?' r|]5en:f o-l;cc]:::anent ;Clpovfezgzggae:cué ‘F’fadf;’“ chj)?pe o aron 36
109. 226. 40. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
37.26. 149. 168 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
156. 204. 212. 202 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
50.87.144.145 |lhited Sates|147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
109. 253. 193. 120! srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
194. 90. 247. 14 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
109. 186. 81. 15 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
157.55.39.131 |lhited Sates|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 19
37.142.99. 140 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
89. 237. 110. 147 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
109. 253. 145. 131l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
79.178.132. 94 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
79.180. 22. 136 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
79.182. 32. 250 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
212.76.111. 132 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
41.36.58. 134 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 14
2.53.160. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
46. 19. 86. 37 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval id ACK nunber noni t or 13
46. 19. 85. 96 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 12
196. 224. 8. 10 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 96 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
109. 253. 192. 18 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46. 19. 85.91 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
31. 154. 25. 122 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
2.53.142.224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
192. 243.55. 137 |lhited Sates|147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
196. 224. 8. 10 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 12
46. 19. 86. 21 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 11
68.180.229. 190 |lhited Sates|147.237.77.216|dover.idf.il dr op First packet isn't SN drop 11
46. 19. 86. 21 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
201.46.55.34  |mrazil 147.237.77. 226 "1\ chanatz. aka. Tdf | oyN At t ack SYN -> SYN-ACK -> Ti neout monitor |11
5.22.134. 187 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 11
79.182.57.152 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
201. 46.55. 34 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 11
201. 46. 55. 34 Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46.55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
46. 19. 86. 37 I srael 147.237.77. 234 |hal ag.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 10
201. 46. 55. 34 Brazil 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
176. 13.10. 79 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
217.132. 66.218 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 179 I 'srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 210
. . Unaut hori zed Met hod CPTI ONS for
89.138. 185. 200 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 1
46. 19. 86. 76 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 15
192.114.91. 235 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14

5.29.118. 55 I srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock
46. 19. 86. 104 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
37.26.147.172 |[Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut hori zed URL Access from 37.26. 147. 172 Bl ock
. . . Paraneter Type Mol ation searchText in
77.127.78.97 I srael 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df i 1/905- he/ ti kshuv. aspx B ock 2
176.13.5.142 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
46. 19. 86. 253 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
] . - D stributed Unaut hori zed Method for Known URL on
157.235.66.84 |Wited Sates |147.237.72.166|aka. i df.il vow aka. i df . i 1/ mai v home/ def aul t . aspx B ock 2
77.126.40.203 |lsrael 147.237.72.166|aka. i df . i | Lhknown Paranet er docl d i n waw aka. i df . i |/ mai n/ gi yus/ def aul t . aspx None 1
161. 209. 206. 201 |Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for www aka.idf.il/ishurim B ock 1
79.179.125.59 I srael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in WAL /mai nkapat2//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ nobi | e/ mai n/ sachar/ B ock 1
192. 243.55. 137 |Uhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243, 55, 137 B ock
79.179.125.59  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.179. 125. 59 B ock
. - Unaut hori zed URL Access to
66.249. 76. 74 I srael 147.237.72. 156 |arman. i df . i | vaw aman. i . i1/ vel | - knowy appl e- app- si t e- associ at i on B ock 1
46.4.74.42 Ger many 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df . il/brothers/skira/default.asp [B ock 1
212.179. 220. 199|l srael 147.237.72.166|aka. i df . i | Unhtraceabl e SSL Sessi ons: Qpen Mbde None 1
89.237.74.146 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/ishuriniexanpcert/ B ock 1
77.138.15.199 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/nai n/rabanut/general . aspx [B ock 1
185. 120. 125. 59 |l srael 147.237.72.166|aka. i df . i | Unhtraceabl e SSL Sessi ons: Qpen Mbde None 1
80. 246. 137. 248 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
77.124.20.14  |israel 147. 237.72. 156 |anan. i df . i | llegal Byte (e Character in Faraneter \al e at 101 for Bl ock 1
wan anan. i df . i |/ nodi i n/ quest i onnai r es. aspx
- - Distributed Lhaut hori zed URL Access on

46. 19. 86. 37 I srael 147.237.77.234|hal ag. i df . i | 147, 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
109. 253. 142. 168l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1

. . D stributed Unaut hori zed Method for Known URL on
77.138.70.210 Fance 147.237.72.166|aka. i df . i | whw aka. i df . i |/ nai n/ r abanut / gener al . aspx Bl ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/kam ar/hone/default.asp |B ock 1
5.29.118.55 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 1

. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
81.218.136.85 |[Israel 147.237.72. 166 |aka. i df . i | voww aka, i o . i |/ nai v Sachar / r equest paysl i pexpl anat i on. aspx None 1

. . Unaut hori zed URL Access to
77.126.40. 203 I srael 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ def aul t. aspxcat | d=58609&doc| d=72568 Bl ock !
77.138.193.58 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka.idf.il/main/smalimsnalimaspx |B ock 1

. - D stributed Unaut hori zed Method for Known URL on
47.54.146.126 |Canada 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai v home/ def aul t . aspx B ock 1
32.60.95.34 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for www aka. i df . il /mai n/ hone/ def aul t . aspx Bl ock 1
192. 243.55. 133 |Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wan aka. i df . il/gi yus/ kadat z B ock
87. 68.38. 194 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https:/waidf.il/ B ock
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