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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
109. 66. 37. 183 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 10
188. 120. 154. 136 | srael 147.237.72. 166 aka idf.il B ack List dr op 8
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
188. 120. 154. 136 | srael 147.237.77. 216 dover.idf.il B ack List drop 5
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
188. 120. 154. 136 | srael 147.237.72. 156 anan.idf.il B ack List drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
87. 68. 49. 168 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
158. 85. 253. 245 Lhited Sates 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

158. 85. 253. 245 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 14
46.120. 122. 219 147.237.77. 176 I srael nat pash. i df .i Xenu Link S euth Wser Agent 2
193. 201. 225. 149 147. 237.76. 44 Wkrai ne e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
176. 13. 248. 105 147.237.72. 166 I 'srael aka idf.il portscan: TCP O stributed Portscan 1
40. 86. 75. 227 147.237.76. 30 Lhited Sates hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
116. 71. 128. 85 147. 237. 77. 205 Paki st an prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
31. 168. 164. 86 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 147.237.0. 15 Russi an Federat i on kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.55.175. 177 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
93.174.91. 29 147.237.77. 74 Net her | ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
79.182.23. 21 147.237. 72. 156 I 'srael anan. i of . i | ET SCAN NVAP -sA (2) 1
66. 249. 69. 108 147.237.77.176 Lhited Sates nat pash. i df .i ET SCAN NVAP -sA (2) 1
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 1
46.120. 122. 219 147.237.77. 170 I 'srael n@ar achot . i df . i | Xenu Link Seuth User Agent 1
190. 153. 238. 58 147.237.77.178 Qile e. mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86. 124 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
37.142.203. 45 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 147.237.0. 17 Russi an Federation mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 1024 1
5.102. 195. 42 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
93.174.91. 29 147. 237.77. 178 Net her | ands e. mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
93.174.91. 29 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 93. 142 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
58. 218. 200. 137 147.237. 0. 34 Ghi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
87.69.36.223 |[Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 50
46.19.86.217 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 32
idf.i |SSreamng BEngine: TCP Invalid i i ssi
84. 111. 84. 69 | srael 147 237. 77. 226 wan chanat z. aka. i df . i g 'g Inval i d segnent retransnission. drop 28
| Ret r ansni ssi on Packet dr opped.
100. 92. 148. 125 147.237.72. 166 |aka.idf.il drop Frst packet isn't SWN drop 25
. . SYNretransmt wth different .
93.172.101. 77 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 24
170.74. 248.8 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
113. 210. 205. 70 |Mil aysi a 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 13
187. 16. 219. 213 |Razi 147. 237.76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
187.16. 219. 213 |Brazi 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201.46.55.34 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
187. 16. 219. 213 |Rrazil 147.237.77. 234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
176.13.6.80 |l srael 147. 237. 77. 226 :’W"“Cha”atz'aka' M lSyN At tack SYN -> SYN-ACK -> Tineout  |monitor |10
187. 16. 219. 213 |Rrazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
201.46.55.34 |Razil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
109. 253.211. 8 |l srael 147.237.72. 166 |aka.idf.il drop Frst packet isn't SWN drop
vy chamat z. aka. i df . i SYNWAXK retransmt with .
176.13. 6. 80 | srael 147.237.77. 226, Bad TCP sequence qifferent vi ndow scal e noni t or 9
201.46.55.34 |Brazil 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
187. 16. 219. 213 |Rrazil 147.237.77. 226 ;”“WCha"atZ'aka' T lSyN At tack SYN -> SYN-ACK -> Timeout  |nonitor |8
187. 16. 219. 213 |Rrazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
187. 16. 219. 213 |Rrazil 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or
201. 46. 55. 34 Brazil 147.237.77. 234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
176.13.6.80  |Israel 147. 237. 77. 226 ;"”W“Cha”atz'aka' M lSYN At tack SYN -> SYN-ACK -> Tineout |aert 8
187. 16. 219. 213 |Rrazil 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
187. 16. 219. 213 |Razi 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.34 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
187. 16. 219. 213 |Rrazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
201.46.55.34 |Razil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
187.16. 219. 213 |Brazi 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
46.19.86.174 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |7
187. 16. 219. 213 |Rrazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
5.22.134. 222 | srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 7
187. 16. 219. 213 |prazi 147.237.0. 17 r?lny'kOSher'krav"'df SYN At t ack SYN -> SYNACK -> Timeout  |monitor |7
212.235.79.14 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
201.46.55.34 |Razil 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN ACK -> Ti meout noni t or 7
201.46.55.34 |Razil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
187.16. 219. 213 |Rrazi 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201.46.55.34 |Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 7
. . SYNWAXK retransmt with .
212.235.79.14 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence di fferent vi ndow scal & noni t or 7
201.46.55.34 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
187. 16. 219. 213 |Rrazil 147.237.77.235|sviva. i df.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
201. 46. 55. 34 Bazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
187.16. 219. 213 |Brazi 147.237.72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19. 85. 42 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
201.46.55.34 |mrazil 147.237.0.17 ”i’I"y' kosher-kravi .1 |qyn At t ack SYN -> SYN-ACK -> Tineout  |monitor |6
62.90. 147. 208 |l srael 147.237.72. 166 |aka.idf.il drop Frst packet isn't SN drop 6
187. 16. 219. 213 |Rrazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
201.46.55.34 |Razil 147.237.77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 6
187. 16. 219. 213 |Rrazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 6
46. 19. 85. 42 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |6
201.46.55.34 |Razil 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.228. 116 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 75
79. 180. 32. 46 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 62
37.26.146. 144 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
176.13.11.8 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
185.32.179. 196 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
77.139.191. 157 |France 147.237.72. 166 |aka. i df . i | m”;:gii ;ffdi I'ﬁ;?‘;‘/jkgzj ot At S, aspx B ock 13
2.53.159. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
79.178.187.202 |[israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 5
62.219.133.136 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut horized HTTP Met hod Bl ock 5
147. 236. 238. 20 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 4
62.219.133.136 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storagelfiles/2/ B ock 4
77.139.191. 157 |France 147.237.72. 166 |aka. i df . i | \?W;;;L:ﬂtdefdmi‘; Z?L;Z?Z/W hod for Known LR on B ock 4
141. 226. 243. 47 |l srael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 3
37.26.147.198 [Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
46. 19. 86. 40 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Dstributed Abnormal |y Long Request B ock 2
46.19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Dstributed Il1egal HITP \ersion B ock 2
46. 19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Dstributed Ml forned LRL Bl ock 2
80.246.138.44 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 80. 246. 138. 44 B ock 2
84.108. 180. 104 |Israel 147.237.77. 243 |nobi | e. i df . i | nmo;ﬂt‘:?rc;fz_??/g:t‘egff;semgtesllist hi | ddocunent </ 1071 Bl ock 1
5. 29, 95. 127 I'srael 147.237.77. 216 |dover . i df . i | va;/;ut iréftf‘ftﬁfn?é“;miifﬁ‘_ji ILf‘L Access on B ock 1
198.20.69.74  [lhited Sates [147.237.77.176 |nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
71.227.84.82 Lhited Sates [147.237.72.166|aka. i df.il Uhknown HTTP Request Method “[[#0]1[[#0]][[#0]1[[#19]]1f in URL |B ock 1
93.172.101.77  [Israel 147.237.76.42 |refuah.idf.il ot ted pautorized éﬁaﬁcgﬁ( on Bl ock 1
80.246.138.44 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ 1/ B ock 1
77.139.21.210 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ guyus B ock 1
188.120. 154. 231 |l st ael 147.237.72. 166 [aka. i df . i | mugtg.r: Z?ji Iu/lrmf‘r:\;:gffluts?gener al . aspx?cat i d=59330&doci d=64985 Bl ock !
71.227.84.82 Lhited Sates [147.237.72.166|aka. i df.il Il1legal Byte Qode Character in Method “[[#0]1[[#0]1[[#01]1[[#19]]7 B ock 1
109. 66. 10. 155 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.189.126. 201 |Ger many 147.237.77. 216 |dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 84. 189. 126. 201 B ock 1
46.19. 86. 72 I srael 147.237.77. 243 |nobi | e. i df . i | m;ult:?rd'fsz/ (l;aFtLeng‘r:;tez:plta(;esll | st chi | dsuboat egori es/ 1423 B ock 1
207.46.13.136 |Uited Sates |147. 237.77. 170 |maar achot . i df . i | x:r“;chh%rt'_izz;j_ iLIF/Lt ::p‘l’;szs;gener o/ general . asp Bl ock 1
79.179.18.243  |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
5.29.115. 122 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
147. 236. 238. 20 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/2/ [B ock 1
74.216.182.82 |Canada 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut horized URL Access from 74. 216. 182. 82 B ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to www i df.il/hinush B ock 1
93.172.223.30 |[Israel 147.237.77. 216 |dover . i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
80. 246. 139. 182 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 1
2.53.9.38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
188. 120. 154. 231l srael 147.237.77. 216 |dover . i df . i | muquv“itgfri'lzﬁdenﬁtggfzﬁzr;; user cont ol o header Upper B ock 1
109. 253. 202. 134|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
71.227.84. 82 Lhited Sates [147.237.72.166|aka.idf.i | Mal for med URL B ock 1
Uhaut hori zed URL Access to
84.189.126. 201 |Ger many 147.237.77. 216 |dover.i df . i | wwe i df.i1/1038-en/i_report_on new | ocal _town | ei psi c_ss_and noo |B ock 1
ne_hears
46.116. 114. 126 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
5.29.115. 122 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
213. 8. 204. 15 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
74.216.182.82 [Canada 147.237.77. 176 |nat pash. i df . i | mué:g(ztijz: :ﬂ‘sf;;?i?a;;ﬂ | sl 6 4616, o0 B ock 1
66.249.76.53 | srael 147.237.0.17 ;n in|y- kosher-kravi. 1d :Tllln?/?akjoslh%erfnlztgi Iir]g;)d: In?a: f;f)i(/icf: eat ecapt chai nage. aspx None !
94.230.86.231 |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hor i zed Mt hod CPTIONS f or B ock 1

wwv aka. i df . i1/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser
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