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09-12-2016-17:04:04 to 09-12-2016-18:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 5
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 5
2.53.47.187 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 3
115. 210. 247. 109 Chi na 147.237.72. 217 eidf.il JLMPurple Gon Limt_ Tcp drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
128.223.8. 111 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1




09-12-2016-17:04:04 to 09-12-2016-18:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
144. 76. 29. 66 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 27
144.76. 29. 66 Ger many 147.237.0. 34 tikshuv.idf.il |ClL000074: HITP. majestic bot Per nit 7
144. 76. 29. 66 Ger nany 147.237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Per it 7
144. 76. 29. 66 Ger many 147.237.77.233 |atal .idf.il CL000074: HTTP. maj estic bot Per mit 6
144.76. 29. 66 Ger many 147. 237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per nit 6
144. 76. 29. 66 Ger nany 147.237.77.176  |mat pash.idf.il |CL000074: HTTP: najestic bot Per it 5
144. 76. 29. 66 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 3
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
46.120.122.219  |147.237.77.170 |[Israel naar achot . i df . il Xenu Link Seuth User Agent 13
46.120.122.219  [147.237.77.216 |Israel dover.idf.il Xenu Link Seuth User Agent 2
188. 0. 236. 165 147.237.77.205 |Mbldova, Republic of |prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 93. 137 147.237.77.233 |Europe atal.idf.il ET SCAN NVAP -sA (2) 1
163.172. 169. 150 [147.237.76.202 |Uhited Ki ngdom e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.254.9.91 147.237.0. 16 Sweden ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 248. 226 [147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.77.176  |Netherl ands nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 69 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
93.158.203. 147  [147.237.76.30  [Netherl ands hi nush. i df . i 1 ET SCAN NVAP -sS wi ndow 1024 1
2.55. 153, 157 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 50 147.237.76.39  |Wkraine nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 3072 1
217.132.102.25  |147.237.77.216 |[israel dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 255. 203 147.237.72.166 |israel aka idf.il portscan: TCP O stributed Portscan 1
194. 98. 45. 160 147.237.0.200  [France ndu. i df i ET SCAN NVAP -sS wi ndow 4096 1
79.177.30. 116 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 |147.237.76.34  [Wkraine yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 93. 139 147.237.77.233 |Europe atal.idf.il ET SCAN NVAP -sA (2) 1
187.79.234.139  [147.237.77.216 |Rrazil dover.idf.il portscan: TCP D stributed Portscan 1
62. 90. 100. 206 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
115. 239. 248. 226 [147.237.0.35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
111. 68. 107. 43 147.237.72.166 |Pakistan aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120.122.219  |147.237.77.74  |[Israel lawidf.il Xenu Link 9 euth User Agent 1
03.158.203.149  [147.237.77.216 |Netherlands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
36.72.228. 72 147.237.76.197 |l ndonesi a e. hi nush. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.76.39  |Wkraine nobi | e. nei tav. i df il ET SCAN NVAP -sS w ndow 4096 1
2.53. 58. 254 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 50 147.237.76.39  |Wkraine nobi | e. nei tav. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213.8.204.59 147.237.72.166 |israel aka.idf.il portscan: TCP O stributed Portscan 1
80.246.139. 128  |147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
194. 98. 45. 160 147.237.0.200  [France rdu. i df i | ET SCAN NVAP -sS wi ndow 3072 1
77.126. 65. 170 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1




09-12-2016-17:04:04 to 09-12-2016-18:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address |[Ste Signature Action ‘Count
24.39.108.170 |Wited Sates |147. 237. 7. 216 |dover. i df .l Streamng Engi ne: TCP Invalid invalid segnent retransnssi on. drop 34
Ret r ansm ssi on Packet dr opped.
188. 120. 135. 107l srael 147.237.76.31 |[nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 17
77.138.253.85 |France 147.237.76.31 |nakehal .idf. il Streaming Engi ne: TCP Invalid invalid segnent retransmssi on drop 14
Ret r ansni ssi on Packet dr opped.
99.122.115. 104 |United Sates |147. 237. 77. 216 |dover. i df .i Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 14
Ret r ansm ssi on Packet dr opped.
187. 16. 219. 213 |Brazil 147.237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
187. 16. 219. 213 |Brazil 147.237.77. 176 [nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
46. 19. 85. 96 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 11
187. 16. 219. 213 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
187. 16. 219. 213 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
201. 46. 55. 34 Brazil 147.237. 72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
187. 16. 219. 213 |Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
187. 16. 219. 213 |Brazil 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
187.16. 219. 213 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
201. 46.55. 34 Brazil 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
46. 19. 85. 66 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 10
201. 46.55. 34 Brazil 147.237.77. 170 |n@ar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
109. 66. 181. 175 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
187. 16. 219. 213 |Brazil 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
201. 46. 55. 34 Brazil 147.237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
187.16.219. 213 |Brazil 147. 237.77. 226 :”’“"‘Cha"atz'aka' Hdt- T 1SyN At t ack SYN -> SYN-ACK -> Tineout  [nonitor (10
187.16. 219. 213 |Brazil 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 10
187. 16. 219. 213 |Brazil 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
187. 16. 219. 213 |Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
187.16. 219. 213 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or
201. 46.55. 34 Brazil 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
187. 16. 219. 213 |Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
201.46.55.34  |mrazil 147.237.0.07 | kosher-kravi.Td \qyN At t ack SYN -> SYN-ACK -> Tineout  [monitor |9
185. 7. 100. 98 France 147. 237. 72. 167 |i shurimaka. i df . i Bad TCP sequence Inval id ACK nunber alert 9
201. 46.55. 34 Brazil 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
201. 46. 55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
187. 16. 219. 213 |Brazil 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
108. 175. 11. 17 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
187. 16. 219. 213 |Brazil 147.237.77. 170 |n@ar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46. 19. 86. 26 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TP Invalid linvalid segnent retramsmission. | 9
Ret r ansni ssi on Packet dr opped.
201. 46. 55. 34 Brazil 147.237.76. 200 |ei tan. aka.idf .i| SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
201. 46.55. 34 Brazil 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46. 55. 34 Brazil 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
201. 46.55. 34 Brazil 147.237.77.176 [nat pash.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 8
187.16.219. 213 |Brazil 17.237.0.17 [V kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Tineout  [monitor |8
201. 46. 55. 34 Brazil 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
201. 46.55. 34 Brazil 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
187. 16. 219. 213 |Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
77.92.230.94 Georgi a 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 7
5.22.134.69 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 7
187. 16. 219. 213 |Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
185. 7. 100. 98 France 147. 237. 72. 167 |i shurimaka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 7
187. 16. 219. 213 |Brazil 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46. 55. 34 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
2.53.3.187 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 232
79.181.97. 27 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 105
185. 32. 179. 196 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 13
46. 19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
46. 19. 86. 253 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
46.19. 86. 26 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 6
79.177.172.128 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nain/sachr/ Bl ock 6
80.246.139.28 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
2.55.19.4 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 4
79.181.97.27  |israel 147.237.0.19 |nadimatal .idf.il Edfﬂf;f;l T?'zfyl 7'&; ?2/338%%?522222?' der 18t xt Last Nane i n Bl ock 4
79. 180. 32. 46 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.11.8 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 141. 107 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
77.138.164.106 |France 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 139. 187|l sr ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.17.111  |israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.159. 175 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.159. 186 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 66. 7. 81 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
84. 95. 133. 80 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
85. 65. 5. 240 I'srael 147. 237.72. 166 |aka. i df . i | g'séii gr'])e Untraceabl e SSL. Sessions from85. 65.5. 240 (Unknown S None 2
46. 19. 85. 206 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in URL B ock 2
213.151.35.216 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il/mai n/rabanut/general . aspx |B ock 2
109. 253.223.96 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 12 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
113. 61. 100. 242 |Australia 147.237.77.170|n@arachot . i df . i | |Ostributed PHP Attenpt B ock 2
46.19. 86. 12 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 85. 132 I srael 147.237.76.42 |refuah.idf.il Ml ti pl e Unknown HTTP Request Method from 46. 19. 85. 132 B ock 1
199.203.215.1 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
68.180.229. 190 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ation PageNumin vww i df.il/1395-en/ dover . aspx Bl ock 1
113. 61. 100. 242 |Australia 147.237.77. 170 |n@arachot . i df . i | |Mitiple Wauthorized URL Access from 113.61. 100. 242 B ock 1
87.69. 164. 38 I srael 147.237.72. 156 [anan. i df . i | Distributed Suspici ous Response Code B ock 1
46. 19. 85. 132 | srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
2.53.16. 82 I srael 147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mvde None 1
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ defaul t.aspx  |B ock 1
46. 120. 206. 202 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 132 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method ih in UR B ock 1
212.199.118.19 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 212.199. 118. 19 Bl ock 1
84.109. 126. 116 |l srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
31.13.114.82  [ireland 147.237.0.34 |tikshuv.idf.il ﬂ?“tzg;’r E).Z3eécl‘/ g_ﬁfgfjgse/tﬁ s/ 8/ i 26220x0/ 1738, pg Bl ock 1
114.97.198.63 [China 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 114.97.198. 63 B ock 1
77.92.230.94 |Gorgia 147.237.72. 166 |aka. i df . i | m;:(:.uit;d. iﬁr}a#;ihn‘;rrioﬁ? d'\e‘:;:‘l’?_ fa‘s’:)XK”OV‘" WL on B ock 1
89. 139. 139. 183 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
46. 19. 86. 26 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
46.19. 85. 132 I srael 147.237.76.42 |refuah.idf.il Ilegal HITP \ersion B ock 1
192. 198. 151. 44 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mluinitenpl at es/ hone. asp [B ock 1
82. 81. 160. 69 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82.81. 160. 69 B ock 1
157.55.39. 254 |lhited Sates |147.237.72.166 |aka. i df . il Unknown Paraneter tmin aka. idf.il/main/giyus/ None 1
77.138.165.149 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df . il/mai n/ gi yus/ ki osk B ock 1
47.54.146.126  |Canada 147. 237.72. 166 |aka. i df . i | m;:(:ﬂt;q illj}ar:‘;hn(/’rrioﬁ(/j d';f;ﬁ‘l’?' ;(S’:)XK”OV‘" L on Bl ock 1
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