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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 36
80. 178. 89. 55 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
46. 19. 85. 62 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N AXK dr op 6
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Oount |
178.203.120.68  |Ger many 147.237.76.200 |eitan. aka.idf.il [C1000074: HITP. najestic bot Per mit 293
178. 203. 120. 68 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit

188. 40. 95. 70 Ger many 147.237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Per nirt

106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Permt
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

46.120. 122. 219 147.237.77.170  |Israel maar achot . i df . il Xenu Link Seuth User Agent 2
46.120. 122. 219 147.237.77.216 |l srael dover.idf.il Xenu Link Seuth Wser Agent 2
95. 35. 85. 16 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
201. 73. 83. 242 147.237.77.216 |mazil dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46.117. 105. 16 147.237.77.216 |l srael dover.idf .il portscan: TP Distributed Portscan 1
93. 174. 93. 50 147.237.77.178 |Netherl ands e. mat pash.idf.il ET SCAN Potential SSH Scan 1
192. 116. 83. 2 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
31.184.195. 114 147.237.76. 44 Russi an Federation |e.refuah.idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 147 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 195. 114 147.237.72.166 |Russian Federation |aka.idf.il ET SCAN Potential SSH Scan 1
163.172. 129. 15 147.237.76. 38 Lni ted Ki ngdom eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.71. 20. 169 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.164. 104 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 129. 15 147.237.0.35 Uni ted Ki ngdom akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
85. 64. 176. 234 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
125.212.235.111 |147.237.0.19 Mi et nam nadi matal .idf.il ET SCAN Potential SSH Scan 1
77.127.36. 225 147.237.77.216 |l srael dover.idf .il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 147.237.8. 14 S ngapor e e.orchot.idf.il ET SCAN NVAP -f -sS 1
50. 84. 213. 146 147.237.77.205 |lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 66. 150. 60 147.237.77.216 |l srael dover.idf .il portscan: TCP D stributed Portscan 1
50. 84. 213. 146 147.237.77.205 |Lhited Sates prisha.idf.il ET SCAN NVAP -f -sS 1
109. 64. 1. 212 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.115. 20 147.237.77.216 |l srael dover.idf .il portscan: TCP D stributed Portscan 1
93. 174. 93. 50 147.237.77.243 [Netherl ands nobi | e.idf il ET SCAN Potential SSH Scan 1
201. 73. 83. 242 147.237.77.216 |mazil dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 116 147.237.77.216 |l srael dover.idf .il portscan: TP D stributed Portscan 1
93. 174. 93. 50 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 114 147. 237.76. 30 Russi an Federation  [hinush.idf.il ET SCAN Potential SSH Scan 1
176. 13. 250. 32 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 248. 172. 140 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.102. 195. 227 147.237.77.216 |Israel dover.idf.il ET SCAN HTTP CPTIONS i nval i d met hod case 1
163. 172. 129. 15 147.237.76. 30 Uni ted Ki ngdom hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
87.69. 127. 198 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.157. 38 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
125.212.235.111 |147.237.0. 33 Wi et nam idf.il ET SCAN Potential SSH Scan 1
79.178. 37. 236 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 147.237.8. 14 S ngapore e.orchot.idf.il ET SCAN NMAP -sS w ndow 2048 1
62.219. 131. 74 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 123.101. 31 147.237.0. 17 Uhi ted Ki ngdom mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.77.205 |lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 66. 25. 169 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address |Ste Signature Action ‘Count
2.55.10.147  [Israel 147. 237.76. 200 |ei tan. aka. i df .| Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dropped.
141. 0. 14. 82 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
141.0.15. 207  |Nor way 147. 237. 77. 216 |dover.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 19
193. 43. 246. 250 |l srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 18
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber monitor |15
187. 16. 219. 213 |Brazil 147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 16. 219. 213 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 16. 219. 213 |Brazil 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 16. 219. 213 |Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 16. 219. 213 |Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187.16. 219. 213 |Brazil 147.237.76. 200 |ei tan. aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 13
187. 16. 219. 213 |Brazil 147. 237.77. 226 ;"”W“Cha”atz'aka' Haf-1oyN At t ack SYN -> SYN-ACK -> Timeout  |monitor |13
187. 16. 219. 213 |Brazil 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout moni t or 13
187. 16. 219. 213 |Brazil 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 13
2.53.27.80 I srael 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SN drop 12
187.16. 219. 213 |Brazi | 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 16. 219. 213 |Brazil 147.237.0. 17 _r?I"y'kOSher'kraVi'idf SYN At t ack SYN -> SYN-ACK -> Timeout  |monitor |12
187. 16. 219. 213 |Brazil 147.237.72. 167 |i shuri maka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 12
187. 16. 219. 213 |Brazil 147.237.77.235|sviva. idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 16. 219. 213 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
187. 16. 219. 213 |Brazil 147.237.77. 216 |dover..i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 12
187.16. 219. 213 |Brazi | 147.237.76.39 |[nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
187.16. 219. 213 |Brazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 16. 219. 213 |Brazil 147.237.77. 233 |atal .idf il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 11
187. 16. 219. 213 |Brazil 147.237.77. 234 |hal ag.i df . i SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 11
84. 94. 65. 88 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
187. 16. 219. 213 |Brazil 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 11
87.70. 30. 37 | srael 147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
87.70.30.37  |israel 147.237.72. 166 |aka i f . i Bad TCP sequence wﬁtrj\;;ggz?&?th monitor |10
109. 66. 25. 169 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
187. 16. 219. 213 |Brazil 147. 237. 77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 10
187. 16. 219. 213 |Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
46.120.102.72 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransm Wth different moni tor |10
2.53. 145. 148 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9
46.19. 85. 62 I srael 147.237. 77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 8
46.19.86.177  [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
5.22.134. 69 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.86.167 |Israel 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
201.46.55.34 |Bazil 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 7
201.46.55.34 |Brazil 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201.46.55.34 |BEazl 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46. 55. 34 Brazil 147.237.77.235|sviva. idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
201. 46. 55. 34 Brazil 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
201.46.55.34 |BEazl 147.237.0.34 [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.86.171  [lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
201.46.55.34 |Brazil 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
201.46.55.34 |BEazl 147.237.76. 31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
2.53.27.80 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
201.46.55.34 |Brazil 147. 237. 76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.86.171 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 67.241. 14  |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 23
218.87.63.144 |[China 147.237.77.216|dover.idf . il Ml tiple Uhauthorized URL Access from 218. 87. 63. 144 B ock 17
85. 64. 157. 76 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 10
46. 19. 85. 127 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 9
218.87.63.144 |[China 147.237.77.216|dover.idf . il PHP Attenpt B ock 6
192.115.86.17 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 192. 115.86. 17 B ock 5
109. 253. 222. 10 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 5
79.178.8.83 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 2
212.199.118.19 [israel 147.237.77.216|dover.idf .l Mil ti pl e Unaut hori zed LRL Access from 212.199. 118. 19 B ock 2
46. 19. 86. 122 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode Bl ock 2
89.138. 163. 196 |[lsrael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
. . Unaut hori zed Met hod HEAD f or
46.120.113. 100 |Israel 147.237.72. 166 |aka. i df . i | vow aka i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
217.194. 198. 145|l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.142. 131 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
176.13.15.119 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82. 166. 76. 90 I srael 147.237.77.216|dover.idf . i Mil tipl e Unaut horized URL Access from 82.166. 76. 90 Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.232.58 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1
212.25.79.133 |[Israel 147.237.77.216|dover. i df . il Distribut ed Lha_Ut hori zed LR Access on Bl ock 1
vy i df i | /https: /vwwidf.il/
89.139. 169. 212 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
79.178. 82. 68 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main kapatz B ock
62.0.101. 97 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v idf.il/images/ 1. he/trigger. png B ock
2.53.169.241  |Israel 147.237.77.74 |lawidf.il Wnauthori zed LRL Access to B ock 1
waw | aw i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
176.13.17.111  |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 1
84.108.138.120 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None
. . D stributed Lhauthori zed URL Access on
77.138.240.25 |France 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. g f B ock 1
79.179.50.204 |lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.66.174 [Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.53.174.39 I srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Cpen Mde None 1
84.109. 160.43 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 84.109. 160. 43 |B ock 1
77.139.56.173  |France 147. 237.72. 156 |anan. i df . i | Distributed Lhauthori zed UR. Access on Bl ock 1
wan anan. i df . i1/ favicon.ico
212.199. 118.19 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/inages/ 1. he/ back. png B ock 1
. . Mil ti pl e Unhaut hori zed Method for Known URL from
46.116.119. 176 [l srael 147.237.72. 166 |aka. i df . i | 46. 116. 119. 176 Bl ock 1
. . Paraneter Type Mol ati on ct| 00$Qont ent A acetbl der 1$t xt Last Nane i n
80.246.130.42 [Israel 147.237.76.42 [refuah.idf.il v ref ua. at al i df i |/ 1518-hel r ef uah. aspx Bl ock 1
66.249.66.177 [Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df . il /nakha B ock 1
. . Uhaut hori zed URL Access to
192.115.86.17 |l srael 147.237.76.86 [navy. i df . i v navy. i df .i | /si p_storagelfil es/ 8/ si ze338x0/ 1808, pg Bl ock !
. . D stributed Uhauthorized URL Access on
5.22.134. 69 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.139.135.45 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww arman.idf.il/favicon.ico B ock 1
213.151. 32. 163 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from213. 151. 32. 163 B ock 1
46.120.102.72 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1501-he/ atal . aspx  |B ock 1
. . Uhaut hori zed URL Access to
2.53.52. 147 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 1
: . . Unaut hori zed URL Access to
157.55.39. 241 Uited Sates |147.237.77. 176 |nat paSh' idf.il wanw cogat . i df . i | /tenpl at es/ dynam c_nap/ dynam c_nap. aspx B ock !
80.246.137.87 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i i i
66.249.76.53 [ srael 147.237.0. 17 ny |llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
: . . Uhaut hori zed URL Access to
192.243.55.131 |Uited Sates |147.237.72. 166|aka. i df . i | wow aka. i df i | / mai n/ gi yus/ gener al . aspx?cat i d=593908&doci d=76111 |2 %K !
38.111.147.88 |lhited Sates |147.237.77.216|dover. i df .il Unhaut hori zed URL Access to waw i df.il/894-he Bl ock 1
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