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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
31.168. 133. 226 | srael 147.237.72. 167 ishurimaka.idf.il |Back List drop 3
141.212.113. 178 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
211.1.156. 90 Japan 147.237.72. 167 ishurimaka.idf.il |JLMPurple Gon_Linmt_Tcp drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
186. 235. 129. 29 Brazil 147.237.76. 147 chinuch. aka.idf.il |[JLMPurple Gon_Limt Htp drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
61. 220. 26. 201 Tai wan 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 11
209.15.196.171 |Canada 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 9
209. 15.196. 171 |Canada 147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 9
106. 38.241. 105  |China 147.237.72.166 [|aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 8
83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 7
83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il |3808 HITP. SQ Injection Variabl e Declarati on Evasion B ock 6
24.86.161. 214 Canada 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
213. 65. 31. 82 Sweden 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 6
83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il |6134 HITP SQ Injection Variable Declarati on Evasion B ock 5
178.20.235.164  |Russian Federation |147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 5
178.20.235.164  |Russian Federation |147.237.77.74 lawidf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
83. 168. 250. 50 |147.237.77. 233 |Sweden aal.idf.il SQ Injection - Select From 30
209. 15. 196. 171 |147.237. 76. 42 |Canada refuah.idf.il SQ Injection - Select Fom 26
61.220.26.201 [147.237.77.74 |Taiwan lawiaf.il SQ Injection - Select From 23
178. 20. 235. 164 |147. 237. 77. 74 RF;Z:::{}O” lawidf.il SQ Injection - Select Fom 22
24.86.161. 214 [147.237.77. 233 |Canada atal.idf.il SQ Injection - Select From 17
213.65.31.82  [147.237. 77. 233 |Sweden atal.idf.il SQ Injection - Select From 15
151. 80. 41. 176 |147.237. 72. 166 |France aka idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
46. 120. 122. 219 (147. 237. 76. 200 |1 sr ael eitan. aka.idf.il Xenu Link Seuth User Agent 2
79. 181. 206. 187 [147. 237. 77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
77.138.66. 137 [147.237.77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
201.73.83.242 [147.237.0.15 |Brazil kosher-kravi .idf il ET SCAN NVAP -sS w ndow 2048 1
199.203.215.1 |147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 75 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
190. 153. 238. 58 [147. 237.76. 34 |Chile yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
31.168. 133. 168 [147. 237. 77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
31.44.131.203 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
103.207.37.81 |147.237.77.74 |V etnam lawidf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.45. 94 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
85.250.8.103  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
20,106, 13. 240|147 237 76.38 | A bani a o o ngitav.idh il ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
201.73.83.242 |147.237.0.15 |Brazil kosher-kravi .idf .il ET SCAN NVAP -f -sS 1
46.19.86.165 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
198.20.69.98 |147.237.77.170|W0ited Sates  [maarachot.idf.il ET DROP Dshiel d B ock Listed Source 1
37.26.146. 253 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
190. 153. 238. 58 |147.237.0.17 |Ghile mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
31.168.99.194 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 158. 203. 149 |147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 130. 125 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

At t acker ) .
‘Coumry ‘Target Address |Ste Signature Action ‘Count
Sreanming Engine: TGP Invalid i i ssi
132. 64. 217. 139 |I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 12
Ret ransn ssi on Packet dr opped.
. . SWNretransmit wth different .
217.132.132. 39 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 12
217. 132. 132. 39 |I srael 147.237.76.86 |navy.idf.il Bad TOP sequence SWNretransmt wth different monitor |11
w ndow scal e
62.0.227. 33 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 9
79.176.24.164 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransnit with different monitor |7
w ndow scal e
62.0.237.1 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 6
Sreanming BEngine: TCP Invalid i i ssi
66.249.66.6  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
. . SYNtAK retransmt wth h
185. 32.179. 32 |lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence di fferent i ndow scal noni t or 6
. . SWNretransmt wth different .
79.176.24. 164 |l srael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e noni t or 6
46.19.86.237 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert
46.19.86.237  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
46.19.86.215 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout alert
Sreanming Engine: TGP Invalid i i ssi
46.19.85.151 |l srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 5
Ret r ansm ssi on Packet dropped.
46. 19. 85. 12 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 5
176. 13. 236. 249 || srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SYNPACK retransmt W th monitor |5
different w ndow scal e
198. 50. 167. 175 |Canada 147. 237.77. 226 ;"W"‘Charm”'aka' T T syN At tack SYN -> SYN-ACK -> Timeout  |monitor |4
198. 50. 167. 175 |Canada 147.237.77. 235 [sviva.idf i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
62. 0. 200. 38 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 4
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.85.151 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46.19.86.215 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
Sreanming BEngine: TCP Invalid i i ssi
185. 27. 105. 66 |l srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
. . . . SYNtAK retransmt wth .
176. 13. 236. 249 |l srael 147.237.72. 167 |i shuri maka.i df . il Bad TCP sequence di fferent i ndow scal noni t or 3
198. 50. 167. 175 |Canada 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
198. 50. 167. 175 |Canada 147.237.0.19 [nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
195.189.193.1 |[Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |2
176. 13. 234.60 |l srael 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
2.53.146.204 |Israel 147.237.77. 216 [dover.idf i Bad TCP sequence Invalid ACK nunber aert 2
198. 50. 167. 175 |Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
176. 13. 251. 213 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
46. 19. 86. 53 | srael 147.237.72. 156 |anan. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.142.82.120 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.191. 207 | srael 147.237.0. 19 nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
46.19. 86. 14 I srael 147.237.77. 216 [dover.idf i SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 2
198. 50. 167. 175 |Canada 147.237.77. 170 |maarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
2.53.1.105 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
2.53.38. 243 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
198. 50. 167. 175 |Canada 147.237.0.17 ”?I”y' kosher-kravi 1 df |qyN At t ack SYN -> SYN-ACK -> Timeout  |monitor |2
31.154.23.73 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
198. 50. 167. 175 |Canada 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 2
2.53.1.105 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
198. 50. 167. 175 |Canada 147. 237. 76. 147 |chi nuch. aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46.19. 86. 21 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 18 |Lhited Sates [147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
198. 50. 167. 175 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
37.46.41.109 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber moni t or 1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
2.53.29.208  |Israel 147.237. 72. 156 |anan. i f . i Bad TCP sequence SINACK retransmt with monitor |1
different w ndow scal e
128.232.110. 28 LKJ?';gegom 147.237.77. 226 :""‘"“Chmtz'aka' ' 1Bad TP sequence Inval i d ACK nunber moni tor 1
198. 50. 167. 175 |Canada 147.237.76. 200 |ei tan. aka.i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 18 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 98
2.53.191. 207 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
176. 13. 21. 40 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 18
80. 246. 136. 217 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 15
109. 253. 223. 96 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.53.45.94 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 5
31.154.81.75 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 4
79.178. 168. 236 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for wawn aka. i df.il/mai n/giyus/ general .aspx |H ock 3
185.32.179.21 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.0. 117 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
199. 203. 226. 21 |israel 147.237.72. 166 |aka. i df . i | Uhknown Par anet er ct| 00Sct | 00Scphial nScphSachar $et 1 50. x in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
109, 67 131. 149 |israel 147.237.76.42 |refuah.idf.il Paraneter Type \/1 ol _atl on ct | 00$nt ent A acetbl der 1$t xt Last Nang i n B ock 1
wan refua. atal .idf.il/1518-he/ref uah. aspx
52.30.171.229 |[ireland 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
. . . Jll1egal Paraneter Encoding _ EVENTVALIDATION i n
2.53.55. 190 I sr el 147.237.72. 167 [i shuri maka. i df.|V\w\w\lishwimk‘,iidf_iI/1052_helordemhlitarycertifiCates_61pr None 1
79. 180. 35. 233 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for wawv aka.idf.il/ B ock 1
46.19. 85. 94 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
212.235. 62. 200 |l srael 147.237.77. 216 |dover.i df . i Unaut hori zed HTTP Met hod B ock 1
66.102.9. 22 Lhited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
] . . Unaut hori zed URL Access to
192.243.55.129 |United Sates |147.237.72. 166 aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=586258doci d=68481 Bl ock !
80.178.192.19 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
46. 19. 86. 26 I srael 147.237.77. 216 |dover . i df . i | Mal for med URL B ock 1
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df. i/ hebrew organi zat i on/ nakhal B ock 1
2.53.38.63 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
] . - Unaut hori zed URL Access to
69.171.230.108 |[Wnited Sates |[147.237.77.233|atal .idf.il 147.237.77. 233/ si p st orage/ fi | es/ 9/ si 2e220x0/ 2019, | pg B ock 1
’ . . Unhaut hori zed URL Access to
192.243.55.135 |Wited Sates [147.237.72. 166 |aka.idf.il vowv aka i o i /11 znor et/ pri nt previ ew def aul t. asp B ock 1
46. 19. 86. 26 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method =0.8 in URL B ock
213.57.27.134 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wn aka. i df il /mai n/ gi yus/ defaul t. as. px B ock
77.127.71.20  [israel 147.237.77. 216 |dover . i df . i | thauthori 2ed LR Access to . Bl ock 1
vy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
37.26.148.172 |[israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
’ . . Unhaut hori zed URL Access to
192.243.55.135 |Lhited Sates [147.237.76.86 |navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx B ock 1
81.131.221.61 z‘;;gom 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il./favicon.ico B ock 1
46. 19, 86. 105 srael 147.237.72. 166 |aka. i df .i | Unknown _Par:_;lrret er ctl 00sct | 00$§phhAa| n$cphSachar $ct | 51 in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
213.251. 182. 110|France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/bl og/ wp-adnin/ B ock
2.53.45.94 I srael 147.237.0.19 |[madi matal .idf.il|SSL Untraceabl e Connection - Cpen Mde None
176.13.241. 4 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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