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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 6
195.113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 29. 178. 14 Pol and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
201. 90. 134. 51 Brazil 147. 237. 0. 200 ndu. i df i | JLIMPurple Con Linit Htp drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 35 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address ‘Site |Sgnature |Devi ce Action |Count |
188. 54. 18. 219 Saudi Arabia 147.237.76.147 |chi nuch. aka.idf.il |0854: HTTP: upl oad* Access B ock 7
106. 38.241.105 |China 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 6
77.248.12.153 Net her | ands 147.237.76. 42 refuah.idf.il 14331: HITP. Suspicious User-Agent (M Session) B ock 1
106. 38. 241. 105  [Chi na 147.237.77.176 |nat pash.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
185. 96. 92. 54 Lhited Kingdom [147.237.72.166 [aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qount ry

Signature

185.96.92.54  [147.237.72. 166 |Uni ted Ki ngdom aka.idf.il QA Injection - Select From 2
93.174.91.29 [147.237.8.46 |Netherlands e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.128. 161. 253 [147. 237. 77. 227 |FA nl and e. hanaz. i df . i ET SCAN NMAP -sS wi ndow 1024 1
79.177.11.96  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
212.25.69.41 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
65.60.36.203 [147.237.8.14 |wited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.166. 249. 197 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 235 |Uni ted Ki ngdom sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.19.85.186  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
163. 172. 129. 15 [147. 237. 76. 198 |Uni t ed Ki ngdom e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
31.168. 169. 122 [147. 237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
94, 102. 48. 195 |[147.237. 77. 212 |Net her| ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91.29 [147.237.77.19 |Netherlands I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 138. 177. 209 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
82.128. 161. 253 [147. 237. 77. 176 |F nl and nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 66. 240 |147.237.72.166 |Lhited Sates aka.idf.il SERVER APAOE Apac.he mod_ss| non-SSLconnection to SSL 1
port denial of service attenpt
191. 96.249. 18 |147.237.72.217|Chile eidf.il ET SCAN Potential SSH Scan 1
62. 219. 255. 166 [147. 237. 77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 1
185.32.179. 97 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 158  [147.237.77. 216 | srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 [147. 237. 77. 235 |Uni t ed Ki ngdom svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
37.218. 214. 188 |147. 237. 77. 176 (F;]Cisgiigéa” Territory, | ot pash, i . i1 ET SCAN NVAP -sA (2) 1
163.172. 129. 15 [147. 237.0.16 |Uni ted Ki ngdom ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.29.249. 97 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 [147.237.0.200 |Netherlands . i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
196. 224. 31. 164 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17885
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 173
62.0.237.1 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 35
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
176.13.236. 74  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
46. 19. 85. 238 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
37.8.48. 136 glcisgii:;a” Territory147. 237, 77. 216 |dover. i of . i drop Frst packet isn't SN drop 22
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
82.166. 219. 154 | srael 147.237.77. 233 |atal .idf i Bad TCP sequence vﬂdﬁrsaéz”lt wehdifferent | pnitor |10
68.180.229. 190 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
46. 19. 86. 140 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
62.219.237. 170 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
109. 253.206.5 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
79.181.123. 230 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence md:;tvr:é:”lt wehdifferent — opnitor |13
46. 19. 86. 191 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
132. 66. 255. 253 |l srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12
5.102.195.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
2.53.30. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46. 19. 86. 158 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SWN drop 12
176.13.231.97 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
37.26.148.221 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 11
46. 24. 20. 52 Sai n 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 11
37.26.148.221 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 11
176. 13. 237. 206 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
176. 13. 16. 36 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
31.168. 11. 202 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 186 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
46. 19. 85. 219 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
147. 236. 238. 22 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46. 19. 85. 110 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9
156. 204. 212. 202 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
109. 253. 203. 217l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
109. 253. 150. 105|i srael 147.237. 77, 243 mebi e i o1 | S NG Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.
192. 115. 177. 202|l srael 147.237.72. 167 |i shurimaka. i of . i |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
79.181.100.38 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
109. 253. 156. 79 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
31.154.7.4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
2.53.129. 236 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2.55.181. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 86. 149 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
199. 203. 215. 1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 222. 144|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 89
109. 253. 202. 164/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 75
176. 13. 0. 104 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 34
46. 19. 86. 233 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LRL Bl ock 4
109. 253.128. 76 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 13. 230. 145 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 18 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.199.76.9 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/4/ B ock 3
176.13.250. 71 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
209. 88.173. 130 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Wauthorized URL Access from 209. 88. 173. 130 B ock 3
Dstributed Paraneter Type Mol ation on
2.55.181. 142 I srael 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/1518-he/ ref uah. aspx par anet er Bl ock 2
ct | 00$Cont ent P acetbl der 1$t xt Last Nane

82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
109. 253. 201. 141 ]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80.74.118.200 |[lsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/2/ B ock 2
46.19. 85. 253 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
17.78.149.78  |Israel 147.237. 72. 166 |aka. i df . i | chaut nor zed Fetfog PSBT TOr aspx Bock |2
37.26.148.167 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
80.74.118.200 |[lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 2
176.13.250. 71 |lIsrael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: (pen Mde None 1
46.19. 85. 238 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method .xm in URL B ock 1
2.53.7.196 I srael 147.237.76.42 |refuah.idf.il i;t ;g?”;gd 42L/hsat“;hg;;aerde dL/'?; ;’ectcissss on Bock |1
217.132.36.190 |[Israel 147.237.77. 216 |dover . i df . i | |11 cge) Paranw er Eacod g aig)?oasmnt ent Al acerbl der It @ntent in - fyyne |1
46.121.15.82  |israel 147.237.72. 166 |aka. i df . i | thknown Paraneter VI EVETATEENCRYPTED i n None 1

wa aka. i df . i |/ nai n/ sachar/ pi r suneynof et . aspx
. . . Uhaut hori zed URL Access to
183.160. 115. 35 [Chi na 147.237.77. 176 [nat pash. i df . i | Wi cogat . i df i 1/ 1694- 11766- hel cogat . aspx/ t r ackback/ B ock 1

Unhaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | v aka. i o . 1/ uri i asp/ ci spl ayonesol di er . asp Bl ock 1
2.53. 155. 232 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
212.179.21. 194 |israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None 1

wwv aka. i df . i | / mai n/ sachar/regi strati onw zar d/ st ep3. aspx
D stributed Unaut hori zed URL Access on

176.13.251. 66 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1

5. 28. 180. 57 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1

109. 253. 246. 88 |Israel 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1

82.166.219. 154 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
Uhaut hori zed URL Access to

2.53.11. 240 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ ghtt ps: / phot os. googl e. cond shar e/ af 1qi pnchh_7c |Bl ock 1

ggzaunpocr 4r nzhx| baydkwOr | e1hp8i 6s33br dkzh- xki 8ber n8- cnyq
66.147.244. 101 |Lhited Sates |147.237.72. 166 |aka. i df .i | Distributed Uhauthorized Method for Known LR. on Bok |1
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx

Unaut hori zed URL Access to

192.243.55.129 |Uited Sates |147.237.72.166|aka.idf .il voww aka, i of i |/ i tary | | st pagel 2cat i d=32659 Bl ock 1
176.13.231.23 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.163. 101 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
212.199.76.9 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 212.199. 76. 9 B ock
80. 246. 133. 176 |l srael 147.237.76.42 |refuah.idf.il Paraneter Type M ol ation ct|00SCont ent Al acetbl der 1StxtLastName in g 1
wwy refua. atal .idf.il/1518- hel ref uah. aspx
46.19. 86. 184 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock
176.13.251. 66  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text . css B ock
-kosher-kravi.id
157.55.39.236 |lhited Sates |147.237.0.16 ][Tyi | Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/robots.txt Bl ock 1
Russi an . . D stributed Whaut hori zed Method for Known URL on
95.189.172.244 - 27 " 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
2.53.25. 254 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
192.243.55. 135 |Uhited Sates |147.237.72.166|aka. i df .i | Ml ti pl e Uhaut horized URL Access from 192. 243, 55. 135 B ock
. . SS. Whtraceabl e Gonnection - Protocol violation
66. 249. 66. 240 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
176.13.238. 121 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
46.19. 85. 227 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.178.228 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
109. 253. 202. 164/l sr ael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessions: (pen Mde None 1
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