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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i forward 122
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
195. 113. 161. 84 Cech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195. 113. 161. 82 Czech Republi c 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Cer many 147.237.72. 167 ishurimaka. idf.il |network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Sai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP dr op 1
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91.224.160. 106 [147.237.76.38 [Netherlands eenmitav.idf.il ET SCAN Potential SSH Scan 3
91.224.160. 106 |147.237.72. 167 |Net her| ands i shuri maka.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147. 237.77. 176 |Net her | ands mat pash. i df .il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237.77.19 [Netherlands lawforumidf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237. 76. 148 |Net her | ands gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
190. 153. 238. 58 |147.237.72.217|Chile eidf.il ET SCAN NMAP -sS wi ndow 1024 1
81.218.192.52 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
91.224.160. 106 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
176.13. 229. 154 |147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
77.139.200. 221 |147.237.77. 216 |France dover.idf.il portscan: TGP D stributed Portscan 1
91.224.160. 106 |[147.237.76.34 |[Netherlands yohal an. i df .i| ET SCAN Potential SSH Scan 1
62.219.163. 77  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
97.105.173. 114 |[147.237.77.216|lnited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.179.69.42 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
45.79.71. 122 147.237.72. 167 |Wited Sates |ishurimaka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
93.172.114. 252 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
91.224.160.106 |147.237.8.27 |Netherlands e.madimatal .idf.il ET SCAN Potential SSH Scan 1
212.29.211.62 |147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
5. 255. 90. 133 147.237.8.24 [Netherl ands elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.0.33 [Netherlands idf.il ET SCAN Potential SSH Scan 1
201. 150. 38. 110 [147.237.0.35 [Mexi co akavs. i df .i | ET SCAN NMVAP -sS wi ndow 3072 1
91.224.160.106 [147.237.0.16 |[Netherlands ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
201. 150. 38. 110 [147.237.0.35 [Mexi co akaws. i df .i | ET SCAN NVAP -f -sS 1
91.205.155.82 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
194.31.58. 8 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
91.224.160. 106 |147.237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
190. 153. 238. 58 |147.237.76. 177 |Chil e ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 65. 189. 81 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
91.224.160. 106 |[147.237. 76. 147 [Net her | ands chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
190.67 21851 1147 237 0.34  |col onbi & Cikshv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80.246.136. 11  [147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 214. 162. 186|147. 237. 8. 24 ok‘f’rea RepUbliC 1o |ifestyl e idh. il Potential Sean or Brite For?:le 1
77.126.14. 134  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
91.224.160. 106 [147.237.76.31 |[Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
46.121.83.122 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
93.174.91. 29 147. 237. 77. 227 [Net her | ands e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.143. 227. 114|147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.8.50 [Netherlands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 167 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
91.224.160. 106 [147.237. 77. 235 |Net her| ands sviva idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.35 |[Netherlands akavs. i df .i | ET SCAN Potential SSH Scan 1
209. 88. 196. 250 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53. 18. 104 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
91.224.160. 106 |147.237.77. 178 |Net her| ands e.matpash.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN Potential SSH Scan 1
201. 150. 38. 110 [147.237.0.35 [Mexi co akaws. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
91.224.160. 106 |147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.15 |Netherlands kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.202|thited Sates |e.halag.idf.il ET DRCP Bshi el d B ock Li sted Source 1
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Attacker Address Country Target Address |Ste Signature Acti on ‘Count
212.199. 154. 194l srael 147.237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 175
46.19. 85. 151 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |36
46. 19. 85. 151 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 26
81.218.178. 243 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 19
192. 115. 177. 202l srael 147.237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 17
62. 0. 225. 254 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 16
67.80.215.148 |Wnited Sates [147.237.77. 243 [nobile.idf. il Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
212.199. 154. 194/l srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 11
87.71. 25. 217 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 200 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 9
46. 19. 86. 200 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor (9
75.66.146.140 |[Wnited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 86. 244 I srael 147.237. 72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
85. 219. 156. 195 |Pol and 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 6
62.0.223.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
176. 13. 22. 192 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 5
81.218.178. 243 |Israel 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence I'nval i d sequence nunber noni t or 5
46. 19. 86. 29 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor  [5
46.19. 86. 174 I srael 147.237.77. 216 |dover.i df .i drop First packet isn't SN drop 4
82.80.196.44  [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence jwﬁtﬁ;jgz?c;gth moni tor |4
2.53.25. 167 I srael 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |4
91.227.164.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
109. 67. 233. 250 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
93.104. 215. 125 |Ger many 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
46. 19. 85. 207 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber nonitor |3
192. 116. 172. 252|1 sr ael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 3
93.172.99.201 |Israel 147.237. 72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
176.13. 23. 143 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 3
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor 3
62.219.237. 170 |Israel 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
77.138.7.247 France 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |3
46.19.85.3 I srael 147. 237. 72. 156 |anman. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 3
84.52.175.217 |Yovenia 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
2.55.173. 66 I srael 147. 237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 3
79.183. 42. 122 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
185. 32.179. 108 |l srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
79.176.29.119 |Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
50. 87.144. 145 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232, 110. 28 zi;g’gom 147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cerment i? Olr gziimo n i nbound drop 2
46.19. 85. 151 I srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACGK nunber alert 2
46.19.86.244  |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtrs\;;ggﬂ%:‘th moni tor |2
185. 32.179. 108 |l srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
79.176.29.119  [israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtrs\;;jgzi;gm moni tor |2
46.19.85.210  |israel 147.237.77. 226 "} chamatz.aka.1df |paq TOP sequence Inval i d ACGK nurber moni tor |2
37. 46. 38. 63 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
84.52.175.217 |Yovenia 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 2
100.92.192.0 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 2
87.68. 23. 165 I srael 147.237.77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192.243.55. 136 |lLhited Sates [147.237.72.166|aka.idf.il drop First packet isn't SN drop 2
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37.26.148.178 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 148
46.19. 86. 198 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 123
46.19. 86. 225 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 92
2.53.60. 138 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
109. 253. 207. 64 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
2.55.161. 111 I srael 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 240. 236 |1 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
141. 226.217. 77 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwwu aka. i df . i|/nman/ sachar B ock 3
46.19. 86. 122 I srael 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 2
31.154.25.122  [israel 147.237.77.74 |lawidf.il mangg?: d?ﬁ’? %gé_ﬂf’g;f;:iﬁiader 13uctader Sear cht xt Search i n Bock |2
176. 13. 0. 104 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 2
85. 64. 11. 137 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwe aka.idf.il/iyus B ock 2
37.142. 8. 207 I srael 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to ww | ogi stics.atal .idf.il/sizelOOx0/ sip_storage |Bl ock 2
46. 19. 86. 43 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 2
62.0.192. 63 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka.idf.il/miluindtenpl ates/inner.asp |[B ock 2
180. 190. 114. 72 |Philippines [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/sip_storagelfil es/2/4912. png B ock 1
31.154.25.122 [ srael 147.237.77.74 |law i df .i| marztvf rl d?‘ﬁ /\ggé_aéjlgz_ rﬁf;g:f:?‘jgp?”c*ader Sear chSitxt Search in Bock |1
93.172.151. 103 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/mai n/ gi yus/ general . aspx B ock
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1411-he/ at al . aspx B ock
192.243.55.135 |lhited Sates [147. 237. 76. 200 [ei tan. aka. i df . i | mu;ﬂo;:éii it?}‘. fffte:;plta?esl har ed user controf s/ header Upper Bock |1
46.19. 85. 164 I srael 147.237.76.42 |refuah.idf.il II1egal HITP Version _pk_ses. 118. f dlc=* B ock 1
141. 226. 243. 47 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
185. 32. 179. 108 |l srael 147.237.72. 167 |i shuri maka. i df . ijuntraceabl e SSL Sessi ons: Cpen Mde None 1
104. 200. 140. 175|Uhited Sates|147.237. 72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/kapat z/ B ock 1
66.249.76.100 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1

Mal formed URL
46. 19. 85. 164 | srael 147.237.76.42 |refuah.idf.il _pk_id.118. f dlc=el4ccdf 705e7d260. 1472394689. 8. 1473657255. 1473657 |B ock 1

255. ;
212.179.21.194 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
2.53.135. 248 I srael 147.237.76. 42 |refuah.idf.il D stributed Suspici ous Response Code B ock 1
150. 70. 162. 182 |Japan 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for www aka. i df.il/main/rabanut/ Bl ock 1
82.81.39. 52 | srael 147.237.72. 166 |aka. i df . i | :)'u'r ig‘?’ i ?:geesﬁﬁe?ﬁsgggb;&ﬁf’ el v/ kapat 2/ r es#012 Bock |1
185. 89.217.225 |Netherlands |147.237.77.233|atal .idf.il LR is Above Root Directory wwatal.idf.il/../inages/ shared/ hone. png Bl ock 1
68.180.229. 181 |Lhited States|147.237. 77. 176 [mat pash. i df . i | Paraneter Type Mol ati on PageNumin waw cogat . i df .il/1043-he/ cogat.aspx |B ock 1

Unknown HTTP Request Met hod

2292292 CYR29R22Y2C14736572559%R2CY%22ht t psYBAYRFY2Fwww. googl e. co. i
46.19. 85. 164 I srael 147.237.76.42 |refuah.idf.il | 9RF9%R29%6D, in URL B ock 1

_pk_id.118. f dlc=el4ccdf 705e7d260. 1472394689. 8. 1473657255. 1473657

255.
62.0.101. 97 | srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 62.0.101. 97 B ock 1
192.243.55. 131 |lhited Sates|147.237.77.74 |lawidf.il Ml tipl e Uhauthorized URL Access from 192. 243, 55. 131 B ock 1
79.181.190.39  |Israel 147.237.72. 166 |aka. i df . i | m”;glzfrﬁﬁ;bgﬁ]mfgfmm n None |1
176.13.251.45 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
10. 152. 70. 73 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for wwe aka. i df.il/ishurim B ock
85.219. 156. 195 |Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
192.243.55.134 |Uhited Sates|147.237.72. 166 |aka. i df . i | mu;::z.r: fh?fji rjlq_mff\;:gisf/uts?gener al . aspx?cat i d=58436&doci d=74856 Bl ock !
46.19. 85. 164 I srael 147.237.76. 42 |refuah.idf.il Abnornal |y Long Request net hod B ock
2.53.34. 108 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80. 246.130. 99 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
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