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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger nany 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
79.177.96. 6 | srael 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
192. 33. 90. 68 St zerl and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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At acker

Attacker Address |Target Address count ry Signature

46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 6
45.79.71.122 147.237.72. 166 |Lhited Sates |aka.idf.il VEB- M SC Chunked- Encodi ng transfer attenpt 2
45.79.71.122 147.237.77.170 |lhited Sates |naarachot.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
50.84.213.146 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
191.96.249. 18 |147.237.76.34 |chile yohal an.idf.il ET SCAN Potential SSH Scan 1
172. 245. 173. 142|147.237.0.15 |lhited Sates  |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 [147.237.0.200 [Netherlands . i df il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91. 29 147. 237. 76. 147 [Net her | ands chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80.178.121.23  |147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
52.166.249. 197 [147.237.0.33 [lWited Sates |[idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.87.113.190 |[147.237.77.216|Wited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
50.84.213.146 |147.237.0.16 |[Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
191. 96.249.18 |147.237.76.148|Cile gqcenter. aka. i of il ET SCAN Potential SSH Scan 1
49.143. 167, 187 |147. 237. 77, 208 [FOV€R ReRUDIiC| b b ) ET SOAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1

of Potential Scan or Brute Force
172. 245.173. 142|147.237.0. 16  |thited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
109, 253. 158, 185|147 237. 77 2331 5rael atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack

93.174.164.92 |147.237.77. 121 |Ronani a e navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.212. 209. 243 (147.237.77.74 |Sovenia lawidf.il Xenu Link Seuth User Agent 1
52.166.249. 197 |147.237.76.200 |Uhited Sates [eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
52.166.249. 197 [147.237.0.16 |Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50.84.213.146 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
211.141.78.56 |147.237.77. 243|Chi na nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.199. 154. 194|l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 52
37.26.146.156 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
212.199. 154. 1941 srael 147.237.72. 166 |aka.idf . i1 SYN At ack SYN -> SYN-ACK -> RST noni t or 5
109. 253. 223. 147 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.53.161.43 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 95 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 95 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.210  |Israel 147.237.77. 226 " chamat z. aka. 1df ey At t ack SYN -> SYN-ACK -> RST monitor |4
176. 13. 229. 92 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 4
; . . SYNtAXK retransmit with .
192.243.55.131 |[lLhited Sates |147.237.72.166|aka.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 4
109. 253. 143. 150]I srael 147.237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> RST noni t or
109. 253. 223. 147 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
192.169.7.223 |Wited Sates [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 3
enf or cenent
46.19. 86. 31 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 106 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 129. 201 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 106 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.4.123.172 Ger many 147.237.72. 166 |aka.idf . i1 drop SMrul e drop 2
: o SYN+tACXK retransmt wth .
192.243.55.131 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence qi fferent vi ndow scal e noni t or 2
80. 246. 139. 253 |l srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
187.61.109. 18 |mrazil 147. 237. 77. 212 |e. dover . i df . Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 2
enf or cenent
46.19.86.253  |Israel 147.237.77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST monitor |2
46. 4.123. 172 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
: e SYN+ACXK retransnmit wth .
192.243.55.133 |Wited Sates |147.237.76.42 [refuah.idf.il Bad TCP sequence different vindow scal & nonitor |2
2.53.3.199 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
102.243.55.134 |Wnited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence SINWACK retransmt W th monitor |2
di fferent w ndow scal e
46. 19. 85. 28 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
o SYN+ACXK retransnmit wth .
37.26.147.213 |[Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal & nonitor |2
Vb Server Enforcenent HITP Deni
2.53.25.221 I srael 147.237.76.42 |refuah.icf.il . Véb Servers Sow HITP Denial of | .o |,
Mol ation Service
192.243.55. 131 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop
199.241.27.33 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Russi an R . Geo- | ocati on i nbound
176. 115. 120. 61 er et on 147.237.72. 217 |e.i df il Geo- | ocati on enf or cement enf or cenent drop 2
192.243.55. 136 |lhited Sates |147.237.76.200|eitan. aka.idf.il drop Frst packet isn't SN drop
37.26.148.228 |[Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaming Engine: TGP Invalid i i ssi
98.169.180.29 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
176.13.22.192 |lIsrael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 2
Lhi ted C e . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147. 237. 76. 199 |e. nakchal . i df il Geo- | ocati on enf or cement enf or cenent drop 2
192.243.55.133 |Wited Sates |147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
109. 253. 139. 47 |l srael 147.237.72. 167 |i shuri maka. i df . il dr op Frst packet isn't SN drop 2
192.243.55. 131 |lhited Sates |147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 28 Ei“'ntgegom 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
2.53.57. 165 I srael 147.237.77. 216 |dover. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
108.61.152. 244 |Wnited Sates [147.237.8.28 |enobile-ks.idf.il  |Geo-1ocation enf or cenent Sﬁ?o'rzgﬁg'nf”  nbound drop 1
192.243.55.131 |Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
198. 20. 69. 98 Lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
62.219. 146. 222 |Israel 147. 237. 77. 216 |dover..i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13.23.212 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
192.243.55.134 |lhited States  [147. 237. 7. 234 |hal ag. i df . Bad TCP sequence SINGACK retransm t with moni tor |1

di fferent w ndow scal e
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.178 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 115
109. 253. 198. 227|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 26
109. 253. 240. 236|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 22
37.26.148.226 |[Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 8
109. 253. 133. 188l srael 147.237.0.19 |[nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 7
109. 253. 133. 163|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
46.19. 85. 18 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 225 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
2.55.52. 16 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 2
192, 243.55.136 |lhited Sates |147.237.72.166|aka. i df .il Mil tipl e Unauthori zed URL Access from 192. 243, 55. 136 B ock 2
192.243.55.133 |lhited Sates  |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243, 55. 133 B ock 1
108. 66. 244. 46 |Uhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
66.249.66.174 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
102, 243.55.136 |United Sates  |147.237.76.42 |refuah.idf.il :‘;fa:‘;g‘;; Zlegf o t/gcn;f:festlzhar ol user cont 0l 8 heackr Uper Bl ock 1
37.26.147.215 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
80. 246.130.39 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/files B ock 1
2.55.3.221 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
192.243.55.133 |[Uhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df. i/ pat zar/ hone B ock 1
66. 249. 66. 176 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr'?;efsgf“;r QC;;SSS/ g;acl)l ery/ showpi ot r e, asp Bl ock 1
190.241.27.33 |wited Sates  [147.237.77.216|dover. idf i1 oo O eq hauthord ésgvlf‘ a’:g)c(ess on Bl ock 1
136. 243.35.38  |Ger nany 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . i/ newsite/english/ main. asp B ock

80. 246. 136. 249 |[Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
102.243.55.134 |Wited Sates  |147.237.77.233|atal .idf .i | ;h;eti'gf’r_ii sztdenﬁ at?;gﬁ;;d‘;usem il o headir upper Bl ock 1
66.249.76.74  [Israel 147. 237.72. 156 |anan. i df . i | chaut hor| zed UL Access 10 ol .| son Bl ock 1
212.179.21. 194 |israel 147.237.72. 166 |aka. i df . i | mn;’k"‘{:i??ﬁg nf;;g?ﬁt;agg’;fzzﬁg)fcphsaChar$Ct' 17 in None 1
192.243.55.131 |lhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Unaut horized URL Access from 192. 243, 55, 131 B ock 1
82.81.137.131 | srael 147.237.72. 166 |aka. i df . i | m”ai‘g‘i (;Pf.rﬁr;en;f;/ S—ac\gﬁ“g(ﬂmigp: gna“ on. aspx None 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock
24.8.4.57 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wawu aka. i df.il/mai n/snal i misnal i maspx [B ock

68.180. 228. 109 |[Uited Sates  [147.237.72. 166 |aka. i df .i | mugzg_rii jfeic: |L/FcLon/;(|:ee78cotrZ/ doc. mr/ gener al . aspx Bl ock 1
46.4.15. 197 Ger many 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 4. 15. 197 B ock 1
192.243.55.131 |Wited Sates  [147.237.77.234|hal ag. i df . i | mﬂtog?rs'“zggaﬁ.fﬁfcisf/:;pl at s shar edl user cont 10l 8/ 18 ector Bl ock 1
99.186.121.67 |Lhited Sates  |147.237.72.166(aka.idf.i | mu;;; riid?eﬁ }”ﬁ;,-hr?,dsaﬁ/fféwaysl i p. aspx B ock 1
66.249.66.23  [Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt Bl ock 1
31.173.232. 250 gz::;”i on 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ hone/ def aul t.aspx |[B ock 1
192. 243.55. 136 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/tiznoret/contact B ock 1
109. 253. 223. 147|I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Gonnection - Cpen Mde None 1
79.177.96.6 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to swpost . appl e. conistat s B ock 1
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