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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
203.104. 11. 78 Australia 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 226 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 111 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Cech Republic 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site Sgnature Devi ce Action |Count
144.76. 8. 132 Ger many 147. 237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
198. 20. 69. 74 Lhited Sates 147.237.76. 176 test.ncore.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
46. 209. 63. 136 147.237.77.235 |iran, Islamc Republic of [svivaidf.il ET DC5 SSL Bonb DoS At enpt 4
46. 209. 63. 136 147.237.77.233 |iran, Islanic Republic of |atal.idf.il ET DO5 SSL Bonb DoS Att enpt 4
46. 209. 63. 136 147.237.77.216 |iran, Islamc Republic of |dover.idf.il ET D5 SSL Bonb DoS Att enpt 4
46. 209. 63. 136 147.237.76.200 |iran, Islamc Republic of [eitan aka.idf.il ET DC5 SSL Bonb DoS At enpt 4
46. 209. 63. 136 147.237.76.176 |lran, Islanic Republic of |test.ncore.idf.il ET DO5 SSL Bonb DoS Att enpt 4
46. 209. 63. 136 147.237.77.234 |iran, Islanic Republic of |halag.idf.il ET D5 SSL Bonb DoS Att enpt 4
46. 209. 63. 136 147.237.77.226 |iran, Islamc Republic of |wwvchanatz.aka.idf.il |ET DOS SSL Bonb DoS Attenpt 4
46. 209. 63. 136 147.237.77.61 |lran, Islanic Republic of |e.cogat.idf.il ET DO5 SSL Bonb DoS Att enpt 4
46. 209. 63. 136 147.237.76.30 |iran, Islanic Republic of |hinush.idf.il ET D5 SSL Bonb DoS Att enpt 4
45.79.71.122 147.237.72.167 |Wnited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
99. 120. 69. 234 147.237.72.166 [Lhited Sates aka.idf.il ET VBB SERVER Poi son NUl | Byte 1
222.186.58.197 [147.237.77.121 |China e navy.idf.il ET SCAN Potential SSH Scan 1
222.186.58.197  |147.237.72.166 [China aka.idf.il ET SCAN Potential SSH Scan 1
46.172.71. 251 147.237.77. 227 |Wkraine e. hanaz.idf .il ET SCAN NVAP -sS wi ndow 1024 1
218.2.0.135 147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
163.172.169. 150 |[147.237.76.34 |united Ki ngdom yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 66. 177 147.237.77.216 [Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46. 209. 63. 136 147.237.76.196 |[Iran, Islanic Republic of |e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.58.197 [147.237.76.38 |China eenmitav.idf.il ET SCAN Potential SSH Scan 1
218.2.0.135 147.237.72.166 |China akaidf.il ET SCAN Potential SSH Scan 1
218.2.0.135 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature

203.104.11.78 |Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 200

203.104.11.26 |Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32

S reaning Engi ne: TCP i i sSi
207.46.13.59  |wited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngine. 1 Invalid segnent retransmssion. | 8
Inval i d Retransmission Packet dropped.

77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Iran, Islamc R . TLS Servers d pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.77. 234 |hal ag.i df . i1 SS. Enforcenent Mol ation Wl nerabi li ty Scanni ng Tool s rej ect 2
Iran, Islanmc o . Geo-1 ocati on i nbound

46. 209. 63. 136 Republ i ¢ of 147.237.77. 212 |e. dover.idf . il Geo- | ocati on enf or cenent onf or cenent drop 2

172.56.38.112 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2

128.232.110. 28 |Wnited Kingdom |147.237.77.121|e. navy.idf.il Geo- | ocati on enf or cenent Sﬁ? ;)'rggﬁ;'n?n I nbound drop 2
Iran, Islamc e . Geo- | ocati on i nbound

46. 209. 63. 136 Republ i ¢ of 147. 237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent enf or cenent drop 2
Iran, Islamc ] S . TLS Servers G pher Suites .

46. 209. 63. 136 Republ i ¢ of 147. 237. 76. 200 |ei tan. aka. i df . i | SS. Enforcement Mol ation Wil nerabi | ty Scanni ng Tool s rej ect 2

181. 211. 16. 148 |Ecuador 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 2
Iran, Islamc s . TLS Servers 0 pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.76. 176 |test. ncore.idf .i | S3. Enforcenent Mol ation Wil nerabi | ty Scanni ng Tool s rej ect 2
Iran, Islamc o . Geo- | ocati on i nbound

46. 209. 63. 136 Republ i ¢ of 147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenent enf or cement drop 2
Iran, Islamc L . TLS Servers 0 pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.77. 235 |sviva.idf.il SS. Enforcenent Mol ation Wl nerabi | ty Scanni ng Tool s rej ect 2
Iran, Islamc S . TLS Servers O pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.77. 216 |dover.idf.il SS. Enforcenent M ol ation Wl nerabi | ty Scanni ng Tool s rej ect 2

46.209.63. 136 |/ Islamc 147. 237.76. 196 |e. sviva. i df . Geo-l ocation enforcement |0 !ocation inbound drop 2
Republ i ¢ of enf or cenent

141.8.132. 78 RJSf::I”ion 147. 237. 77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |2
Iran, Islamc R . TLS Servers 0 pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.77. 233 |atal .idf.il SS. Enforcenent Mol ation Wl nerabi | ty Scanni ng Tool s rej ect 2
Iran, Islamc o . Geo- | ocati on i nbound

46. 209. 63. 136 Republ i ¢ of 147.237.76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenent enf or cement drop 2

84.111.62.72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Iran, Islamc s . TLS Servers 0 pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.77.61 |e.cogat.idf.il SS. Enforcenment Mol ation Wl nerabi | ty Scanni ng Tool s rej ect 2
Iran, Islamc . s . TLS Servers 0 pher Quites .

46. 209. 63. 136 Republ i ¢ of 147.237.76.30 |himush.idf.il S3. Enforcenent Mol ation Wl nerabi |ty Scanni ng Tool s rej ect 2

128.232.110.28 |Wnited Kingdom [147.237.8.24 |elifestyleiidf.il  |Geo-1ocation enf or cenent gﬁf;‘rggi'n?n I nbound drop 2

46.200.63.136 | /3 Islamc 147, 237, 77. 226 "W Chamtz. aka 1 df | oq Fotorcenent iolation [0 o vers dpner Slites rej ect 2
Republ i ¢ of il Ml nerability Scanning Tool s

46. 209. 63. 136 IF;.$B| i'i'g;"'c 147. 237.76. 176 [test. ncore.i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1

190. 183. 60. 253 |Argentina 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1

141.212.122.86 |Uited Sates 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST monitor |1

46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |1

95.59. 136. 118 |Kazakstan 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1

46. 209. 63. 136 :éxbl :2'37"" 147.237.77. 235 |sviva i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
Iran, Islamc . . .

46. 209. 63. 136 Republ i ¢ of 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1

131.253.27.100 |Uhited Sates 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1

79.183.50.161 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST nmoni t or

46. 209. 63. 136 Lé;ﬂblil??fm 147.237.77. 233 |atal i df .l SYN At t ack SYN -> SYN-ACK -> RST monitor |1

192. 243.55.130 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1

141.212.122.89 |lnited Sates 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1

46. 19. 85. 107 I srael 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 1

109. 65. 112. 122 |Israel 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 1

184. 105. 247. 211|wnited Sates 147.237.8.24 |e.lifestyle.idf.il  |[Geo-1ocation enforcenent i?;)'rggi'n?n I nbound drop 1

84.111.62. 72 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert

198. 20. 69. 74 Lhited Sates 147.237.76. 176 |test. ncore.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1

46. 209. 63. 136 Lé;ﬂblil??fm 147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1

141.212.122.90 |Uhited Sates 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 1

46. 209, 63. 136 IF;;IEH:??C 147.237.76.30 |nimush.idr.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1

115. 230. 125. 146|Chi na 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST monitor |1

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout nmoni t or 1

216.218. 206. 84 |[Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |1

46. 209. 63. 136 :éxbl :2'37"" 147.237.77. 226 ‘“:"IW chanat z. aka. 1 |oyN At t ack SYN -> SYN-ACK -> RST monitor |1

184. 105. 247. 231|lnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry‘Target Address |Site Sgnature Action ‘Count
192. 243.55. 138 |Lnited Sates 147.237.77. 170 |maar achot . i df . i I|Unaut hori zed LRL Access to naarachot.idf.il/pdf/files/5/ 112745, pdf B ock 1
) . . Illegal Byte (ode Character in Mthod
99. 120. 69. 234 |lhited Sates 147.237.72.166 |aka. i df . i | - B ock 1
qr[#0] 1 [[#0]1[[#0]] [[#23]] oVAHS6®] [#25]] &l « A [#28]] ¢
46.116.22.132 [l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on B ock 1
v aka. i df . i | / nai n/ sachar/
Unknown HTTP Request Met hod
99.120.69.234 |lhited Sates 147.237.72. 166 [aka. i df . i | ql[#0] 1 [ [#0]]1 [[#O]][[#23]] aVABs6@] [ #25]] &l « A [#28]]¢ in LRL °' Bl ock 1
+Y-Ude 5°"NON*XX©
- . Unaut hori zed URL Access to
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 5/ 69845. pf B ock 1
99.120. 69. 234 |lLhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Code Character in URL °'+Y-(de 5N€nxx@ [ [ #21] ] B ock 1
Iran, Islamc . . Mil tipl e Lhtraceabl e SSL Sessi ons from 46. 209. 63. 136 (Uhsupported
46. 209. 63. 136 Repub i ¢ of 147.237.77. 216 |dover. i df . i | a pher) None 1
104. 162. 133. 48 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/snalinisnalimaspx |B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 176 |l srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
99.120.69.234 |thited Sates 147.237.72. 166 [aka. i df . i | I1egal HITP \ersion Bl ock 1
46. 209. 63. 136 'Féx’b”'zl 2’:“ 147. 237.77. 216 |dover . i df . i | SSL Untraceabl e Connection - Lhsupported d pher None 1
186. 77. 192. 159 |N car agua 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
99.120.69. 234 |lhited Sates 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
99.120.69.234 |Whited Sates 147.237.72. 166 |aka. i df . i | Mal for med URL °'+Y=0Ode 5-n€nxx@ [ [ #21] ] Bl ock 1
58. 10. 55. 65 Thai | and 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for ww aka. i df.il/mluinitenpl ates/inner. asp|B ock 1
192. 243.55. 135 [Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wa aka. i df . i/ gi yus/ kadat z Bl ock 1
99.120. 69. 234 |lLhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Nane B ock 1
) . . NULL Character in Method
99.120. 69.234 |[lLhited Sates 147.237.72. 166 |aka. i df . i | o R B ock 1
qU[#0] ] [[#0]1[[#0]][[#23]] cVAHS6R] [#25]] &l « A [#28]] ¢
. . . Unaut hori zed URL Access to
66. 249. 66. 56 Israel 147.237.0.34  [tikshuv.idf.il waw ti kshuv. i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
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