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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
188. 119. 195. 34 Spai n 147.237.77. 61 e.cogat.idf.il JLM Purple Gon Linmt_Tcp drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153. 90. 1. 35 Lhited Sates 147.237.72.14 dover.idf.il (old) |network flood | Pv4 | QWP dr op 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgnature

51. 254, 121. 188 |France 147.237.77.216 |dover.idf.il |Cl000074: HITP. najestic bot Per mit 12
119.9. 72. 106 Hong Kong 147.237.72.166 |aka.idf.il C1000016: HITP. adnministrator in LR Per nirt 5

51.254. 121. 188 |France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 4

51.254.121. 188 |France 147.237.77. 176 |nat pash. i df . i | |C1000074: HTTP: naj estic bot Permit 2

106. 38. 241. 105 |Chi na 147.237.77.216 |dover.idf.i|l [Cl000071: HTTP: User Agent Sogou+web+spi der Per mt 1

119. 9. 72. 106 Hong Kong 147.237.72.166 |aka.idf.il C1000018: HTTP. access to administrator/index. php -> Quarantine [Permt 1

94.242.246.23 |Luxenbour g 147.237.77.216 |dover.idf.il [24910. HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Signature

46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
46.120. 122. 219 147. 237.72. 166 I srael aka.idf.il Xenu Link Seuth Wser Agent 3
198. 20. 69. 98 147.237.77.121 Lhited Sates e navy.idf.il ET DROP DBshiel d B ock Listed Source 1
163. 172. 129. 15 147.237.77. 243 Uni ted Ki ngdom nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 20. 183 147.237.8.14 Japan e.orchot.idf.il ET SCAN Potential SSH Scan 1
68. 190. 208. 191 147.237.8. 28 Lhited Sates . nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
68. 190. 208. 191 147.237.8.28 Lhited Sates e. nobi | e-ks. i df . il ET SCAN NVAP -f -sS 1
212.224.109. 175 147.237.72. 167 Ger many i shuri maka. i df.il ET SCAN Potential SSH Scan 1
172. 245. 173. 142 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 147. 237.77. 235 Uni ted Ki ngdom svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237.76. 34 krai ne yohal an. i df .| ET SCAN NMAP -sS w ndow 3072 1
68. 190. 208. 191 147.237.8. 28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
5. 255. 90. 133 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
107. 167. 103. 150|Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |20
S reaning Engi ne: TCP i i ssi
173.3.207. 167 |Wited Sates 147. 237. 77. 216 |dover . i of . i | mng tngine. Invalid segnent retransmssion. . 14
Inval i d Retransnission Packet dropped.
113.210.201. 99 |Mil aysia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor (13
113.210.201. 99 |Miaysia 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNFACK retransmt with monitor (8
di fferent w ndow scal e
50.191. 143. 134 |United Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |5
217.174.97.19  |Russian Federation |147.237.77. 121 |e navy.idf.il Geo- | ocati on enf or cenent ﬁ?g:g;i'ﬂ?” i nbound drop 4
212.143.142.56 |Israel 147.237.77. 216 |dover. i df . i | drop First packet isnt SWN drop
113.210.201. 99 |Mil aysia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[alert
128.232.110.28 |Wnited Kingdom  [|147.237.76. 196 |e. sviva.idf.il Geo- | ocati on enf or cenent Sﬁ?olrg?;no”  nbound drop 2
130.193.50.33 |Russian Federation |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |2
173.255.243.28 |lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
168. 143.232. 49 |Uhited Sates 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 1
139. 162. 37. 147 |Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
173.255. 243.28 |ited Sates 147. 237. 77. 216 |dover. i df . i1 SYN Attack SYN - > SYN-ACK -> RST monitor |1
172.245. 173. 142|United Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 77 |Wited Sates 147.237.0.16 inl”'k°Sher'kra""'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1
173. 255.243.28 |lhited Sates 147.237.76. 176 |test. ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
168. 143.232.49 |Uited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |1
141.212.122.65 |lLhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
91.108.183.10 |Sweden 147.237.76.34 |yohal an.idf.il drop drop 1
184. 105. 247. 211 |wited Sates 147.237.77. 212 |e. dover.i df .1 Geo- | ocati on enf or cenent Eﬁ?;):ggﬁ:nfn I nbound drop 1
141.212.122.78 |Wited Sates 147.237.0.16 inly'kOSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1
173.255.243.28 |Wited Sates 147. 237. 76. 197 |e. hi nush. i df . i | Geo- | ocati on enf or cenent Eﬁ?;):ggﬁ:nfn I nbound drop 1
168. 143.232. 49 |Uited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |monitor |1
141.212.122.66 |Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
91.108.183.10 [Sweden 147.237. 76. 148 |gqcenter. aka.idf .il  |dr op drop 1
184, 105. 247. 212|wited Sates 147.237.76.38 |e. e meitav.idf.il SYN Attack SYN - > SYN-ACK -> RST monitor |1
173.255.243.28 |Uwited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122.86 |Wited Sates 147.237.77. 121 |e. navy. i of .1 Geo- | ocati on enf or cenent gﬁ?;'rggﬁ:mon I nbound drop 1
173.255. 243.28 |Wited Sates 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent Sﬁ?olrg?;no”  nbound drop 1
168. 143.232.49 |Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
141.212.122.70 |Wited Sates 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent S]?O'rgzi'mon i nbound drop 1
185. 86. 142. 111 g‘ilcisgi':('ja” TertitoVl1 47 237.77. 176 |t pash. i of . i1 dr op Frst packet isn't SN drop 1
173. 255.243.28 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.87 |Wited Sates 147.237.77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Sﬁ?olggi'n?” t nbound drop 1
173.255.243. 28 |Wited Sates 147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent gﬁ?olrgzi'mo” I nbound drop 1
168. 143.232.49 |Uhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor 1
141.212.122.71 |thited Sates 147.237.76. 201 |e. atal i df il Geo- 1 ocation enforcement |0 !ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
66.249. 66. 232 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 66. 232 B ock 3
181. 114. 125. 131|Bdlivia 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df . i |/ spani sh/ B ock 3
5.29.247.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . il/mai n/ sachar/ B ock 1
207. 46. 13. 57 Lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66.249. 66.179 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
69. 31. 50. 52 Whited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-ar B ock 1
46.120. 122. 219 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for waw aka. i df.il/rights/asp/fag. asp|B ock 1
66. 249. 66. 180 I srael 147.237.72. 166 |aka. i df . i | thaut hori zed LRL Access to B ock 1

147.237. 72. 166/ edi nl yonman/ yonan. asp
Unaut hori zed URL Access to

85.250. 168.85  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1

m ny- kosher -kravi .id |illegal Paraneter Encoding rnd in

66. 249. 64. 131 | srael 147.237.0.17 foil m ny- kosher - kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx None !
m ny- kosher-kravi .id
66. 249. 64. 134 | srael 147.237.0. 17 f inly DOstributed I11egal Paraneter Encodi ng None 1
66. 249. 79. 59 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 79. 59 B ock 1
] . . Unaut hori zed Met hod PCST for
204.79.180.69 |Lhited Sates [147.237.72.166(aka.idf.il aka i df i1/l Ui it enpl at es/i ner. asp B ock 1
66.249. 66. 102 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR. Access to aka.idf.il/default.asp B ock 1
66.249.79.60  |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed LRL Access to Bl ock 1

nobi | e.idf.il/.well-know/asset!inks.json
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