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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
202.171. 186. 156 Australia 147.237.77. 216 dover.idf.il | OWP- Fr ag- Needed- St or m drop 3
129. 22. 150. 78 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republi ¢ 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 230. 49. 118 Lhited Sates 147.237.72. 156 aman.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
179. 99. 200. 39 Brazil 147.237.77. 74 lawidf.il bl ock-sp-traf 1 f orward 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Gount get Address |Site |Sgna1 ure

5.145.174.112 |[Spain 147.237.77.176 [mat pash. i df .i|  |CLO00016: HITP: adninistrator in UR Permit 9
162. 210. 196. 97 |Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nirt 4
69.50.221.6 Lhited Sates 147.237.77.74 |lawidf.il C1000016: HITP. administrator in UR Per nirt 1
69. 50. 221. 6 Lhited Sates 147.237.77.74 |lawidf.il C1000018: HITP. access to adninistrator/index. php -> Quarantine |Pernit 1
94.102.49.190 |Net herl ands 147.237.0.19 |nadimatal .idf.il[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
91. 224. 160. 106 147.237.8.28 Net her | ands e.nobi | e-ks. i df.il ET SCAN Potential SSH Scan 2
46.120. 122. 219 147. 237. 76. 147 I 'srael chi nuch. aka.i of .il Xenu Link Seuth User Agent 2
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi nush. i df i | ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.76. 34 Net her | ands yohal an.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77. 233 Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.121 Net her | ands e.navy.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 197 Net her | ands e hinush.idf.il ET SCAN Potential SSH Scan 1
178. 33.18. 55 147.237.72. 166 France aka.idf.il ET VBB SERVER Poi son Nul |l Byte 1
91. 224. 160. 106 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
163.172. 129. 15 147. 237. 77. 61 Uni ted Ki ngdom e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.77. 226 Net her | ands ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.8. 45 Net her | ands eeitanidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.77. 176 Net her | ands nat pash. i df .i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
5.189. 180. 240 147.237.77. 227 Ger many e. hanaz.idf .il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 176 Lhited Sates test.ncore.idf.il ET CROP Dshiel d B ock Listed Source 1
91. 224. 160. 106 147. 237.76. 196 Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147.237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
97.105. 173. 114 147. 237.76. 201 Lhited Sates eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.72. 156 Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
113. 210. 182. 125|Mil aysi a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 34
5.29.212.34 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 12
. . . SYNWAXK retransmit with .
113. 210. 182. 125|Mil aysi a 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence different vindow scal & noni t or 12
113. 210. 182. 125|Mil aysi a 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
5.196.178.190 |France 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
5.196.178.190 |France 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
Sreamng BEngine: TCP Invalid i i ssi
66.249.66.75 |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.196.178.190 |France 147.237.77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.72. 167 |i shurimaka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
5.196.178.190 |France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
5.196.178.190 |France 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
. . SYNtAXK retransmit with .
2.55.129.75 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence di fferent W ndow scal e noni t or 3
113. 210. 182. 125|Nal aysi a 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 3
5.196.178.190 |Fance 147.237. 76. 147 |chi nuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
5.196.178.190 |France 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
113. 210. 182. 125|Mil aysi a 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
5.196.178.190 |France 147.237.76.200|eitan. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |Fance 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
5.196.178.190 |Fance 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
5.196.178.190 |France 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
5.196.178.190 |France 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
5.196.178.190 |France 147.237.77.235|sviva. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
5.196.178.190 |France 147.237.77. 226 "‘f"l"“ chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> Timeout |monitor |2
37.26.149.229 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
141.212.122.70 |Wited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
139.162.37. 147 |Uhited Sates [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
178.33.18.55 France 147.237.72. 166 |aka.i df .il B ock HTTP Non Conpli ant Response out of state nonitor |1
141.212.122. 67 |wited Sates |147.237.76. 197 |e. hinush.idf . i1 Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
128. 232, 110, 28 | ted 147.237.0.35 |akavs.idf.il dro dro 1
) ) ) Ki ngdom ) e o P P
79.178.193. 128 |Israel 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.196.178.190 |France 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.73 |Wited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.8.132.78 R‘SIS::I”ion 147. 237.77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
179.99.200.39 |Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.68 |Lhited Sates |147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 E?';gegom 147.237.77. 235 |sviva i df.il Bad TCP sequence Invalid ACK nunber nonitor |1
85. 65. 9. 199 I srael 147.237.77. 226 ["" chanat z. aka. 1df 1paq TOP sequence Invalid ACK nunber aert 1
141.212.122.74 |Wited Sates [147.237.8.28 |enwbileks.idf.il  |Geo-1ocation enf or cerent gﬁ?;):ggi;'mo”  nbound drop 1
141.212.122.65 |Wited Sates |147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Sﬁ?;:z‘;ix” i nbound drop 1
31.168.172.137 [Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.69 |Wited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
128. 232. 110. 28 LKJ?'rfgegom 147. 237.77. 235 |sviva i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
85. 65. 9. 199 I'srael 147.237.77. 226 "} chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor |1
141.212.122. 84 |United Sates |147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

Target Address |Site Sgnature Action

‘Count

‘Attacker Qount ry

77.139. 117. 237 |France 147.237.72. 166 |aka. i df . i | thaut hori zed Method POST for Bl ock 2
ww aka. i df . i |/ mai n/ snal i nd snal i m aspx
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Method from178.33.18.55 B ock 1
68. 180. 229. 190 |Lhited Sates 147.237.77.216|dover.i df . i | Paranet er Type Mol ati on PageNumin waw i df .il/1806- he/ dover.aspx  |B ock
66. 249. 66. 109 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nobil e/ main/giyus/ general . aspx |B ock
Unknown HTTP Request Met hod
178.33.18.55 |France 147.237.72. 166 |aka. i df . i | (#2211 [#3 11 [#0 111401 [ [#U 1 [[#O1 1 [[#01 1{[[#311[[#3]].. (Z86uSi Lx{[# [B ock 1
24113 [#26]] O~
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Illegal Byte Qde Character in URL[[#20]], B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 232 |lIsrael 147.237.72. 166 |aka. i df . i | vanw aka, i df i 1/ mobi | ef i n/ smal i i showbi g, asp B ock 1
37.26.149. 221 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed URL from 178. 33. 18. 55 Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.66. 174 |l srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock !
. . . Unaut hori zed URL Access to
180.76.15. 137 | Chi na 147.237.76.86 navy. | df.il navy.idf.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
178.33.18.55 |France 147.237.72. 166 |aka. i df . i | Illegal HITP \ersion B ock 1
66.249.79.59 |Israel 147.237.77.243|nobi [ e.i df . i | Unaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association [B ock 1
41.254.9.211 3' byainr iA;aab 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/1115-ar/ dover. aspx' B ock 1
178.33.18.55 |Rrance 147.237.72. 166 |aka. i df . i | Mil tipl e NALL Character in Method from178. 33. 18. 55 B ock
79.177.71.152 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
. . Unaut hori zed URL Access to
66. 249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ cont act / cont act . asp B ock 1
207.46.13.113 |thited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df .il/1283-18774-en/ dover. ..for B ock
178.33.18.55 |France 147.237.72. 166 |aka. i df .i | Mal f or med HTTP Header Line 1 B ock
) . . Paraneter Type Mol ati on PageNumin
68.180. 229. 181 |Lhited Sates 147.237.77. 176 |nat pash. idf . il [ = cogat . df .i |/ 1038-ar/ cogat . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
46.120. 122. 219 |I srael 147.237.76. 147 chi nuch. aka. i df . i) o "5 L i1/ 894- hef chi nuch. aspx None 1
. . NULL Character in Header Nane at
178.33.18.55 |France 147.237.72. 166 |aka. i df . i | A B ock 1
[[#0]] cp[#0]]-[[#0]1/[[#0]]5A [#18]] [[#0]]
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 177 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Ml forned LR [[#20]], B ock 1
68.180. 229. 181 |Uhited Sates  |147.237.77. 176 |matpash. i df il | o ometer Type Vol ation Pagehimin B ock 1
waw cogat . i df . i1/1927- he/ cogat . aspx
- - - Unaut hori zed URL Access to
66. 249. 66.59 I srael 147.237.0.34  [ti kshuv.idf.il wan ti kshuv. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navrenu/ Bl ock !
178.33.18.55 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ changel og. t xt Bl ock 1
178.33.18.55 |France 147.237.72. 166 |aka. i df . i | I1legal Byte Qde Character in Header Nane B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 179 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 1661 1 znor et/ gal | ery/ showpi ct ur e. asp B ock 1
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