09-12-2016-02:04:01 to 09-12-2016-03:04:01

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

160+"

120+" M dover.idf.il
Wiawidf.il
e M navy.idf.il
B aka idf.il

Nur(;ber , ) . . B refuah.idf.il
40+ e
At acks Watal.idf.il

[ nadimatal .idf.i
Meitan aka. idf.il

. K ° . & * . ) : . . : : & . .
.\8\ S\b ,\&\ RS .\& S ,\&\ N .\6\ .‘\é naar acho.t A d.f il
RN P AN SN S S S DR M tikshuv.idf il
6§ N & é}° o & ES ° \@(\
< 6\@ é}\' @/&’b O
&
Top Tar get

[Top Attackers |

5. 196.178. 190
197. 231. 221. 211

I 177.185.192. 98
81. 223. 238. 42

" réfber M 41.185.12. 173
Attacks M 46. 43.99. 223

[ 186. 202. 153. 14
Il 59. 120. 255. 127
94. 136. 40. 77

M 72.167.159. 8

Top Attackers



09-12-2016-02:04:01 to 09-12-2016-03:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
87.68. 49. 168 | srael 147.237. 72. 166 aka idf.il B ack List drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 32. 84. 160 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 2
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
115.47.12. 162 Chi na 147.237.0. 16 ny- kosher-kravi . i df .il JLMPurple Gon Linit Tcp dr op 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
195. 113. 161. 84 Czech Republi c 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
94. 136. 40. 77 Lhited Kingdom [147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
81.223.238. 42 Austria 147.237.77.216 |dover.idf.il |[5670: HTTP. SQ Injection (SALECT) B ock 11
41.185.12.173 South Arica 147.237.76. 42 refuah.idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasi on B ock 8
177.185.192.98 |Brazil 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
69. 10. 156. 44 Canada 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
91.219.122.2 Pol and 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
72.167.131. 22 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50.77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
210. 169. 203. 81 Japan 147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
177.185.192.98 |Brazil 147. 237.76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
212. 147. 60. 96 S t zer| and 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
81.223.238. 42 Austria 147.237.77.216 |dover.idf.i|l |6134 HITP SQ Injection Variable Declaration Evasion B ock 6
177.185.192.98 |Brazil 147. 237. 76. 86 navy.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
59.120.255.127  |Taiwan 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
41.185.12.173 South Arica 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 2
216.119.125.34  |thited Sates 147.237.77.216 |dover.idf.il| |[6134 HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 2
210.169.203.81  |Japan 147. 237. 76. 86 navy.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 2
51. 255. 51. 25 France 147.237.77.216 |dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
216.119.125.34 |thited Sates 147.237.77.216 |dover.idf.il |[5670. HITP. SQ Injection (SELECT) B ock 2
81.223.238. 42 Austria 147.237.77.216 |dover.idf.il |9785 HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste |Signature

177.185.192.98  |147.237.76. 86 Brazil navy.idf.il A Injection - Select From 54
81.223. 238. 42 147.237.77.216 |Austria dover.idf.il S Injection - Select From 40
41.185. 12. 173 147.237.76.42  |South Africa refuah.idf.il S Injection - Select From 28
59.120.255. 127  |147.237.77.74  |Taiwan lawidf.il SQ Injection - Select From 18
94.136. 40. 77 147.237.77.74 Unhited Kingdom [lawidf.il QA Injection - Select From 8
69. 10. 156. 44 147.237.77.74  [Canada lawidf.il S Injection - Select From 8
50. 77. 136. 81 147.237.77.233 [lhited Sates atal.idf.il SQ Injection - Select From 8
91.219.122.2 147.237.77. 74 Pol and lawidf.il QA Injection - Select From 8
72.167.131. 22 147.237.77.74  |lhited Sates lawidf.il S Injection - Select From 8
46.120.122.219  |147.237.77.216 |Israel dover.idf.il Xenu Link Seuth User Agent 6
66. 249. 66. 12 147.237.77.170 |Whited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 6
212.147. 60. 96 147.237.77.74  |Sitzerland lawidf.il S Injection - Select From 5
46.120.122.219  |147.237.72.166 |Israel aka. idf.il Xenu Link Seuth User Agent 3
46.120.122.219  [147.237.76. 147 |[lIsrael chi nuch. aka.i df . i1 Xenu Link Seuth User Agent 2
93.174.91. 29 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
37.48.77.131 147. 237.8. 45 Net her | ands e.eitanidf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 18 147.237.76.176 |Ghile test.ncore.idf.il ET SCAN Potential SSH Scan 1
163.172.129.15 |147.237.76.200 |[United Kingdom [eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129.15  |147.237.76. 44 Uhited Kingdom |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 245.143.138  [147.237.76.200 [wnited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
115. 47. 12. 162 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
103. 207. 39. 82 147.237.76.197 [V etnam e. hinush. i df .il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67. 158 147. 237. 76. 42 Sweden refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 174. 91. 29 147.237.76.197 [Nether| ands e. hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
45.79.103. 178 147.237.72.167 |Lhited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
37.48.77.131 147.237.76.202  |Nether| ands e haagidf.il ET SCAN Potential SSH Scan 1
210.169. 203.81  |147.237.76.86 Japan navy.idf.il A Injection - Select From 1
66. 249. 66. 238 147.237.77.74  |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
37.48.77.131 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
66. 249. 65. 19 147.237.76.42  [lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
163.172.129.15  |147.237.76.197 |United Kingdom |e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.200.137  [147.237.0.16 Chi na ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
116. 71. 128. 85 147.237.72.217 |Pakistan eidf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 245.143. 138  |147.237.76.200 |Lhited Sates eitan. aka.idf.il ET SCAN NVAP -f -sS 1
114. 40. 234. 49 147.237.77.227 |Taiwan e. hanaz. i df .i | GPL SCAN PI NG GyberKit 2.2 Wndows 1
46.227.67. 158 147.237.76. 147 [Sweden chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Sig nature Acti on ‘Count
5.196.178.190 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 30
5.196.178.190 |France 147.237.76. 200 |ei tan. aka.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 29
5.196.178.190 |Fance 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |[rmonitor 28
46. 43. 99. 223 _’?j”els: io:‘;‘:"”acupi o [147-237. 77. 216 [dover i o i1 drop Frst packet isn't SN drop 28
5.196.178.190 |Fance 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout |[rmonitor 27
5.196. 178. 190 France 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 27
5.196. 178. 190 France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 27
5.196.178.190 |Rance 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |[ronitor 27
5.196. 178. 190 France 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 27
5.196.178.190 |France 147. 237.77. 226 ;":"WCha"atz' aka.Tdf- 1oyN At t ack SYN -> SYN-ACK -> Tineout [nonitor |27
5.196.178.190 |Fance 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |rmonitor 26
5.196. 178. 190 France 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 26
5.196.178.190 |Fance 147.237.77. 234 |hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 26
5.196. 178. 190 France 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 26
5.196. 178. 190 France 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 26
5.196.178.190  |France 147.237.0.17 |V kosher-kravi-id 1o\ At t ack SYN -> SYN-ACK -> Tineout [monitor |25
5.196.178.190 |Rance 147.237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 25
5.196. 178. 190 France 147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 25
5.196.178.190 |Rance 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor 25
5.196. 178. 190 France 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 24
5.196. 178. 190 France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 24
5.196.178.190 |Fance 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor 24
5.196.178.190 |Rance 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 24
72.167.159. 8 Lhited Sates 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 18
195.74.38. 14 Sweden 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor
74.208.192. 137 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop
158. 85. 253. 245 |lLhited Sates 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop
66.249.76.67  |Wnited Sates 147.237.0.19 |nadimatal .idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
158. 85. 253. 245 |lhited Sates 147.237.77.74 |lawidf.il dr op SAMrule drop 6
197.231. 221. 211 |Li beria 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 4
197.231. 221. 211 |Li beria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 4
197.231. 221. 211 |Li beria 147.237.77. 170 |na@arachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 4
46. 43. 99. 223 _’?j”els: io:‘;‘:"”acupi o [147-237.77. 176 rat pash. i of . i1 drop Frst packet isn't SN drop 4
197. 231. 221. 211|Liberia 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor 3
186. 202. 153. 14 |Brazil 147.237.76. 200 |eitan. aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
197.231.221. 211 |Li beria 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 3
197.231. 221. 211 |Li beria 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor 3
197.231. 221. 211 |Li beria 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
113.210. 188. 153 |\ aysi a 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 3
186. 202. 153. 14 |Brazil 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
186. 202. 153. 14 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
197.231.221. 211 |Liberia 147.237. 72. 167 |i shuri maka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 3
197.231. 221. 211 |Li beria 147.237.76. 200 |eitan. aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti neout |[rmonitor 3
197.231. 221. 211 |Li beria 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
192.169.7.223 |wited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent gi?;'rggz;infn  nbound drop 3
197. 231. 221. 211 |Li beria 147. 237.77. 226 ;":’“"‘Cha"“tz' aka.Tdf- |oyN At ack SYN -> SYN-ACK -> Tineout [monitor |3
197.231.221. 211 |Liberia 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
197. 231. 221. 211|Liberia 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
128.232.110.28 |Wnited Kingdom  [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Sﬁ]f’o'r 22?;1?”  nbound drop 2
197. 231. 221. 211|Liberia 147.237. 77. 176 |nat pash. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 2




09-12-2016-02:04:01 to 09-12-2016-03:04:01

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Oount
83. 220. 236. 132 RJSIS:;”i o 147.237.77.233|atal . i df .i | Unaut hor i zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
46.120.122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46.120. 122. 219 |B ock 1
66.249.66. 177 [Israel 147.237.77.216|dover . i df .i | Paranet er Type M ol ati on PageNumin waw i df . i|/1086- he/ dover . aspx |B ock 1
109. 253. 216. 225|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
46.120.122. 219 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed Met hod HEAD for waw chi nuch. aka.idf.il/ None 1
66. 249. 79. 59 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock 1
157.55.39.9 Lhited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
66.249.66.111 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/nimain/giyus/ general . aspx Bl ock 1

Parameter Type M ol ati on PageNumin
waw cogat . i df . i|/1038- he/ cogat . aspx
. . Unaut hori zed URL Access to

66.249. 66. 174 [Israel 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ si p st orage/ i | es/ 8/ 71518. pof B ock 1

Parameter Type M ol ati on PageNumin

68.180. 229. 181 |thited Sates 147.237.77. 176 |nat pash. i df . i | Bl ock 1

68.180.229. 181 [Uhited Sates 147.237.77. 176 [mat pash. i df . i | vaww cogat . i df . i 1/ 1927- hel cogat . asp Bl ock 1
. . Unaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | v aka i o 1/t uri i asp/ di spl ayonesol di er . asp B ock 1

66.249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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