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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
197. 0. 158. 230 Tuni si a 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 1285
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194.29.178. 14 Pol and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
131. 247.2.241 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Swi tzerl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128.223. 8. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnature Devi ce Action ‘Oount |
62. 149, 132. 252 Italy 147.237.76. 31 nakchal .idf.il [6134 HITP. SQ Injection Variable Decl aration Evasi on B ock 12
216. 26. 128. 28 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
204.93. 196. 218 Lhited Sates 147.237.76. 31 nakchal .idf.il |6134: HITP. SQ Injection Variabl e Declarati on BEvasi on B ock 9
204. 93. 196. 218 Lhited Sates 147.237.76. 31 nakchal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 7
87.117.203. 30 Uhited Kingdom [147.237.77.233 |atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216. 58. 230. 159 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62. 149, 132. 252 Italy 147.237.76. 31 nakchal .idf.il [3808 HITP. SQ Injection Variable Declaration Evasion B ock 6
110. 4. 46. 108 Ml aysi a 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62. 149. 132. 252 Italy 147.237.76. 31 nakchal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 6
216. 26. 128. 28 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
200. 59. 199. 229 Argentina 147. 237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 229 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
204. 93. 196. 218 Lhited Sates 147.237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variable Declaration Evasion B ock 4
191. 236. 150. 197 |Uhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
91.121.211.59 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
191. 236. 146. 62 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 2
191. 236. 151. 40 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
195. 154. 232. 58 France 147.237.77.216 |dover.idf.il 22280: HITP. Jooma (bject Injection Wil nerability Bl ock 1
197. 0. 158. 230 Tuni si a 147.237.77.216 |dover.idf.il 5141: HTTP. Sgl map HTTP Request B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
204.93.196. 218 |147.237.76.31 |Whited Sates  |nakchal.idf.il [SQ Injection - Select From 26
62.149.132. 252 |147.237.76.31 |italy nakchal .idf.il |SQ Injection - Select Fom 26
216.26.128.28 |147.237.77.74 |Wited Sates  |[lawidf.il SQ Injection - Select From 20
200. 59. 199. 229 |147.237.76.42 |Agentina refuah.idf.il |SQ Injection - Select From 18
110. 4. 46. 108 147.237. 77. 233 |\l aysi a atal.idf.il SQ Injection - Select Fom 8
87.117.203.30 |147.237.77.233|Uni ted Kingdom |atal .idf.il SQ Injection - Select From 8
216. 58.230. 159 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 8
50. 63. 196. 229  |147.237.77.74 |Wited Sates  |[lawidf.il SQ Injection - Select Fom 8
191. 236. 150. 197(147. 237. 77. 233 |Wnited Sates atal.idf.il SQ Injection - Select From 6
191. 236. 146. 62 [147.237.77.233|Wited Sates aal.idf.il A Injection - Select From 4
46.120.122.219 |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 3
87.242.112.45 |147.237.77. 233 23:::;'}0” atal .idf.il SQ Injection - Select From 3
45.79.71. 122 147.237.77.176|thited Sates  [matpash.idf.il |WEB-M SC Chunked- Encodi ng transfer attenpt 2
197.0.158.230 [147.237.77.216|Tunisia dover.idf.il ET SCAN NMAP -sS wi ndow 1024 2
45.79.71.122 147.237.77. 234 |Lhited Sates hal ag.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
191. 236. 151. 40 [147.237.77.233|Wited Sates atal.idf.il SQ Injection - Select Fom 2
163.172.67.13  |147.237.77. 121 |Uni ted Ki ngdom [e.navy.idf.il |ET SCAN Potential SSH Scan 1
208. 80. 155. 255 |147.237.77.176|Whited Sates  |natpash.idf.il ET PQLICY I nconing Basic Auth Base64 HTTP Password det ect ed 1
unencr ypt ed
37.48.77.131 147. 237. 77. 234 |Net her | ands hal ag. i df.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.77.19 |United Ki ngdom |l awforumidf.il[ET SCAN Potenti al SSH Scan 1
1.32.43.154 147.237.77.61 |\l aysia e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
163.172.67.13 |147.237.0.34 |United K ngdom [tikshuv.idf.il |ET SCAN Potential SSH Scan 1
1.32.43.154 147.237.77.61 |\l aysia e.cogat.idf.il [ET SCAN NVAP -f -sS 1
202. 79. 60. 94 147. 237. 76. 200 |Nepal eitan.aka.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
100. 252 1851|147 237 0.35 |00l onbi & akavs. i df il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
172. 245. 173. 142(147. 237. 76. 42 |Wnited Qates refuah.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.8.24 |[Wnited Ki ngdom [e.lifestyle.idf.|[ET SCAN NVAP -sS w ndow 1024 1
208, 80. 155. 255|147 237 77 216 |t ted Sates dover i df il ET PQLICY I ncomng Basic Auth Base64 HITP Password det ect ed 1
unencr ypt ed
45.79.71. 122 147.237.72. 166 |Lhited Sates aka. idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
163.172.67.13 |147.237.77.74 |United Kingdom |lawidf.il ET SCAN Potential SSH Scan 1
37.48.77.131 147.237.76. 42 |Nether| ands refush.idf.il  [ET SCAN Potential SSH Scan 1
208. 80. 155. 255 |147.237.77.74 |Whited Sates  |lawidf.il ET PQLICY I nconing Basic Auth Base64 HTTP Password det ect ed 1
unencr ypt ed
163.172.67.13 |147.237.76.34 [United Ki ngdom [yohalan.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
1.32.43.154 147.237.77.61 |\il aysia e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
202. 79. 60. 94 147. 237. 76. 200 [Nepal eitan. aka.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
163.172.67.13 |147.237.0.33 |United Ki ngdom |idf.il ET SCAN Potential SSH Scan 1
66.249. 66.240 |147.237.72.166|Wited Sates  |akaidf.il SER\/ER APAO_E_ Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt
186. 115. 86. 214 1147 237 0.34 0ol onbi & Cikshuv.idh il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.79.103.178 |147.237.72. 156 |lLhited Sates aman.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
163.172.129. 15 |147.237.8.24 |United Kingdom [e.lifestyle.idf.|ET SCAN Potential VNC Scan 5900- 5920 1
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Attacker Address |Attacker Qount ry

Target Address

Signature ‘Message

Devi ce Action |Count |

96. 23. 153. 91 Canada 147.237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 494
5.9.44. 154 Ger many 147. 237. 76. 86 navy.idf.il SYN Attack nmoni t or 426
5.9.44. 154 Ger many 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> RST noni t or 266
5.9.44. 154 Ger many 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 142
31.170.160. 169 |lLhited Sates 147.237.76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 54
91.202.63.7 Mrgin Islands, British [147.237.76.86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 20
50. 63. 197. 143 Lhited Sates 147. 237.76. 31 nakchal .idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 18
5.196. 178. 190 France 147.237.76.200 |eitan aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
5.196. 178. 190 France 147.237.72.166 |aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 14
5.196. 178. 190 France 147.237.77.233 |atal.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 14
5.196. 178. 190 France 147.237.77.170 |mmarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
5.196. 178. 190 France 147.237.0. 34 tikshuv.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 13
5.196. 178. 190 France 147.237.77.226  |wan chanat z. aka. i df . i | SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 13
5.196. 178. 190 France 147.237.77.74  |lawidf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 13
5.196. 178. 190 France 147.237.0. 17 mny- kosher -kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 13
5.196. 178. 190 France 147.237.77.234 |halag.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 13
177.189.11. 76 Brazil 147.237.77.234 |halag.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 13
5.196. 178. 190 France 147.237.0. 19 nadi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 13
5.196. 178. 190 France 147.237.77.176 |natpash.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 13
177.189.11. 76 Brazil 147.237.77.176 |matpash.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 13
5.196. 178. 190 France 147.237.77.235 [sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147.237.77.235 |sviva.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
5.196.178. 190 France 147.237.76. 147 |chinuch. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 12
177.189. 11. 76 Brazil 147.237.76. 147  [chinuch. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147.237.0. 34 tikshuv.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
5.196. 178. 190 France 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
177.189. 11. 76 Brazil 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
5.196. 178. 190 France 147. 237.76. 31 nakchal .idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.76.31  |nakchal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
177.189. 11. 76 Brazil 147.237.76.200 [eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147.237.72.156 |aman.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.77.226 |ww chamat z. aka. i df . i | SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
5.196. 178. 190 France 147. 237.76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147. 237. 76. 39 nobi | e. nei tav.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
5.196.178. 190 France 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 12
177.189. 11. 76 Brazil 147.237.0.15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147.237.72.166 |aka.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.77.233 |atal.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
5.196. 178. 190 France 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147. 237.76. 42 refuah.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.0. 17 mny- kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
177.189. 11. 76 Brazil 147.237.77.170 |nmarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
5.196.178. 190 France 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
5.196. 178. 190 France 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189.11. 76 Brazil 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 12
177.189.11. 76 Brazil 147.237.0.19 nedi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
5.196. 178. 190 France 147. 237.76. 30 hi nush. i df . il SYN Attack |SYN -> SYN-ACK -> Ti nmeout noni t or 12
177.189. 11. 76 Brazil 147. 237.76. 30 hi nush. i df . i | SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
177.189.11. 76 Brazil 147.237.77.74  |lawidf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 11
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At acker

Devi ce

ww i df . i |/ navy/site/tenpl ates/control | er. asp

count ry Target Address |Site Sgnature Acti on ‘Count
176. 13. 242.58 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
77.138.208.77 |Rrance 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/ popups/ B ock 4
. - Unaut hori zed URL Access to
185. 32, 179. 208 [l srael 147.237.72. 156 [aman. i df . i | v anan, i df . i 1/ consol ef cor e/ doc._myr / undef i ned B ock 3
77.139.66.43 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.il/main/snalinisnal i maspx |B ock
176.13.23.212 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66.249. 66. 179 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.177.32 |Fance 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
37.26.147. 153 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
80. 246. 130.99 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
- . SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 66. 240 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
46. 19. 85. 93 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: CQpen Mde None 1
89.187.131. 41 |Czech Republic |147.237.77.216|dover.idf .il Mil ti pl e Unaut horized URL Access from 89. 187. 131. 41 B ock 1
66.249.76.70 |[Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to www anan. i df.il/robots. txt B ock
204.79.180. 169 [Uiited Sates |147.237.72. 166 |aka. i df . i | Wnauit hor | zed Method PCBT for B ock 1
v aka. i df . i |/ m ui ndtenpl at es/ hone. asp
77.139.66.43 |France 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139. 66. 43 B ock 1
46. 120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/chinuch/klali/default.asp |B ock 1
157. 55. 39. 45 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
66.249.79.59 [Israel 147.237.77.243|mobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/authentication/index B ock 1
66. 249. 66. 177 |[Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wvww i df.il/english/ history/born B ock 1
68. 180. 229. 190 |Whited Sates |[147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v i df.il/english/doctrinel doctrine. stnt Bl ock 1
79.177.226.7 |Israel 147.237.77. 216 |dover . i df .| thaut hori zed LRL Access to Bl ock 1
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